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eeoe About Us

Risk Management Solutions

* Founded in 1983, Kinsey has provided software sales, implementation, support and
development for 41 years

* INFOR reseller and implementation partner since 1997
* |INFOR certified systems integration partner
* INFOR complementary software partner since 2008

* |Implemented solutions for over 140 INFOR accounts.
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eeee Our Objective

Risk Management Solutions

* Provide easier access to security and transaction based information.
* Simplify your security and audit reporting
v' Help you meet your audit requirements

v' Help with maintaining security
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eeve Our Objective — Provide easier access to Information

Risk Management Solutions

Deliverables

* Security Reports (78 delivered)

 Segregation of Duties (SoD) Policies (389 policies, over 2,500 rules delivered)
* Activity Monitor — Track activity for over 17,000 Tokens and Business Classes

 Transaction Auditing — Audit any activity on Tokens or Business Classes

 Unlimited Ad-hoc Security Audit Reports
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eeoe Our Objective — Simplify Reporting

Risk Management Solutions

Audit Requirements

* User/Actor Access Reports

* Active/Inactive User Report

 User SoD Violation Reports

 Security Changes Report

* User Last Active Reports

 User Activity for any function code or action

 Transaction Changes — Before and after field values
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eeoe Our Objective — Simplify Reporting

Risk Management Solutions

Maintaining Security

 User / Actor Assignments
 Role | Security Class | Object
 Attributes
* |dentities
* Agents
* (Context Properties
* Org Units
 Role Configuration
* Security Class Configuration
 System Data on Business Classes
* Process Flow
 Federation Services

lKinsey




eeoe Our Solutions

Risk Management Solutions

Infor Lawson

S3

e Security Reporting
e Security Auditing

. e Segregation of Duties (SoD)
¢ SoD Remediation

e Activity Monitor
e Security Modeling
e Transaction Auditing

Infor CloudSuite

Landmark

e Security Reporting

e Security Auditing

e Segregation of Duties (SoD)
e Activity Monitor

e Transaction Auditing
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eeoe Our Solutions

sk Management Solutions

Security Applications

Security Reporting

Provides detailed security reports including User access, Role definitions
and Security Class object assignments for both S3 and Landmark.

e - o x

¢ Kinsey LS Reporting x
&« (<2} ‘@ esbussrv:9090/KK_LS9ReportingPortal /?SERVERID=LSF_PROD&PROFILE=APS @ ﬁ| o :
¢ Kinsey Portal Cther bookmarks

I(lnseym E Security Reporting

Users

Active Lawson Users
Disabled User - Attributes
Disabled User - Identity
User - All Objects

User - Attribute Matrix
User - Attributes

User - Group

User - Identities

User - Identity Matrix
User - Multiple Access
User - Role

User - Role - Group

User - Role - Security Class
User - Role - Security Class - Form
User - Role Matrix

Unlinked Objects

Roles Without Security Classes
Unassigned Objects
Unassigned Roles

Unassigned Security Classes
Users without Roles

Roles

Role - Security Class

Role - Security Class - All Objects
Role - Security Class - Element Group
Role - Security Class - Form

Role - Security Class Counts

Role - Security Class Matrix

Role - User Counts

HR Audit

Active User with No Employee Record
Active User with Termination Date

50D Object Violations

User - Group Matrix with Employee Data
User - Role Matrix with Employee Data
User Access by System Code

production - LS3SERVER v ][ < aes

Security Classes

Forms Per Security Class
Security Class - All Objects
Security Class - Element Group
Security Class - Form

Security Class - Repeated Forms
Security Class - Repeated Tables
Security Class - Table

Tables Per Security Class

e
't). System

Metadata - Form Keys
Metadata - Forms

Metadata - Forms-FC Desc
Metadata - Forms-Fields
Metadata - Tables

Metadata - Tables-Fields
Structures

Structures - Children

Structures - Parents

Tables associated to Forms (v10)

Copyright (c) 2018

Favorites

Active User with Termination Date
Role - Security Class - Form
Security Class - Form

User - Attribute Matrix

User - Form Detail

User - Identity Matrix

User - Role - Security Class - Form
User - Role Matrix

-M- Listener

Form Count Summary
User - Form Detail

User - Form Summary

User Activity Lacking Security
Users Last Active Date

Users Security versus Activity
Users with No Activity

-AOEE

Data Last Updated: 5/17/18 10:19

[¢ Kinsey Landmark Reporting x  +

<« C 0 @ np ki local/KK_LMReportingPortal/2SERVERID=LSF_TEST&PROFILE=FSM

lc KinseyPortal g Landmark Reperting 4 monday - Inbox g Kinsey Portal (deliv..

I(Insey Q Security Reporting

Actors

Actor

Actor - All LPL

Actor - All Objects

Actor - |dentity

Actor - Role

Actor - Role - Security Class
Actor - Roles Matrix

Actors without Roles

System

Business Class - Action
Business Class - Field

Business Class - Relation
Business Class - Relation - Field

Business Class - Relation - Mapping

Roles

Role

Role - Security Class

Role - Security Class - All LPL
Role - Security Class - All Objects
Role - Security Class Matrix
Roles Without Actors

Roles Without Security Classes

-M- Activity

Actor - Business Class Detail
ND-Role Changes - By Lawson
ND-Security Class Changes - By Lawson

Q% 0l

Other bookmarks

TEST - Cloud 11 - MultiTenant

VH FSM

-CIOEHKQ

Security Classes

Security Class - All LPL

Security Class - All Objects

Security Class - Objects (duplicated)
Security Classes without Roles

O Process Flow

Process Flow - Filter Keys
Process Flow - Proxies
Process Flow - Tasks
Process Flow - User Profiles

Process Flow - User Tasks

Copyright (c) 2019

Favorites

Actor - All Objects
Role - Security Class - All Objects
Security Class - All Objects

Data Last Updated: 6/24/19 02:00
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eeee Our Solutions

Risk Management Solutions

[¢ Kinsey Portal X \k Kinsey LS Reporting X '\k User - Role x| Y
< C (1 | ® esbussrvs0s0 Qx| @ :

Security Applications

ting ‘ Activity Monitor ‘ LAUA Reporting | LS Reporting | Landmark | SoD Reporting ‘ Analytics | Administration

Production LS Production LAUA Test/Development LS Test/Development LAUA

rrrrrrrrr

Segregation of Duties (SoD) R

|dentifies areas of concern within the security model to avoid » (CTE—— _
pOtentiaI fraUdUIQnt aCtiVity. <« ? C m @ MNotsecure  Bips//192.168.100.112/Advanced5SODReporting/index.htm?SERVERID=L5F_PRO

Priority: Category: |AII v |
3 27

User ID 1 28 33 157 158 150 102 315 316 333 334
adavis [ |

awhite

bthomas
cbrise

fnelson [ | O
hroberts

hrogers

lawson

mnitka

schristian

smiller

Wsuez
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eeee Our Solutions

Risk Management Solutions

¢ Kinsey Portal x 4+ - X

<« C Y @ Notsecure | 192.168.100.136:9090 Qa x o049

[ ] [} [ ] a
lkinsey
Transaction Auditing \ Activity Monitor \ LS Reporting | SoD Reporting | Analytics | Administration \
-

Security Reporting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer

Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days \ Last 180 days

LS Security Changes (Last 180 days)

Identity

- 0
Froductline —_11
—.
o

Category

——
o

Program

|
Table g3

Form (Token) ll_ 23

| B
Field
- g
» Production - LS3SERVER: 1 changes
Element .n 2| @ TEST - Infor 10/Landmark 11- 9 changes

Role M1
User Auribue B 3

LSA Configuration 1 3

Security Violation

2 i
G-‘?ﬂ = [& o fesbusary:2080/L53_AuditingPSERVERID-LSF_PRODG, 506 na=180UE O =] |42 | |23 Kinsey Security Auditing x|
liinsey Security Auditing
<advanced search> . Advanced search
Action Date/Time User  Affects Profile Role Security Class Type Object Previous Rule Current Rule
Favorites < More than 1000 transactions found...please narrow search.
la)
Group Reports #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis 10 TKN  AC32.1 - e ENE
Finance
All Changes this week #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis 10 TKN  AC32.2 - 'LN,P 4 E
Empl Master Changes
. P 8 s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis [0 TKN AC32.3 - NP+ E
Finance Users
Hr11 changes this week #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis IO RPT  AC210 - - E
User Role Changes
L L4 L 8 #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis IO TKN  AC34.1 - LN+ E
e‘ u rI l u I l I I I Shared Reports #s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis IO RPT  AC213 - - ] |
All HR11 Changes
AP10.1 Changes Fs A-Add 3/30/2015 10:27 AM lawson - APS - ACAnalysis 10 PDL  PDLS SLIVE - - E
BN Changes B4 A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis IO RPT  AC410 - - B
Change made by Lawson
HR11 Sec Change YTD fs A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis 10 RPT  AC217 - - E
L] L] L]
Security audit reports enable you to monitor all changes to your R T R R Y S |
Weekly changes
#s A-Add  3/30/201510:27 AM lawson - APS - ACAnalysis 10 RPT  AC412 - - E
Changes
L] L] L] L] L]
security model including the before and after values of any specific i L omaislo TOH A6l - wes CIH
y g y p This Week #s A-add 3/30/2015 10:27 AM lawson - APS - ACAnalysis 10 TKN  AC36.2 - I,NP 4, !
This Month
. #s A-add 3/30/2015 10:27 AM lawson - APS - ACAnalysis 10 RPT  AC220 - - !
S‘ Ettl ng ° Bs A-Add 3/30/2015 10:27 AM lawson - APS - ACAnalysis 10 TBL GLMASTER - T E
Bs A-Add 3/30/2015 10:27 AM lawson - APS - ACAnalysis 10 RPT  AC223 - -
v
4 b A - Add 2/20/2015 1027 AM  |awsnn - aps - ACAnalucic 1N RPT  AC295 - -
Hiss% - 4
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eeee Our Solutions

Risk Management Solutions

Security Applications

¢ Kinsey Role Modeling x  +

<« C @ @ Notsecure | 192.168.100.136:9090/L59_Report Whatif/?SERVERID=LSF_PROD&PROFILE=APS

Add a Role Remove a Role Add a Security Class Remove a Security Class

Available Roles: Contains: |:| Remove Security Class:

I(Insey Role Modeling Production - LS3SERVER ¥ H * APS v ?

Data Last Updated: 12/12/2018 1.

Run Report Run SOD Report

EntryClerk v ‘ ‘ 2zAPInquiry

]

Security Classes Assigned:
APMaintenace E Changes to Model
APProcessing
DataAreaAccess
DEAnalysis Remove Security Class from Role: EntryClerk -> APMaintenace
DESetup
GLDataEntry
zzAPInquiry

L Jo]

‘ » v
& "9~ DR&I= 1530972508dsx - Microsoft Bxcel — %
h Home  Inset  Pagelayout  Formulas  Data  Review  View  Developer @@=
£ | Ac ~
A B © D E F G H | J 3
1 Report: On-Demand Role Model - Wed Dec 12 17:27:33 CST 2018 User Roles
Production - LS3SERVER - Profile: APS APInguery ACAssetClerk ACAccountant APSetuplnqu
TKN - Token (Forms) APSetuplnquiry ACAssetManager ACAssetClerk BRReporting/
AllAccessRole AllAccessRole ACExpert ACExpert BatchRole
BatchRole BatchRole BRBiller APInquery BestPracticeF
ESSPortalRole * EntryClerk BRContractAdministrator * EntryClerk DESKTOPFiles
* EntryClerk ONLYACDataEntry BRReportingAd HRDirector * EntryClerk
2 FinancialRole PortalBookmarkAdminRole * EntryClerk PortalBook kAdminRol Fi ialRoll
3 Users
sys ~ w N -
4 Code Object Object Description Role Security Class ~ Function Codes adavis awhite bthomas fnelson hroberts
1997 AP AP09.2 Asset Management Cl ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALI;INQUIREE
=] (2000 AP AP10.1 ‘endor ACD,N,P INP 1IN NP 1,N,P NP
2001 AP AP10.1 Vendor EntryClerk APMaintenace A,C,D,IN,P ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
2002 AP AP10.1 Vendor EntryClerk  zzAPInquiry  A,C,D,LN,P NP NP ILN,P NP ILN,P
2003 AP AP10.1 Vendor GLAccountar zzAPInquiry ~ A,C,D,,N,P
=] 2004/aP  AP102 Vendor Location ACD,N,P ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2005 AP AP10.2 Vendor Location EntryClerk APMaintenace A,C,D,IN,P ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
2006 AP AP10.2 Vendor Location EntryClerk  zzAPInquiry ACD, NP ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2007 AP AP10.2 Vendor Location GLAccountar zzAPInquiry ~ A,C,D,,N,P
(=] 2008|AP AP10.3 One Time Vendor A ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2009 AP AP10.3 One Time Vendor EntryClerk APMaintenace A ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
2010 AP AP10.3 One Time Vendor EntryClerk  zzAPInquiry A ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2011 AP AP10.3 One Time Vendor GLAccountar zzAPInquiry A
2012 AP AP10.4 Customer ACI ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2015 AP AP10.5 Vendor, Company Codes ALCD,I ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2018 AP AP10.6 Location, Company Codes ALCD,I ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2021 AP AP10.7 Vendor Approval ACD, NP ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2024 AP AP10.83 Cross Border Payment Options NO FC ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2027 AP AP10.9 Vendor Address ACD, NP ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE
2030 AP AP100 Vendor Group Copy ACD,L,M,N,PR,SV ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
2036 AP AP101 Pay Group Update ACD,L,M,N,PR,SV ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
2040 AP AP102 Process Group Update ACD,L,M,N,PR,SV ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
2044 Ap AP109 Vendor Current Address Update ACD,L,M,N,PR,SV ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
2048 AP AP11.1 Pay Vendor Maintenance +-ACl ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRE v
W «» W[ CAT /ELG ~ELM _~FLD . FLD Conditions ~ HDN ~ PDL ~PGM . RMO . RPT  TAB , TBL TKN .~ TKN Conditions . TYP .~ Function Codes .~ ¥J M« M ~ G
Reacy | 53 | M o130 (50—

Security Modeling (S3 only)

Simulate security changes without actually changing any security
settings and report on the impact of potential changes from a user

access and SoD perspective. I(I nseym




eeee Our Solutions

Risk Management Solutions

Apps i Kinsey Poat Other bockmarks.

I(Inse ; Logged in as: admin D

D Reporting Analytics

Transaction Applications

Transaction Auditing Activity Monitor LAUA Reportir

Last 14

Date From Date To ‘_'.

| o . .

100
71
AP GL

Transaction (%) by System Code (Last 31 days)

Transactions

Transactions
o

N

—r ey -

T Provides insight and control over your Infor applications by
monitoring user activity. This summary information includes the
forms or business classes each user has accessed.

IF PO o- Total -+ Inquires Adds « Changes  -v- Deletes

LS SoD Violations by Policy Cate

ash Management

cL

Wac A GL IF o

I(Insey. User - Form Detail
Server: LSF_PROD | Profile: APS I
Expand Groups Collapse Groups Clear Filters u/Hide Columns 3,871 records
Drag a column and drop it here to group by that column
Transaction Y User Y Product Line Y Form Y  Function Y | Date/Time Y Keyl Y Key2 Y Key3 =
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 107
PORTAL lawson LIVE AP10.1 C 6/25/2015 2:32 PM 1 100
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45PM 1 1
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 109
PORTAL lawson LIVE AP10.1 C 6/25/2015 1:56 PM 1 103
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 104
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 105
PORTAL lawson LIVE AP10.1 N 6/25/2015 1:56 PM 1 1
PORTAL lawson LIVE AP10.1 N 6/25/2015 1:56 PM 1 101
PORTAL lawson LIVE AP10.1 N 6/25/2015 1:56 PM 1 103
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45 PM 1 100
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45 PM 1 103
PORTAL lawson LIVE AP10.1 N 6/25/2015 1:56 PM 1 102
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:31 PM 1 1
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45 PM 1 102
PORTAL lawson LIVE AP10.1 [ 10/20/2015 1:27 PM
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 106
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45 PM 1 101
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:46 PM 1 105
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:46 PM 1 104 =
4 »
Copyright (c) 2015
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eeee Our Solutions

Risk Management Solutions

Transaction Applications

Apps i Kinsey Potal Orher beckmarks
I(Inse ; Logged in as: admin D

Landmark SoD Reporting Analytics

Transaction Auditing Activity Monitor LAUA Reportir

Last 14

Date From Date To ‘_'.

Transactions by Sy e (Last 31 days

Transactions by Sy ode (Last 31 days

100 lick and drag in the plot area to zoom in

100

71 %
2 §
- T °
z % 50 )
% so g
25 0 R N for e ip Pam——
3 Dec 26. Dec 28.Dec 30.Dec 1.Jan 3.Jan S.jan  7.Jan  9.Jan 11.jan 13.Jan 15.Jan
AC AP GL IF PO o- Total -+ Inquires Adds « Changes  -v- Deletes
Transaction (%) by System Code (Last 31 days) LS 50D Violations by Policy Cate n

ash Management

cL

Wac A GL IF o

Transaction Auditing

Transaction Auditing extends Activity Monitor by looking
I(Insey. User - Form Detail 6 E-. n n
L] L] L] L] L]
cac deeper into user activity at the field level. Reports include the
Expand Groups Collapse Groups Clear Filters w/Hide Columns 3,871 records ¢
Drag a column and drop it here to group by that column .
Transaction Y User Y Product Line Y Form Y Function Y Date/Time Y Keyl Y Key2 Y Key3 = befo re a n d afte r Va | u e Of a ny fl e I d C h a n ges
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 107 L
PORTAL lawson LIVE AP10.1 [@ 6/25/2015 2:32 PM 1 100
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45 PM 1 1
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 109
PORTAL lawson LIVE AP10.1 C 6/25/2015 1:56 PM 1 103
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 104
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 105
PORTAL lawson LIVE AP10.1 N 6/25/2015 1:56 PM 1 1
PORTAL lawson LIVE AP10.1 N 6/25/2015 1:56 PM 1 101
PORTAL lawson LIVE AP10.1 N 6/25/2015 1:56 PM 1 103
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45 PM 1 100
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45 PM 1 103
PORTAL lawson LIVE AP10.1 N 6/25/2015 1:56 PM 1 102
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:31 PM 1 1
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45 PM 1 102
PORTAL lawson LIVE AP10.1 [ 10/20/2015 1:27 PM
PORTAL lawson LIVE AP10.1 N 6/25/2015 2:28 PM 1 106
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:45 PM 1 101
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:46 PM 1 105
PORTAL lawson LIVE AP10.1 N 8/4/2015 1:46 PM 1 104 =
4 »
Copyright (c) 2015
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eeee IMmplementation
Security and Auditing for CloudSuite

What you can expect

* |n 3-5 days we can remotely install the applications

 |n afew hours we can train you to run security and audit reports
* No system downtime

* No changes to your S3 or CloudSuite applications

 Limited IT resources required

* Brower-based application

* A Proven product with over 100 implementations of our tools

lKinsey




Demonstration




Thank you for attending!
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Kinsey & Kinsey, Inc.
26 North Park Boulevard
Glen Ellyn, IL. 60137
030-853-4866

Guy Henson VP Sales

g.henson@kinsey.com
call 757-621-8236

wWWwW . Kinsey.com




