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Segregation of Duties Remediation for Infor-Lawson Software

Committed to your success.

Founded in 1983, Kinsey has provided software sales,
Implementation, support and development for 32 years.

_awson reseller and implementation partner since 1997.

_awson certified systems integrator partner.
Lawson complementary software partner.

Lawson’s “Go to” implementation partner for public sector.

Provide complementary Lawson software products.
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Segregation of Duties Remediation for Infor-Lawson Software

ldentify and Resolve Segregation of Duties Conflicts

Monitor Sensitive Activity

Maintain a Compliant Security Model




Our Solution

Segregation of Duties Remediation for Infor-Lawson Software
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Segregation of Duties Remediation for Infor-Lawson Software

SoD Conflict Remediation

Our SoD Remediation tools provide further insight into SoD violations by uniquely identifying
conflicts with actual utilization.

Segregation of Duties (SoD) Reportng

SoD reports validate that the correct checks and balances have been implemented within the
security model to avoid potential fraudulent activity.

Activity Monitor

Provides insight and control over your Lawson applications by monitoring user activity. Use
this information to monitor sensitive user activity and evaluate SoD conflicts.
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Segregation of Duties Remediation for Infor-Lawson Software

Security Reporting

Provides detailed analysis of both Lawson S3 and Landmark security including all assignments
for Users, Actors, Roles, Security Classes, Tokens, Rules, Attributes, Business Classes,
Executables and Modules.

Security Modeling

Create ‘What-if’ scenarios within your security model without changing any security settings
and report back on what users are affected.




Segregation of Duties

Compliance Dashboard for Infor-Lawson

v 240 Delivered Policies

With our delivered policies covering Asset Management, Cash Management, Closing Procedures,
Inventory Control, Order Processing, Payables Management, Receivables Management, and Payroll
you will receive immediate benefits from the SoD reports. You can also define your own policies using

the SoD admin screen,

v Over 2,200 Predefined Rules

Our Lawson application consultants have defined over 2,200 rules that are used to validate that your
security conforms to the 240 SoD delivered policies. You have full flexibility over adding or changing any

of the rules.

v Policy Conflict Grid and SoD Reporting

Viewing policy conflicts by user exposes where you are the most vulnerable.

The Segregation of Duties application is designed to ensure that you have the proper checks
and balances built in your security model to prevent fraudulent activity. With the added

flexibility of our ad-hoc reporting you can create, save, and email critical reports as needed.




ecee |dentify SoD Contflicts

Segregation of Duties Remediation for Infor-Lawson Software

SoD Policy Library

SoD Reporting




esee |[dentify SoD Conflicts

Segregation of Duties Remediation for Infor-Lawson Software

/~ Kinsey Portal - Internet Explorer

O [Cvmma %l ke x|
|

SoD Policy Library

| & Pawsy = )

8 Predefined Categories lkinsey Logoed n as: admin [ [T

- - T Transaction Auditing ‘ Activity Monitor LAUA Reporting | LS Reporting ‘ SoD Reporting Analytics Administration
Library includes 240 Policies

Overview

AN
ASSET MANAGEMENT CASH MANAGEMENT | CLOSING | INVENTORY ORDER ENTRY PAYABLES PAYROLL RECEIVABLES
Uses over 2,200 Rules
Configuration Add New Policy
ARV

S0D Policy Report

Policy Ratings based on level of Importance SRS nabied importance Tie/Commen

Transaction Audit Rules ﬁ ﬁ ‘t&' ﬁ }:3 67-68 Initiate Non-Routine Transactions conflicts with Review, Evaluate and Approve Non-Routine Transactions. If one individual has responsibility for more than ~

C re ate U n I i m ite d n eW C ate g O ri eS Reporting Groups one of these functions, that individual could conceal errors or fraudulent activity. v

50D Policies = =
Scheduled Renort vl PARA S A SRk 67-77 Initiate Non-Routine Transactions conflicts with Monitor Suspense or Clearing Accounts Usage. If one individual has responsibility for more than one of these
cheduled Reports

C re ate U n I i m ite d n eW P O I i Ci eS e functions, that individual could conceal errors or fraudulent activity.. v

Problematic Forms Group ID: O (OR) Group ID: 1 [OR)

C e ate U N I 118 |te d new R u I es Metadata Editor 3¢ AC40.1 - Journal Entry (AC only) (Tkn) 3 GL291 - Trial Balance (Tkn)
) o o Manage Resrictions % AC40.4 - Journal Entry (AC and GL) (Tkn) % GL292 - Balance Sheet (Tkn)
I\/I O d Ify any eX I Stl n g P O I I C I eS View Error Log ¥ AC41.4 - Resource Time Entry (AC and GL) (TkN) K GL293 - Income Statement (TKN)

¥ AC41.1 - Resource Time Entry (AC only} (TKN) ¢ RW100 - Report Generation (TKN)
AND AND  ADD NEW GROUP

Define rules by Form, Role, Security Class or Field X CA10:1- Alocaton o X 6190.1 Teansaction Analysis
¥ GL70.1 - Recurring Journal (TKN) + :’

¥ GL65.1 - Transaction Interface Maintenance (TKN)

¥ AC54.1 - Transaction Interface Adjustment [TKN)
[

i’.‘i ‘ﬁ' 'S:i’ ﬁ i:{ 68-69 Review, Evaluate and Approve Non-Routine Transactions conflicts with Record Non-Routine Transactions. If one individual has responsibility for more than A
one of these functions, that individual could conceal errors or fraudulent activity. Vv

:

Wi ﬁ Sﬁ' ‘ﬁ ﬂ }ﬁ 69-77 IRecord Non-Routine Transactions conflicts with Monitor Suspense or Clearing Accounts Usage. If one individual has responsibility for more than one of these
functions, that individual could conceal errors or fraudulent activity.. Vv

Copyright Kinsey 2015
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Segregation of Duties Remediation for Infor-Lawson Software

/- Kinsey Portal - Internet Explorer =i

wv [k htto:/jesbussrv:a0s0/ J)id| k Kinsey Portal x [- kit

| Fle Edit View Favorites Tools Help
I(Insey“ Logged in as: admin

Transaction Auditing ‘ Activity Monitor ‘ LAUA Reporting LS Reporting Landmark SoD Reporting Analytics Administration

Initiate Disposal of Fixed Asset conflicts with Record Fixed
Asset Transaction. One person should not have

R Overview 17 ] W WX 09-10 Initiate Disposal of Fixed Assets conflicts with Record Fixed Asset Transactions. One person should not have responsibility over AN
responSIbIIIty Over both the access to assets and the Lawson 10S Controls both the access to assets and the responsibility for maintaining the accountabhility for such assets.. v

Configuration

responsiblility for maintaining the accountabillity for such Scheduled Tasks Group ID: 0 (0% Group ID: 108

Transaction Audit Rules K AM20.1 - Quick Addition (TKN) ¥ AMA40.1 - Disposals (TKN)
assets . Reporting Groups ¥ AM20.2 - Additions and Adjustments [TKN) ¥ AM145 - Mass Disposals (TkN)
50D Policies K AM20.3 - Items (TKN) + I
Scheduled Reports ¥ AM20.4 - Books ([TKN)
User Administration ¥ AM15.1 - Single Invoice Interface (TKN)
Record Fixed Asset Transaction Initiate Disposal of FA Problematic Forms % AML15 - Mass Additions (T AND AND  ADD NEW GROUP
Metadata Editor ¥ AMOI7.1-Item Interface Adjustment (TKN)

AM 20 1 QUICk Add|t|0n AM4O 1 Dlsposals Manage Restrictions ¥ AMOI6.1 - Asset Interface Adjustment (TKN)

.. . . View Error Log ¥ AM98.1 - Asset Book Interface Adjustment (TKN)
AM20.2 Additions and Ad|. AM145 Mass Disposals X AC160. Asset Mansgement nterface (1
AM20.3 Items *

AM 20 4 B k rFa 15 'f.\f 'i‘:i' ';{? ﬁ "E:? 09-11 Record Fixed Asset Transactions conflicts with Reconcile Fixed Assets Subsidiary Ledger to General Ledger. One person should
. OO S not have responsibility over both the access to assets and the responsibility for maintaining the accountability for such assets..

>

W
AM 15 1 S I ng I e I nVOICe I nte rface rd 1° I W 09-13 Investigate Discrepancies or Issues - Fixed Assets conflicts with Record Fixed Asset Transactions. If one individual has ~
: responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation.. .,
AM 115 M aSS Ad d |t| O n S 220 |:| 'i{? 'i‘:i.’ '{-? ﬂ{ '},':3 07-12 Initiate Purchase of Fixed Assets conflicts with Access and/or Custody to Fixed Assets. One person should not have ~
responsibility over both the access to assets and the responsibility for maintaining the accountability for such assets. v
AM 97 - 1 Ite m I nte rface 4 221 ] ﬂ f:f ﬂ ﬁ f:? 08-12 Authorize Purchases of Fixed Assets conflicts with Access and/or Custody to Fixed Assets. One person should not have ~
responsibility over both the access to assets and the responsibility for maintaining the accountability for such assets. v v v
AM96.1 Asset Interface
Copyright Kinsey 2015
AM98.1 Asset Book Interface ——

AC160 Asset Mgmnt Interface
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=2 - Internet Explorer L [O] %]
G@' Ik http://esbussryv: 2090/ ,Dj k Kinsey LS Reporting | k Kinsey Portal x [. {ﬁ Ei? {é}

| Fle Edit View Favorites Tools Help

I(Insey Logged in as: admin

Transaction Auditing ‘ Activity Monitor ‘ LAUA Reporting LS Reporting Landmark SoD Reporting Analytics Administration

by Category
Based on Policies Importance Ratings
. ooo

Reflects User Conflicts H -

H B
SoD Report Advanced SoD
. Production LS Production LAUA Test/Development LS Test/Development LAUA
B 5 Star Conflicts
4 St C f . t Production — LAUA SoD Violations by Policy Category
ar On IC S Asset Management Cash Management Closing Inventory Order Entry

B 3 Star Conflicts
B 2 Star Conflicts
B 1 Star Conflicts

No Conflicts
B Inactive Policy

XXX

Payables Payroll

P €

Copyright Kinsey 2015

*145% ~ g




esee |dentify SoD Conflicts

User / Policy Conflicts

Policy / User Conflicts

Composite Roles / Policy Conflicts
Role / Policy Conflicts

Differences Report

Activity Conflicts

Microsoft Excel Export

Unlimited Saved Reports
Scheduled Email Notifications

=gation © e CEerme [ pOre|
G@ = I@ http:/fesbussrv: 9090/500_Report/?SERVERID=L5F_PROD

0~| @ Kisey Segregation of Dues % ||

I(Insevm n Segregation of Duties

Reports
@ User-Policy (441.3 KB)

@ Policy-User (379.1 KB)

@ Role Group-Policy (444.5 KB)
@ Differences (151.2 KB)

Excel (14.7 KB)

@ All LS Reports (324.3 KB)

SoD-Listener Violations

Favorites
&) AC Export
&8 ACAccountant
All
APSuper
BR expert
Cash
Cash Mgmt
4 Closing L ]

Financal policies
Finance

Finsup

Listener Violations

Payroll SOD Report
Coovright(c) 2015 - ver 3.94

\'4
4

*~ kinsey

HIDE Security Violation(s) for User ID: Frank Nelson (fnelson)
HIDE - Category: ASSET MANAGEMENT

) 2 £07

Bl=]Al?]c

I Production Server

Segregation of Duties Report v3.94 A
Saved Report: All
Lawson LS Security PRODUCTION Server
Tue Jul 07 16:35:29 CDT 2015
Display All Conditional Logic
Expand All

Rule Category: ASSET MANAGEMENT

Rule Name:

Priority:
Rule Logic:

Object
Type
TKN

TKN

TKN

TKN

<

07-09 Initiate Purchase of Fixed Assets conflicts with Record Fixed Asset Transactions. One person should not have responsibility over both the access to
assets and the responsibility for maintaining the accountability for such assets.
WRRWW
(AM12.1 or AP20.1 or PO20.1) and (AC160 or AM115 or AM15.1 or AM20.1 or AM20.2 or AM20.3 or AM20.4 or AM96.1 or AM97.1 or AM98.1)
Available Form
Object Exists in Security Class... = Object Description Rule Reason Function Codes Rule Prediction/Conditions
AM12.1  AMProcessing Addition Template GRANTED +,-,A,C,D,I,N,P ALl ACCESS,
AM20.1  AMAnalysis Quick Addition GRANTED AF ALL ACCESS,
AMProcessing GRANTED AF ALl _ACCESS,
AM20.2  AMAnalysis Additions and Adjustments GRANTED A,C,D,I,N,P,R,S ALl ACCESS,
AMProcessing GRANTED A,C,D,I,N,P,R,S ALL ACCESS,
AM20.3  AMAnalysis ltems GRANTED +-ACGFILN,P,R ALl ACCESS,
AMProcessing GRANTED +-ACGFILN,P,R ALl ACCESS, v
>
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-]

/-7 Lawson Security 9 Reporting - Task - Form - Internet Explorer

-

w5 (. |
@@ w2 Ik http: //esbussry: 9030 KK _L59ReportingPortal ffilters. him?SERVERID=L5F_PROD&PRO ,Oj |‘f| k Kinsey LS Reporting

| k Lawson Security 9 Reporting... |_-

=10l x|
A

| Fle Edit View Favorites Tools Help

I(Insey Task - Form

Server: LSF_PROD | Profile: APS

% ¥ Ik http:/fesbussry: 3090/500_Report/?SERVERID=LSF_PROD

| File Edit View Favorites Tools Help

I(I nsey“ H Segregation of Duties

Reports

@ User-Policy (285.1 KB)
@ Policy-User (253.1 KB)

Role Group-Policy (286.7

KB)

@ Differences (151.2 KB)

] Excel (12.2 KB)

& All LS Reports (309.6 KB)

SoD-Listener Violations

Favorites
4 STAR REPORTS

AC Export
ACAccountant

All

all policies

AM - MN

AP

APSuper

Asset Management
Asset Mgmt 5 star
BR expert

Cash

Cash Mgmt
Closing

Financal policies
Finance

Finsup

s €

>80

OOER-

Show Search Criteria

Expand Groups Collapse Groups Clear Filters Show/Hide Columns 89 records
Drag a column and drop it here to group by that column
Task Y Task Description Y Form Y Form Description Y Available FC Y Rule -~
pj |E| k Kinsey segregation ofputes x| K sop 394 Wed . |- APProcessing Accounts Payable Pr... AP20.6 Prepayment A,C,D,I,N,P ALL_ACCESS
APProcessing Accounts Payable Pr... AP30.4 Invoice Cancel +,-,C,I,N,P 'ALL_ACCESS' -
APProcessing Accounts Payable Pr...  AP22.2 Asset Management Cl 'ALL_ACCESS' N
APProcessing Accounts Payable Pr...  AP52.7 Invoice Filter I 'ALL_ACCESS' -
APProcessing Accounts Payable Pr... AP30.3 Payment Schedule... +,-,C,I,N,P,S 'ALL_ACCESS'
APProcessing Accounts Payable Pr... AP51.3 Address Change Int... A,C,D,I,N,P 'ALL_ACCESS'
APProcessing Accounts Payable Pr...  AP00.2 Vendor Group User... A,CN,P 'NO_ACCESS' =
< A I(I nse ,. APProcessing Accounts Payable Pr...  AP55.6 Selection Criteria AC,I 'ALL_ACCESS' ore
y APProcessing Accounts Payable Pr...  AP30.6 Recurring C 'ALL_ACCESS'
APProcessing Accounts Payable Pr... AP00.1 Vendor Group A,C,D,I,N,P 'NO_ACCESS'
APProcessing Accounts Payable Pr... AP56.3 Selection Criteria A,C,H,I,O 'ALL_ACCESS'
HIDE Security Violation(s) for User ID: Helen Roberts [hroberts) APProcessing Accounts Payable Pr...  AP81.1 Manual Forms Rese... ILR,UV 'ALL_ACCESS'
HIDE - Category: ASSET MANAGEMENT APProcessing Accounts Payable Pr...  AP52.9 Invoice Conversion... A,C,D,I,N,P 'ALL_ACCESS'
APProcessing Accounts Payable Pr... AP56.1 Bill of Exchange Entry A,C,D,ILN,P,R 'ALL_ACCESS'
Rule Category: ASSET MANAGEMENT . bi bl , . -
Rule Name:  07-09 Initiate Purchase of Fixed Assets conflicts with Record Eix€d Asset Transactions. One person should not have responsibility over both 2cessing Accounts Pavable Pr... AP02.1 Reportable Income... A.C.D.LN.P NO_ACCESS N
accountability for such assets. Copyright (c) 2015 Vv
Priority: ﬂf‘i‘:{ﬂf ﬁﬁ YT
Rule Logic: (AM12.1 or AP20.1 or PO20.1) and (ACL r AM115 or AM15.1 or AM20.1 or 7Z0r AM20.3 or AM20.4 or AM96.1 or AM97.1 or AM98.1) @'ﬁ} )
Object Available Form | Fle Edt
Type Object Exists in Security C Rule Reason Function Codes Rule Prediction/Conditions
TKN AM12.1  AMProcessin Addition Template GRANTED +,-,4,C,0,ILN,P ALL_ACCESS, (II
TKN AM115 Mass Additions GRANTED ACDNPRSV ALL ACCESS, Server:
TKMN AM20.1  AMProcessing Quick Addition GRANTED AF ALL ACCESS,
E
TKN AM20.2  AMProcessing d Adjustments  GRANTED A,C,D,LN,P,RS ALl ACCESS, xpal
TKN AM20.3 AMProcessing Items GRAMTED +,-,A,CFILN,P,R ALL ACCESS, Drag ¢
TKN AM20.4 AMProcessing Books GRA +,-,4,C,1,N,P,R ALl ACCESS, User
lawso | 4 | |
mnitk Copyright (c) 2015
Rule Category: ASSET MANAGEMENT : : : *, 1653
Rule Name: 07-10 Initiate Purchase of Fixed Assets conflicts with Initiate Disposal of Fixed Assets. One person should not have responsibility ov h the access to a: lawson Lawson, Lawson ACAccountant AMProcessing TKN AM12.1 ALL_ACCESS
accountability for such assets hroberts Roberts, Helen ACAssetClerk AMProcessing TKN AM12.1 'ALL_ACCESS'
Priority: ﬂﬂﬂ ﬁﬁ
Rule Logic: {AM12.1 or AP20.1 or PO20.1) and (AM145 or AM40.1)
v
Copyright (c) 2015
HI1T5% - g
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By Policy by User

g rernet Explorer =] 3
g’@ w [ htto: /fesbussrv:9020/50D_Report/?SERVERID=LSF_PROD o~ |¢__1r] k¢ Kinsey Segregation of Duties % | ¢ 50D Reporting - v3.94 - Wed ... |- A okt

| File Edit View Favorites Tools Help

I(Inseym H Segregation of Duties . . n .

| Production - LS3SERVER[V]

Reports (N I ™ Segregation of Duties Report v3.94 A
® User-Policy (285.1 KB) (Insey Saved Report: Asset Management
® Policy-User (253.1 KB) Lawson LS Security PRODUCTION Server
Role Group-Policy Wed Nov 04 15:50:31 CST 2015
(286.7 KB) == Sl G
@ Differences (151.2 KB) HIDE Category: ASSET MANAGEMENT
[ Excel (12.2 KB) Rule Category: ASSET MANAGEMENT
a All LS Reports (309.6 KB) Rule Name:  07-09 Initiate F.:'l..erhHSE of Fixed Assets conflicts with Record Fixed Asset Transactions. One person should not have responsibility over both the access to assets and the responsibility for maintaining
_ o the accounta bl|lt’f for such assets.
SoD-Listener Violations Priority: e Ty
Favorites Rule Logic: (AM12.1 or AP20.1 or PO20.1) and (AC160 or AM115 or AM15.1 or AM20.1 or AM20.2 or AM20.3 or AM20.4 or AM96.1 or AM97.1 or AM98.1)
4 STAR REPORTS ® SHOW - Security Violation(s) for User ID: Helen Roberts (hroberts)
AC Export i
ACAccountant & SHOW - Security Violation(s) for User ID: Mike Nitka (mnitka)
All o
all policies @ Rule Category: ASSET MANAGEMENT
AM - MIN - Rule Name:  07-10 Initiate Purchase of Fixed Assets conflicts with Initiate Disposal of Fixed Assets. One person should not have responsibility over both the access to assets and the responsibility for maintaining
AP o the accounta bi|it‘f for such assets
APSuper o Priority: WRRTW
Asset Management ® Rule Logic: (AM12.1 or AP20.1 or PO20.1) and (AM145 or AM40.1)
Asset Mgmt 5 star o SHOW - Security Violation(s) for User ID: Helen Roberts (hroberts)
BR expert i
Cash o SHOW - Security Violation(s) for User ID: Mike Nitka (mnitka)
Cash Mgmt o
Closing ® 0 Rule Category: ASSET MANAGEMENT
Financal policies o Rule Name:  07-14 Initiate Purc.hase of Fi::ce-:.i Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets
WV and conceal the misappropriation. WV
&

Finance

Priority: 'i:? 'i:f 'i:? Fﬁ ﬁ

EN

H140% - g
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SoD User Conflict Matrix

« Summary Conflict Matrix
* Detailed Conflict Matrix
« User Activity Detall

« Security Reporting
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Segregation of Duties Remediation for Infor-Lawson Software

P s Features
« - C KN [D esbussrv:9090/AdvancedSODReporting/?SERVERID=LSF_PROD&PROFILE=PHS Q ﬁl =
! apps e Kinsey Portal MSH.com % Dan's kinsey.com T... [j¢ Advance SOD Reporting (3 other bookmarks
- HER . . . .
I(Insey =-. Advanced SOD Reporting Production - LS3SERVER ¥ || PHS v E H Secu r|ty AI IOWS V|O|at|0n
Data Last Updated: 11/4/15 16:36 V|O|at6d O ne G I’OU p
User ID 1 2 3 4 5 6 7 8 9 11 12 |13 14 15 16 17 |18 |19 |zayl|22 |23 |24 |25 |26 |27 |28 |20 30 . VIOIatEd BOth G rou pS
jclayton | | || || || || || | ||
jhodge HE B B B B B B B B B B B B | B | ] H
mseguras H B B B B B B B N | O 0100 . O O []
jmuncrief B | [] [] ] ] [] L]
kandersen [] B | [ [] B | [ [] B O B B B N B BE N B B N
mco ] H | B L] [] [] []
amena || N ] []
lupedroz HE B B B B B B B B B B B B | B 1| M L]
infant L AL L B AN BN BE B B I E 0|8 1 E 0 Purpose
vizah D . D D
twiley D D D . D D D D
pholbrook B [] [] || ] ] [] [] .
forackbil i OO N O O N mn e 0 o|n0|no|n w;s © SoDOversight
kmcguire3 . O | O [] O | O [] om0 0 B B/ B B B B B .
_jcaraveo B B B B B B | | N ] ] B[] B [] [ ] [] O SOD Remedlatlon
I cclark12 D D D . D D D D
cgerwin ] NN ] N N ] BB B I N N i N
isanchezl [ [ e i N e
Imedina2 B B B B B B BE B B B B R B B B B B E O m | [ ]
Iprieto2 B R B R R | OO0/ OO0V OVO|O0|O0(WR | N |R L H | N []
kthornton HE B B B B B N B B | B B B | B | [ m |00 | 0| OO
kgold ] ERE Bl BN [] []
mhaverloc ] H | B ] B | B ] B B ] B | O B B B B B B~

The Segregation of Duties User Conflict Matrix is a great tool to identify and remediate SoD
conflicts. The grid combines user permissions and user activity to identify potential areas of risk.

Resolve SoD Conflicts
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¢ Kinsey Advanced 50D Repo: x

« =>C#f | [ esbussrv:9090/AdvancedSODReporting/index. htm?SERVERID=LSF_PROD&PROFILE=PHS e | =
5% apps ¢ Kinsey Portal 7] MsN.com & e Danskinsey.com T... ¢ Advance SOD Reporting - (1] other bookmarks
- HEm
klnsey =.. Advanced SOD Reporting Production - LS3SERVER ¥ || PHS v E
Data Last Updated: 11/5/15 12:41
B 21 sousers Usergrid for policy: 21 |2 5 E
(CB10.1 or CB20.1 or CB45.1 or CB45.1 or CB50.1 or CB500 or CB543) and (CBOG.1 or CB15.1 or
CB180 or CB185 or CB25.1 or CB30.1 0r CBA0.1 or CB81.1 or CBA2.1) User ID Full Name CB20.1 CB45.1 CB46.1 CB543 CB50.1 CB500 CB10.1 CB82.1 CB180 |CB185 CB25.1 CB30.1 CBS0 -
Iahauer— Bauer, Ashley abauer
Iamna—Mena,ﬁ.udm m
aramirez9
|:| aramirezs - Ramirez, Ashley bel 3
|:| bchavez3 - Chavez Enriquez, Brenda bguthrie
I bguthrie - Guthrie, Buddy bwheelis
II:'_l1.|'|.|'th:IiE.—‘|.|"|.|'h13£~|i5Jr Brent canthony
cclark12
|:| canthony - Anthony, Christopher caervn
ﬁ cclarki? - Clark, Chad cronfin
Prepare Deposits cvetter
Role Task Form Description Rule Hits cyrobins
CB CBClose CB10.1 Cash Receipt Deposit 'ALL_ACCESS' O dhuskey1
Maintenance dmaonsalve
CBProcessing CB10.1 Cash Receipt Deposit 'ALL_ACCESS' O ggarcial2
CB20.1 Bank Transaction Entry 'ALL_ACCESS' O isanchezl
CB45.1 EFT/CC Extract Entry 'ALL_ACCESS' O jbrackbil
CB46.1 Returned Payment Entry 'ALL_ACCESS' 1 jcaraveo
CB50.1 Bank Transaction Interface 'ALL_ACCESS' O jclayton
Maintenance jhodge
CBS00 Bank Transaction Interface 'ALL_ACCESS' O Jmarinko
CB543 Receipts Load '"ALL_ACCESS' O jmuncrief
Reconcile Cash Accounts kandersen
Role Task Form Description Rule Hits kgold
CB CBAcctsPay (CB185 Bank Tape Mass Reconcilistion  'ALL_ACCESS' O kmcguire3
Maintenance kshum
CBClose CB15.1 Bank Fund Transfer - Multiple 'ALL_ACCESS' O kthornton
Deposits linfanti
CBProcessing CB15.1 Bank Fund Transfer - Multiple 'ALL_ACCESS' O Imedina2
Deposits Imelbihe
CB185 Bank Tape Mass Reconciliation  'ALL_ACCESS' O 4 [
CB25.1 Manual Reconciliation Entry '"ALL_ACCESS' O Changes
CB80.1 Bank Transaction Adjustment 'ALL_ACCESS' O
CBSetlp CBOG.1 Bank Statement 'ALL_ACCESS' 1
S CBspecial | LBSU.1 REConomation v ariance RIL_ALLESS O
Adjustment
I cgerwin - Gerwin, Cheryl
I cronfin - Scheduled Jobs, cronfin
|:| cvetter - Vetter, Cynthia
" cvrobins - Robinson. Chrys
Copyright (c) 2015
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Segregation of Duties Remediation for Infor-Lawson Software

k Kinsey Advancad SOD Repo x

5% apps ¢ Kinsey Portal ] MSN.com %

# Dan’s kinsey.com T...

lkinsey

Advanced SOD Reporting

Production - LS3SERVER ¥ | | PHS

qalz]c

Data Last Updated: 11/5/15 12:41

Copyright (c) 2015

B 21 sousers Usergrid for policy: 21 |2 f. E
(CB10.1 or CB20.1 or CB45.1 or CB45.1 or CB50.1 or CB500 or CB543) and (CBOG.1 or CB15.1 or
CB180 or CB185 or CB25.1 or CB30.1 0r CBA0.1 or CB81.1 or CBA2.1) User ID Full Name CB20.1 CB45.1 CB46.1 CB543 CB50.1 CB500 CB10.1 CB82.1 | CB180 |CB185 CBO6.1 CB15.1 CB25.1 CB30.1 CBS0 -
|:| abauer - Bauer, Ashley abauer Bauer, Ashley ALl ACCESS ALL ACCESS ALL_ACCESS ALL_ACCESS AlLL_ACCESS ALL_ACCESS ALl ACCESS ALl ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL ACCESS ALL_
Damena—hﬂena,ﬁ.udm amen.a
aramirez
|:| aramirezs - Ramirez, Ashley behavers
|:| bchavez3 - Chavez Enriquez, Brenda bguthrie
fm o ~ [lansey’ o 3] =lal Tulalo]c
|:| bwheelis - Wheelis, Brent canthony
cclark12 Server: LSF_PROD | Profile: APS Show Search Criteria
Dtanthunv—ﬁ.nthunv,Chn‘stn:rpher Coerwn
ﬁ cclarki2 - Clark, Chad cronfin Expand Groups Collapse Groups Clear Filters Show/Hide Columns 1 records *
Erepare Deposits cvetter Drag a column and drop it here to group by that column
fole Task Form  Description IRUIE . Hits cyrobins Transaction r" | IP Address Y | User Y Full Name ¥ Product Line Y Form Y Function (" Date/Time Y Keyl Y Key
i‘ﬂaintemme CBClose CB10.1 Cash Receipt Deposit ALL_ACCESS' O :::;;I;::E PORTAL cclark12 ‘ LIVE CBO6.1 D 10/20/2015 1:25 PM
CBProcessing CB10.1 Cash Receipt Deposit 'ALL_ACCESS' O ggarcial2
CB20.1 Bank Transaction Entry 'ALL_ACCESS' O isanchezl
CB45.1 EFT/CC Extract Entry 'ALL_ACCESS' O jbrackbil
CB46.1 Returned Payment Entry 'ALL_ACCESS' 1 jcaraveo
CB50.1 Bank Transaction Interface 'ALL_ACCESS' O jclayton
Maintenance jhodge
CBS00 Bank Transaction Interface 'ALL_ACCESS' O Jmarinko
CB543 Receipts Load '"ALL_ACCESS' Q Jjmuncrief
Reconcile Cash Accounts kandersen
Role Task Form Description Rule Hits kgold
cB CBAcctsPay CB185 Bank Tape Mass Reconcilistion 'ALL_ACCESS' O kmcguire3
Maintenance kshum
CBClose CB15.1 Bank Fund Transfer - Multiple  'ALL_ACCESS' O kthornton
Deposits linfanti
CBProcessing CB15.1 Bank Fund Transfer - Multiple 'ALL_ACCESS' O Imedinaz
Deposits Imelbihe
CB185 Bank Tape Mass Reconciliation  'ALL_ACCESS' O 4
CB25.1 Manual Reconciliation Entry '"ALL_ACCESS' O Changes
CB80.1 Bank Transaction Adjustment 'ALL ACCESS' O
CBSetlUp CBOG.1 Bank Statement 'ALL_ACCESS' 1 ﬂ
CBSpecial CB30.1 Reconciliation Variance 'ALL_ACCESS' O
Adjustment .
4| >
I cgerwin - Gerwin, Cheryl Copyright (c) 2015
|:| cronfin - Scheduled Jobs, cronfin
|:| cvetter - Vetter, Cynthia
" cvrobins - Robinson. Chrys
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Segregation of Duties Remediation for Infor-Lawson Software

’k Kinsey Advanced SOD Repc x W | 2 =]

€ > C # | [ esbussrv:9090/AdvancedSODReporting/?SERVERID=LSF_PROD&PROFILE=PHS Q| =

2= Apps k Kinsey Portal MSM.com % ® Dan's kinsey.com T... k Advance SOD Reporting (77 other bookmarks Featu reS
-  HHN
I(Insey =-. Advanced SOD Reporting Production - LS3SERVER ¥ || PHS v | E

Data Last Updated: 11/4/15 16:36 O Disp|ays Conflict Detalls
B 21 50 users “ Security for object: CB06.1 - Bank Statement 27 users 5 ==.I
(CB10.1 or CB20.1 or CB45.1 or CB46.1 or CB50.1 or CB500 or CB543) and (CB06.1 or CB15.1 or CB180 or _ o O A||0WS ‘What-if’ Modeling
CB185 or CB25.1 or CB30.1 or CB80.1 or CB81.1 or CB82.1) UserID  Role Task Rule New Rule  Hits
Dabauer—Bauer, Ashley abauer CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL _ACCESS O O ShOWS a” Aﬁected Users
I amena - Mena, Audra aramirez9 CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS O
[ aramirez9 - Ramirez, Ashley bguthrie  CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS O O Keeps Change Log
bwheelis  CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS O ] o
| behavez3 - Chavez Enriquez, Brenda cclark12  CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL ACCESS 1 o Drill to User ACtIVIty
| bguthrie - Guthrie, Buddy cgerwin  CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL ACCESS O . .
|| bwheelis - Wheelis, Brent cyrobins  CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL ACCESS 0 o D”” to Securlty Reports
Dcanthony—ﬂnthony, Christopher dmonsalve CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL ACCESS O
W celark12 - Clark, Chad ggarcial2 CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS O
Prepare Deposits jbrackbil  CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL ACCESS O
Role Task Form Description Rule Hits jecaraveo  CB Maintenance CBSetUp (ALL _ACCESS) ALL ACCESS ALL_ACCESS O
CB Maintenance CBClose CB10.1 Cash Receipt Deposit 'ALL_ACCESS' 0 jclayton  CB Maintenance CBSetUp (ALL _ACCESS) ALL ACCESS ALL ACCESS O
CBProcessing CB10.1 Cash Receipt Deposit ‘ALL_ACCESS' 0 jmarinko  CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS O
CB20.1 Bank Transaction Entry ‘ALL_ACCESS' 0 jmuncrief  CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL ACCESS O
CB45.1 EFT/CC Extract Entry ALL_ACCESS'O kandersen CBMaintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS O
(B46.1 Returned Payment Entry ALLACCESS 1 kgold CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL ACCESS 1
€B50.1 Bank Transaction Interface Maintenance ‘ALL_ACCESS' 0 kmcguire3 CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS O
CB500 Bank Transaction Interface "ALL_ACCESS' 0 - - -
(B543 Receipts Load ALL_ACCESS' 0 kshum CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS O
Reconcile Cash Accounts mhaverloc CB Maintenance CBSetUp (ALL_ACCESS) ALL ACCESS ALL_ACCESS O
Role Task Form Description Rule Hits nbaca7  CBMaintenance CBSetUp (ALL ACCESS) ALL_ACCESS ALL_ACCESS 1
CB Maintenance CBAcctsPay CB185 Bank Tape Mass Reconciliation '"ALL_ACCESS' O nle CB Maintenance CBSetUp (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O
CBClose CB15.1 Bank Fund Transfer - Multiple Deposits ‘ALL_ACCESS' O pholbrook CB Maintenance CBSetUp (ALL _ACCESS) ALL ACCESS ALL_ACCESS 1
CBProcessing CB15.1 Bank Fund Transfer - Multiple Deposits "ALL_ACCESS' O rjones CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS 0
CB185 Bank Tape Mass Reconciliation "ALL_ACCESS' 0 sholes CB Maintenance CBSetUp (ALL_ACCESS) ALL_ACCESS ALL_ACCESS O
CB25.1 Manual Reconciliation Entry 'ALL_ACCESS' 0 siaeger  CBMaintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL_ACCESS O
CB80.1 Bank Transaction Adjustment ‘ALL_ACCESS' 0 thrown11 CB Maintenance CBSetUp (ALL ACCESS) ALL ACCESS ALL ACCESS 2
CBSetUp CB0O6.1 Bank Statement "ALL_ACCESS' 1

twiley CB Maintenance CBSetUp (ALL_ACCESS) ALL ACCESS ALL_ACCESS O

CBSpecial CB30.1 Reconciliation Variance Adjustment 'ALL_ACCESS' O Changes

I cgerwin - Gerwin, Cheryl
D cranfin - Scheduled lobs, cronfin
D cvetter - Vetter, Cynthia

|

Resolve SoD Conflicts
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Segregation of Duties Remediation for Infor-Lawson Software

'k Kinsey Advanced S0D Repo: % % |

\ﬂ = @ # [3 esbussrv:9090/AdvancedSODReporting/?SERVERID=LSF_PROD&PROFILE=PHS

s Apps k Kinsey Portal MSM.com  <s ® Dan's kinsey.com T... k Advance 50D Reporting

Qe =

[ other bockmarks

lkinsey &=

(CB10.1 or CB20.1 or CB45.1 or CB46.1 or CB50.1 or CB500 or CB543) and (CB06.1 or CB15.1 or CB180 or

CB185 or CB25.1 or CB30.1 or CB80.1 or CB81.1 or CB82.1)
|:| abauer - Bauer, Ashley

|:| amena- Mena, Audra
|:| aramirez9 - Ramirez, Ashley
|:| bchavez3 - Chavez Enriquez, Brenda
D bguthrie - Guthrie, Buddy
|:| bwheelis - Wheelis, Brent
D canthony - Anthony, Christopher
I cclark12 - Clark, Chad
Prepare Deposits
Role Task Form Description
CB Maintenance CBClose CB10.1 Cash Receipt Deposit
CBProcessing CB10.1 Cash Receipt Deposit
CB20.1 Bank Transaction Entry
CB45.1 EFT/CC Extract Entry
CB46.1 Returned Payment Entry
CB50.1 Bank Transaction Interface Maintenance

CB500 Bank Transaction Interface
CB543 Receipts Load

Reconcile Cash Accounts

Role Task Form Description
CB Maintenance CBAcctsPay (CB185 Bank Tape Mass Reconciliation
CBClose CB15.1 Bank Fund Transfer - Multiple Deposits

CBProcessing CB15.1 Bank Fund Transfer - Multiple Deposits
CB185 Bank Tape Mass Reconciliation

CB25.1 Manual Reconciliation Entry
CB80.1 Bank Transaction Adjustment
CBSetUp CB06.1 Bank Statement
CBSpecial CB30.1 Reconciliation Variance Adjustment

l cgerwin - Gerwin, Cheryl
|:| cronfin - Scheduled lobs, cronfin
D cvetter - Vetter, Cynthia

|

Rule Hits

'"ALL_ACCESS' 0
'‘ALL_ACCESS' O
"ALL_ACCESS' O
"ALL_ACCESS' 0
'"ALL_ACCESS' 1
'"ALL_ACCESS' 0
"ALL_ACCESS' O
'"ALL_ACCESS' O

Rule Hits

"ALL_ACCESS' O
'"ALL_ACCESS' 0
'‘ALL_ACCESS' O
"ALL_ACCESS' O
"ALL_ACCESS' 0
'‘ALL_ACCESS' O
"ALL_ACCESS' 1
"ALL_ACCESS' O

Security for object: CB06.1 - Bank Statement

User ID
abauer
aramirez9
bguthrie
bwheelis
cclark12
cgerwin
cyrobins
dmonsalve
ggarciall
jbrackbil
jcaraveo
jclayton
jmarinko
jmuncrief
kandersen
kgold
kmcguire3
kshum
mhaverloc
nbaca7
nle
pholbrook
rjones
sholes
sjaeger
thrown11

twiley
Changes
Set rule for CB06.1 in CBSetUp to ALL_INQUIRE [&]

Role

CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance
CB Maintenance

Production - LS35ERVER ¥ | | PHS

Task Rule New Rule

CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL _ACCESS ALL INQUIRE
CBSetUp ALL _ACCESS ALL INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL INQUIRE
CBSetUp ALL ACCESS ALL INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL _ACCESS ALL INQUIRE
CBSetUp ALL _ACCESS ALL INQUIRE
CBSetUp ALL ACCESS ALL INQUIRE
CBSetUp ALL ACCESS ALL INQUIRE
CBSetUp ALL ACCESS ALL INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL _ACCESS ALL INQUIRE
CBSetUp ALL ACCESS ALL_INQUIRE
CBSetUp ALL ACCESS ALL INQUIRE

Hits

L = = I i e e o N = iy o [ o o - s T s B s == O = [ e R

dal2|c

Data Last Updated: 11/4/15 16:36

t- EER
27 users [ ] I
AN

Features

o Shows all Affected Users

Resolve SoD Conflicts
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Segregation of Duties Remediation for Infor-Lawson Software

¢ Kinsey Advanced 50D Repo: x

« - C #H [D esbussrv:9090/AdvancedSODReporting/?SERVERID=LSF_PROD&PROFILE=PHS Q i?l =
22 apps e Kinsey Portal MSM.com &% e Dan's kinsey.comT.. [j¢ Advance 50D Reporting (] other bookmarks
I(Insey E=: Advanced SOD Reporting Production - LS3SERVER ¥ H PHS r‘ E
Data Last Updated: 11/4/15 16:36
User ID 1 2 3 4 5 (&) 7 8 9 11 12 13 14 15 16 17 18 19 caY |22 23 24 25 20 27 28 29 30
jclayton N || || || || || L | L]
jhodge @ B B B B N B B B B B B B B e n
mseguras H B B B B B B B B [ OO0 . | O [ ]
jmuncrief [ ] [] [] [] [] [] L] []
kandersen [] | [ [ H | [ [ B [ B B B B B B B B 0B N
mco [ ] ] ] [] [] [] L] []
amena [ ] [] ] []
lupedroz B B B B B N B B N B B B B N L | W [
linfanti A B B B B B B B B B H B B | B H N [
vizah D . D D
twiley D D D . D D D D
pholbrook D D D . D D D D
jbrackbil [] | O [] | O [] ‘BN BF UEEREEEE EEEEE EEEEE R EE
kmcguire3 u | [ [ | O [] IgpEgS "HEEREEE BN FE BE B R BE
jcaraveo [] H B [] H | B [] a0 0 |00 0 |00 00 |0
cclark12 D D D [] D D D D
cgerwin [] H B [] H | B [] ‘B B NN BE FEEEE BEEEE EnEEE Epm
isanchezl L] [ | B L0 B | O 0 BB
Imedina2 B B B B B B B B R B B B B B B B B B L | [ []
Iprieto2 B N B B B 0O 0|00y O0yoy00j00; ]R8 |L H | B []
kthornton A B B B B B B B B B H B B | [] NN EENEEE R Epappn
kgold [] BN B R BER [] []
mhaverloc [] H N [ H N [ B B [ B | [ F B B B 0B B N

Resolve SoD Conflicts
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Segregation of Duties Remediation for Infor-Lawson Software

' / Activity Monitor is designed to provide insight and control
over your Lawson applications. Extensive metadata
analytics allow you to closely monitor how your

3 | s applications are being used and where you may be
) exposed to a security risk. You can use this information to
) \ validate your Lawson security settings, monitor user
- ) ) S activity, measure peak usage times or monitor software

usage patterns. With the added capability of providing the
1 transaction record keys, Activity Monitor is an invaluable
auditing tool when guestions arise surrounding changes
made to your Lawson system.

Monitor Sensitive Activity




esee ActiVity Monitor — Reporting

= orm Detail - Internet Explorer =10] x|
@ < [ K http://esbussrv:3050/K_Ls3ReportingPortalfiters. htm?sERvERID=L5F_PRoL O 7] | 42| [ I Kinsey LS Reporting | K Lawson security 9 Reporting... % || 0 5 o3 An alyze
J Fle Edit | View Favorites Took Help
oz EmMsN [S) suggested Sites ~ 2 Web Slice Gallery ~
I(Insey User - Form Detail ﬁ E E A O By User
Server: LSF_PROD | Profile: APS Show Search Criteria O By -orm
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 44 records * O By :u nctlon Code
Drag a column and drop it here to group by that column o By :)ate
Transactic ¥ IP Address Y |User Y | Form Y Form Description Y I Func Y I Date/Time Y I Key 1 Y | Key Y | Key 3 Y|AuditY I -
PORTAL 192.168.100.1...  lawson AP10.1 Vendor C 6/6/2015 1:56 PM 1 103 i | O By Record Key
PORTAL 192.168.100.1... lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 102 . .
PORTAL 192.168.100.1... lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 103 % O DrII to Secu rlty Reports
PORTAL  192.168.100.1..  lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 101 1| o Tied to SoD Policies
PORTAL 192.168.100.1... lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 100 m
PORTAL 192.168.100.1... lawson AP10.1 Vendor N 6/6/2015 1:56 PM 1 1 m
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice C 10/10/2015 2:03 PM 118 KIN... 1 m
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice C 10/10/2015 2:03 PM 118 KIN... 1 m
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice I 10/10/2015 2:03 PM 118 KIN... 1 m -
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice I 10/10/2015 2:03 PM 118 KIN... 1 m
PORTAL 192.168.100.1... lawson AP20.1 Basic Invoice N 10/10/2015 2:02 PM 118 KIN... 1 m
PORTAL 192.168.100.1... lawson AP155 Payment Forms Creation A 10/10/2015 10:00 AM MJ... LS3.. m
PORTAL 192.168.100.1... lawson AP156 Bill of Exchange Creation I 10/10/2015 9:54 AM LS3... m
PORTAL 192.168.100.1... lawson AP156 Bill of Exchange Creation J 10/10/2015 9:54 AM LS3.. m
PORTAL 192.168.100.1... lawson AP156 Bill of Exchange Creation I 10/10/2015 9:53 AM LS3... m -
PORTAL 192.168.100.1... lawson AP150 Cash Requirements A 10/10/2015 9:40 AM MJN LS3... m vy
Copyright (c) 2015
H165% -

All Activity Monitor data can be displayed using our LS reporting application. This allows you to
create unlimited custom reports and associate actual usage to a users security settings.

Monitor Sensitive Activity
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Segregation of Duties Remediation for Infor-Lawson Software

"kKirseyPﬂrlal x % A= e e
& = C f [)esbussrv:0090 Qv = Featu res
i apps ¢ Kinsey Portal ] MSN.com  &: e Dan's kinsey.com T... ("] Other bookmarks

I(Inseym Logged in as: admin

o Security Reporting
Transaction Auditing ‘ Activity Monitor ‘ LAUA Reporting ‘ LS Reporting ‘ SoD Reporting ‘ Analytics ‘ Administration ‘ O SeCUFIty Analyzer
— o Object Modeling
ﬂ .
o Role Modeling
Security Reporting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer Security Utilities
o Object Comparison
Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days Last 180 days o Securlty V|Sual|zer
LS9 Security Changes (Last 31 days) — : .
o Security Utilities
Identity g
Prod Line 8
Category U_ 1
Program U— 3
Table 8
Form (Token) | — 3 —— ()
Field |§
Element 8
Security Class — E
Role 8
User Attribute U|_. 4
0 2 4 6 8 10 12 14 16 18 20 22 24 26 28
Changes

Copyright Kinsey 2015

Expedite the Audit Review Process
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@ Role - Task - Form - Internet Explorer =10 x| .
% > |@ http:/fesbussrv: 9090/KK_LSS9ReportingPortal ffilters, him?SERVERID=LSF_PRODE O j |T_f] 22 Kinsey LS Reporting | (23 Lawson Security 9 Reporting... [- A ok T R e p O rt O ptl O n S
liinsey co.-veoc-rorn 5 CIOHEE
Server: LSF_PROD | Profile: APS Show Search Criteria . .
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 5,591 records O O b" e Ct FI |te rS
Drag a column and drop it here to group by that column O CO U m n SO rt
Role T Task T Task Description T Form T Form Description T Available FC 7 Rule T~ .
ACAccountant ACAnalysis Activity Management Analysist AC03.6 Equipment Assignment +,-,A,C,ILN,P I" - O CO u m n G ro u p I n g
ACAccountant ACAnalysis Activity Management Analysist AC34.1 Compute Parameters AC,D,LN,P Tl .
ACAccountant ACAnalysis Activity Management Analysist AC20.6 Activity Group Budget Header AC,D,LN,P Tl O D rl | aro u n d
ACAccountant ACAnalysis Activity Management Analysist AC23.1 Spread Codes AC,D,LN,P Tl
ACAccountant ACAnalysis Activity Management Analysist ACA1.4 Resource Time Entry (AC and GL) +-,A,C,D,ILN,P,R I" O S ave any q u e ry
ACAccountant ACAnalysis Activity Management Analysist AC07.1 Account Assignment +,-,A,C,ILN,P if(form.AGA_ACTIVITY_GR... . .
ACAccountant ACAnalysis Activity Management Analysist AC20.9 Budget Header Selection I I" O P rl nt to P D F O r p rl nte r
ACAccountant ACAnalysis Activity Management Analysist ~ AC36.1 Activity Total Range A,C,D,IN,P T O EX p O rt to M S Exce I
ACAccountant ACAnalysis Activity Management Analysist AC18.3 Assigned Vendor Resource Rates +,-,A,C,D,I,N,P I"
ACAccountant ACAnalysis Activity Management Analysist AC37.2 Allocation Group by Step +,-,A,C,D,LN,P,R,U Tl O E m al | SC h e d u | e d re p O rtS
ACAccountant ACAnalysis Activity Management Analysist AC10.4 Location AC,D,LN,P "ALL_ACCESS'
ACAccountant ACAnalysis Activity Management Analysist AC20.8 Budget Lock C,I,N,P Tl
ACAccountant ACAnalysis Activity Management Analysist AC37.1 Allocation Group +-,A,C,D,ILN,P,R,U I"
ACAccountant ACAnalysis Activity Management Analysist AC08.1 Category Structure +,-,A,C,ILN,P,X Tl
ACAccountant ACAnalysis Activity Management Analysist AC40.2 Additional Information C,l I"
ACAccountant ACAnalysis Activity Management Analysist ACO03.5 Asset Assignment +,-,A,C,IN,P Tl
ACAccountant ACAnalysis Activity Management Analysist AC10.1 Activity A,C,D,I,N,P 'NO_ACCESS'
ACAccountant ACAnalysis Activity Management Analysist AC18.1 Assigned Person Resource Rates +,-,A,C,D,IN,P Tl
ACAccountant ACAnalysis Activity Management Analysist ACA1.3 AC only Totals I,N,P I"
ACAccountant ACAnalysis Activity Management Analysist AC10.2 Location Assignment AC,D,LN,P 'NO_ACCESS'
ACAccountant ACAnalysis Activity Management Analysist AC40.1 Journal Entry (AC only) +-,A,C,D,ILN,P,R I"
ACAccountant ACAnalysis Activity Management Analysist AC41.2 Additional Information C,l "
ACAccountant ACAnalysis Activity Management Analysist AC32.3 Account Category Selection I I" -
1 v
Copyright (c) 2015
H140% ¢ g

Security data is pulled nightly or on demand from your LDAP server and stored in SQL tables
for easy access.

Expedite the Audit Review Process




eeeee Security Modeling & Utillities

Compliance Dashboard for Infor-Lawson

Objects Roles

Reveal how changing
an objects assignment
or rule on any given
security class will effect
the associated users.

See how adding or
removing a role from a
user will effect the users
security privileges.

Sec Classes Utilities

Discover how adding Compare, map, copy
Or removing a security and upload security
class from a role will assignments directly to
effect the users LDAP.
associated with that
role.

Our set of modeling tools give you the flexibility you need to foresee the cause and effect of making a change to your security model
prior to implementing any updates. Once you're comfortable with the results our utilities can help you expedite the process.
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a2 g - Internet Explorer I [=] F3

G_%?f - |@ http:/jesbussrv:2090,L59_Report_WhatIf/?SERVERID=LSF_PROD ol j E] (2 Kinsey Role Modeling x [- Iy e fo3 F e atu res

I(Insey" Role Modeling Production Server  |V| | - Profile: APS E
Tue Jun 09 13:56:29 CDT 2015 Refresh Security :

| Add Role | Remove Role Add Task Remove Task Run Report O Add a ROIe to a- User
Available Users: Add Role: Available Roles: Add Task: O Re m Ove a RO I e fro m a U Ser
Ifnelsun - fnelson (Nelson, Frank) IACAccuuntant M ACBRJobScheduler - AC and Br Job Scheduler Jobs
ACAccountant ACBalanceRpting - Activity Management Balance Reports, Inquiries A d d
Roles Assigned: ACAssetManager Tasks Assigned: ACBudget |0 - AC Budgets Ing Only O A a S e CC I aSS to a R O I e
ACAssetManager ACDataEntry ACAllocateAdm ACBudgets - Activity Management Budget Processing
ACExpert ACExpert ACAnalysis ACBurdens - Activity Management Burdens O Q e m Ove a Se CC I aSS fro m a R O I e
ARSuper APSuper ACBurdens ACCapitalization - Activity Capitalization 1
FinSup ARSuper ACDataEntry ACDataBasics - Activity Management Databasics Processing . .
PortalBookmarkAdminRole AllAccessRole ACDatamart ACDataEntry - Activity Management Data Entry O _I n kS to SECU rlty An alyze r
FinSup ACSetup ACDatamart - Activity Management Datamart Setup
GLAccountant AMAnRalysis ACRates - AC BR Billing Rates And Tables . .
Add HHRDirector AMProcessing ACResource - AC Resources, Roles, Assignment Rates O —I n kS to CO m pOSIte RO I e SO D
PortalBookmarkAdminRole Allinquiry ACSetup - Activity Management Setup
DataAreaAccess ACTransRpting - Activity Management Transaction Reports, Inquiries

ACTransaction - Activity Management Transaction Entry, Posting
AMAnalysis - Asset Management Analysis

Add TIAMCAnalysis - Asset Management Clerk Analsis

AMCSetup - Asset Management Clerk Setup

AMProcessing - Asset Management Processing

AMSetup - Asset Management Setup

APAnalysis - Accounts Payable Analysis

APPLSS - Applicant Self Service

APPLSSINQ - Test Addition Inquire

APProcessing - Accounts Payable Proccessing Screens

APSetup - Accounts Payable Setup Screens

AllAccess - AllAccess

AlIGENAccess - All Access Security Class For GEN

Alllnquiry - Inquiry to all tokens

AlIRMAccess - All Resource Management Access
AshantiTestClass - AshantiTestClass v
BNFiles - BN Flles

H160% v g

Model the affect of changing any User-Role or Role-Security Class assignment.

Maintaining a Compliant Security Model
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Segregation of Duties Remediation for Infor-Lawson Software

’EH Ho-¢-FRAREBEQDHS|+ 1855078020 [Read-Only] - Microsoft Excel el o @ R
Home  Insert Page Layout Formulas Data Review Developer  AddlIns  Acrobat o @ =P =
Bo Lo ame QO E 39\ 2, BB
Workbook Views Show ‘ Zoom Window Macros

G652 - (- £ | ALL_INQUIRES v
aleff 4 A B C D E F G H I J K L|

1 Summary of Lawson Access (LS9 Security) - Forms Roles assigned to User

GLAccountant
PortalBookmarkAdminRole
2 Roles added to users:fnelson = {GLAccountant}Roles deleted from t ACAccountant
3 Users
Sys

4 Code FormID Title Role Security Class  Available Functions _
+ 582 AM  AMFL.6 Conversions NO FC ALL ACCESS
+ 584 AM  AMFL.7 Invoice Interface NO FC ALL_ACCESS =
+ [586 AM AMFL.8 Activity Interface NO FC ALL ACCESS
+ 588 AM  AMFL9 Miscellaneous Processing NO FC ALL ACCESS
+ 590 AM  AMLF.1 OLAP Dimension Retrieval Format AC,D,ILN,P ALL ACCESS
+| 592 AP AP00.1 Vendor Group AC,D,ILN,P ALL_INQUIRES
+| 594 AP AP00.2 Vendor Group User Fields A,C,IN,P ALL_INQUIRES
+ (596 AP AP00.3 Vendor Class A,C,D,IN,P ALL_INQUIRES
+ [598 AP AP00.4 Company A,C,D,I,N,P ALL_INQUIRES
+ (600 AP APD0O.5 Process Level A,C,D,IN,P ALL_INQUIRES
+ 602 AP AP00.6 Company Approval A,C,D,I,N,P ALL_INQUIRES
+ (604 AP AP00.7 Distribution Reporting Set Up +,-,A,C,D,I,N,P ALL_INQUIRES
+ |606 AP APO1.1 Pay Group A,C,D,I,N,P ALL_INQUIRES
+ 608 AP AP01.2 Pay Group Options ACLI ALL_INQUIRES
+| 610 AP AP01.3 Electronic Transfer Identification +,-,A,C,l ALL_INQUIRES
+ 612 AP AP01.4 Pay Group Company Relationship +,-,| ALL_INQUIRES
+ 614 AP AP01.5 Pay Group Security C ALL_INQUIRES
+| 616 AP AP02.1 Reportable Income Group AC,D,ILN,P ALL_INQUIRES i
M4 4 » M| Forms . FormCondiions .~ Tables .~ Program Codes .~ Fields .~ Field Conditons .~ Function Code Defintions .~ ¥ IEN 1l 3
Ready | 73 | |[EE|E M 160% (=) ) +

Projected changes to User permissions are highlighted in blue.

Maintaining a Compliant Security Model
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Segregation of Duties Remediation for Infor-Lawson Software

= Kinsey Object Modeling - Internet Explorer

G@ ® |k http://esbussrv:3090/kK_LS3ReportingPortal/whatf.htm?SERVERID=LSF_PROD&PR SO|F] l kinsey LS Reporting | ke Kinsey Object Modeling x [- WAL 5 F e atu re S

| Fie | Edit View Favorites Tools Help

I(Insey Object Modeling Production - LSSSERVERI ASR E

Data Last Updated: 9/17/15 10:05 o Select any Form or Table
‘Search |AP10.1 Object Relationships .
| s 5k - Financelng  Hide o Map by Security Class (Task)
Type System Code Name Description # of SoD Rules m— (s - Oesgin Hide
Form/Executable AP AP10.1 Vendor 2 Run SOD Report o O Map :)y ROle
Find Affected Objects O Map :)y User
o Add Object to a Sec Class
Status Task Task Rule Role User Rule O Delete Object from SeC ClaSS
o/ APVenMasting AP Vendor Mast view only. NP THAPSenior Corporate AP Senior e — -
w”  Financelng Finance Inquiry Only LN,P Uil HBEEEET LEIPOENS M) FeEesEer - = e -« O Change FC RUIG
vAP10VendorUpdate vAP10VendorUpdate e - - .
V' APProcessorCorp AP Processor Corp VNP THAPVendorView Corporate AP Vendor View Only —— G . - - O Run SOD Report
+/ APVendorUpdate Update AP10 ACDINP ' THMAAcct THMA Accountant P A — _ _ _
Add obiect to 3 Task — —— - o Link to Security Reporting
— W s -
- - - - -
R - - —— -

Change Log
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esee Security Modeling - Visualizer

Segregation of Duties Remediation for Infor-Lawson Software

/- Kinsey Security Visualizer - Internet Explorer _ O] =]

@ = IQ http:/fesbussry:9090,KK_LS9ReportingPortalfsv_index, htm?SERVERID=LSF_PROD ﬂ'j g Kinsey Security Visualizer x |_- @ f\‘f {f:::} I:e atu reS

kinsey [ el a 2]

Data Last Updated: 6/24/15 12:34

Settings Thingstodo || Clear mapping Reload o M ap from any Object
o Drill to Security Reports
(Frank Netson) (al Rogers (Lawson User) (sarah Mt B o Drag and Drop
# | Assignments
by (e e o Object Filtering

I Production Server

-

-l @
L 1]
= e
-l @

ae

hroberts WSO mnitka

/= Lawson Security 9 Reporting - Task - Form - Internet Explorer
G@v | K http: ffesbussrv:9030/KK_LSSReportingPartal fiiters. him?ser) JO| ¥} fc Kinsey LS Reporting | f¢ Lawson Security 8 Reporting... [- ke T
| Fie Edt View | Favorites Tooks Help
ACAccountant AllaccessRole ARSuper ACDataEntry I(I nsey Task - Form ﬁ E ~N
Server: LSF_PROD | Profile: APS Show Search Criteria
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 31 records
PortalBookmarkadminRale ACAssetMa \w irector GLACcountant Drag a column and drop it here to group by that column
i — —_—— Task ¥ | Task Description Y |Form Y | Form Description " | Available FC Y |Rule Y| ~
AMSetup Asset Management... AMOO0.2 Books +,-,A,C,l 'ALL ACCESS'
AMSetup Asset Management... AMO5.1 Account Group A,C,D,IN,P 'ALL ACCESS'
S T R — AMSetup Asset Management... AM13.2 Asset Groups +,-,A,C,D, "ALL ACCESS'
\ AMSetup Asset Management... AMO02.2 Units of Production... AB,C,F,l 'ALL_ACCESS'
AMSetup Asset Management... AMO06.3 Product Category +,-,A,C,IN,P 'ALL_ACCESS'
ACAllocatesdm (0) ACBudgets [20) ACDataEntry (54} ACSetup (165) AMAnalysis (6E) DataAreafccess (1) AMCSetup (25) ACCapitalizatic AMSetup Asset Management... AMO4.1 iy A,C,D,IN,P 'ALL_ACCESS'
\ AMSetup Asset Management... AMO02.1 Methods A,C,D,I,N,P 'ALL_ACCESS' -
S S S AMSetup Asset Management...  AM18.2 Repair Activity Inter...  +,-A,C,I,N,P 'ALL_ACCESS'
AMSetup Asset Management... AMO6.4 Asset Class Depreci... +,-,A,C,l 'ALL_ACCESS'
CAnalysis (149 ACBurdens [15) ACDatamart {2) Allinquiry (1) Processing (90) IPrograms (S56) PRFiles (100) AMSetup Asset Management... ~ AM18.1 Repair Invoice Inter...  +-A,CLN,P Gr
/ / / AMSetup Asset Management... AMO06.6 Depreciation Alloca... +,-,A,C,D,ILN,P,R,U "ALL ACCESS'
AMSetup Asset Management... AM11.1 Disposal Property A,C,D,I,N,P 'ALL_ACCESS'
AMSetup Asset Management... AMO6.1 Type ACD,I,N,P 'ALL_ACCESS'
< AMSetup Asset Management... AMO7.2 Locations +,-,A,C,l 'ALL ACCESS'
Copyright (c) 2015 AMSetup Asset Management... AMO09.1 Accounting Unit Gr... A,C,D,LN,P "ALL ACCESS' v v
Copyright (c) 2015
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Use the Visualizer to quickly see how Users, Roles and Security Classes are connected.
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Notifications

Notifications

@ jes - Internet Explorer S [=] g5
@ - |@ http://esbussry:9090/500_Report/?SERVERID=L5F_PROD o) j @ (2 Kinsey Segregation of Duties [. 0% 5.7 Gob

I(Inseym n Segregation of Duties E E

I Production Server

o SoD Conflicts
o Security Reports

Reports
@ User-Policy (441.3 KB)

< m
~ lkinsey
@ Policy-User (379.1 KB)

© Role Group-Policy (444.5 KB)

Segregation of Duties Report v3.94 A
Saved Report: All
Lawson LS Security PRODUCTION Server
Tue Jul 07 16:35:29 CDT 2015

@ Differences (151.2 KB) @ 3 - Role - Task - Form - Internet Explorer - [O[=]
Excel (14.7 KB) HIDE Security Violation(s) for Ea'ﬁ; < | @ ntip://esbussrv:9090/KK_LS3ReportingPor talfiters. him?SERVERID=LSF_PRODE O] @ 2 Kinsey LS Reporting | & Lawson Security 9 Reporting... % [. s 5 £e3
AllLS R t HIDE - Category: ASSET MAN; .
3 Al Repors (2436 lansey . i o sOO0BENER-
SoD-Listener Violations
Rule Category: ASSET MAN. Server: LSF_PROD | Profile: APS Show Search Criteria
Favorites Rule Name: 07-09 Initiat Expand Groups Collapse Groups Clear Filters Show/Hide Columns
5,591 records
&8 AC Export o assets and tl
. Drag a column and drop it here to group by that column
& ACAccountant o Priority: AR KSR
. Role T Task T Task Description T |Form T | Form Description T | Available FC T Rule T~
All ® Rule Logic: (AM12.1 or, : - : . : O
ACAccountant ACAnalysis Activity Management Analysist AC03.6 Equipment Assignment +,-,A,CILN,P "
APSuper & Object ] _ ACAccountant ACAnalysis Activity Management Analysist AC34.1 Compute Parameters A,C,D,I,N,P "
Type Object Exis : .. : ..
BR expert @ ACAccountant ACAnalysis Activity Management Analysist ~ AC20.6 Activity Group Budget Header A,C,D,IN,P ik
Cash @ TKN AM12.1 AM ACAccountant ACAnalysis Activity Management Analysist AC23.1 Spread Codes A,C,D,IN,P "
Cash M gmt @ TKN AM20.1 AM. | ACAccountant ACAnalysis Activity Management Analysist AC41.4 Resource Time Entry (AC and GL) +,-,A,C,D,I,N,P,R "
Clos ing ® AM ACAccountant ACAnalysis Activity Management Analysist AC07.1 Account Assignment +,-A,CIN,P if(form.AGA_ACTIVITY_GR...
. o ACAccountant ACAnalysis Activity Management Analysist AC20.9 Budget Header Selection I "
Financal policies o TKN AM20.2 AM : - . .
] ACAccountant ACAnalysis Activity Management Analysist AC36.1 Activity Total Range A,C,D,I,N,P "
Finance ® AM | AcAccountant ACAnalysis Activity Management Analysist AC18.3 Assigned Vendor Resource Rates +,-A,C,D,I,N,P T
Finsup L TKN AM?20.3 AM. | ACAccountant ACAnalysis Activity Management Analysist AC37.2 Allocation Group by Step +,-A,C,D,IN,P,R,U "
Listener Violations o AM ACAccountant ACAnalysis Activity Management Analysist ~ AC10.4 Location A,C,D,I,N,P '"ALL_ACCESS'
Payroll SOD Report oV ACAccountant ACAnalysis Activity Management Analysist ~ AC20.8 Budget Lock C,IN,P T
Copvright(c) 2015 - ver 3.94 y < ACAccountant ACAnalysis Activity Management Analysist AC37.1 Allocation Group +,-,A,CD,IN,P,R,U "
ACAccountant ACAnalysis Activity Management Analysist AC08.1 Category Structure +,-,A,C1LN,P,X I
ACAccountant ACAnalysis Activity Management Analysist AC40.2 Additional Information C,l "
ACAccountant ACAnalysis Activity Management Analysist AC03.5 Asset Assignment +,-A,CIN,P I
ACAccountant ACAnalysis Activity Management Analysist AC10.1 Activity AC,D,I,N,P 'NO_ACCESS'
ACAccountant ACAnalysis Activity Management Analysist AC18.1 Assigned Person Resource Rates +,-A,C,D,I,N,P "
ACAccountant ACAnalysis Activity Management Analysist AC41.3 AC only Totals I,N,P "
ACAccountant ACAnalysis Activity Management Analysist AC10.2 Location Assignment AC,D,I,N,P 'NO_ACCESS'
ACAccountant ACAnalysis Activity Management Analysist AC40.1 Journal Entry (AC only) +,-,A,CD,INPR "
ACAccountant ACAnalysis Activity Management Analysist ACA1.2 Additional Information C,l "
ACAccountant ACAnalysis Activity Management Analysist AC32.3 Account Category Selection I " -
< | v
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