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Committed to your success.

Founded in 1983, Kinsey has provided software sales,
Implementation, support and development for 32 years.

_awson reseller and implementation partner since 1997.

_awson certified systems integrator partner.
Lawson complementary software partner.
Lawson’s “Go to” implementation partner for public sector.

Provide complementary Lawson software products.

mplemented solutions for over 120 Lawson accounts.
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Improved Capabilities Expanded Offerings Time Saver
With a library of 53 delivered User monitoring allows you to Custom and emailed reports can
reports our application provides in- evaluate If your security setting save you hours when evaluating
depth analysis of Lawson Security are correct. user security.
data.

$ [e]

Saves Money Audit Compliant Cost Effective
Our clients have significantly Our reports provide the Our reporting tools provide a cost
reduced their audit reporting information auditors are looking effective method of creating the

requirements. for wen reviewing security. reports you need.
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Security Solutions for Infor-Lawson

v 68 Delivered Reports

Our security reports will help you navigate your security profiles covering everything from User Role
assignments to Environment settings. Reporting categories include Users, Actors. Roles, Security
Classes and Metadata. Landmark reports will even parse Lawson’s Pattern Language (LPL) into a

understandable an format.

v Create, Save and Email Ad-hoc reports

Our user Interface allows you to easily create and save custom reports specific to your needs. Once you
have defined a report simply add it to our schedule so you can routinely check your security settings.

v Historical Reports with Baseline Comparisons

By creating a snapshot of your LDAP tree at any point in time you can generate historical reports or
compare your current settings to a historical snapshot to see what has changed.
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S Porta = E cphore - | >
m' Ik http: //esbussrv:9090/ pj k Kinsey Portal - |.- fo ﬁ {§}
| Fle Edit view Favorites Took Help

J w3 P MsN (<] suggested Sites = 2] Web Slice Gallery

I(|nsey“ oaged s aamin G [ o Security Reporting
S o | | | _ - o Security Analyzer
Transaction Auditing ‘ Activity Monitor ‘ LAUA Reporting ‘ LS Reporting ‘ Landmark ‘ SoD Reporting ‘ Analytics ‘ Administration ‘
o Security Auditing
[ o Object Modeling
Security Reporting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer Security Utilities .
o Role Modeling
Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days Last 180 days O ObeCt Comparlson
LS9 Security Changes (Last 31 days) = - . .
o Security Visualizer
Identity | § . YL
prod Line § o Security Utilities
Category il 1
Program ba
Table | §
Form {:TDkE") 1 i e O
Field §
Element ﬂ
Security Class | 4
Role §
User Attribute g2 4
0 2 4 6 8 10 12 14 16 18 20 22 24 26 28

Changes

I Production [ Development
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I¢ Kinsey LS Reporting X + - X

<« > C 1 @ Notsecure | 192.168.100.136:9090/KK_LS9ReportingPortal/?SERVERID=L5F PROD&PROFILE=APS @ Q |

I(Insey- Security Reporting Production - LS3SERVER v | * APS v ‘ E
Data Last Updated: 12/17/18 15:57
Roles a Security Classes Favorites

User Assignments
Role Assignments E”
Security Class Assignments

Active Lawson Users Role - Security Class Forms Per Security Class Role - Security Class - Form
. Disabled User - Attributes Role - Security Class - All Objects Security Class - All Objects Security Class - Form
Attrl b Ute R e p O rtS Disabled User - Identity Role - Security Class - Element Group Security Class - Element Group Security Class - Objects Matrix
. User - All Objects Role - Security Class - Form Security Class - Form Security Class - Table
I d e ntlty R e po rtS User - Attribute Matrix Role - Security Class Counts Security Class - Objects Matrix User - Attribute Matrix
User - Attributes Role - Security Class Matrix Security Class - Repeated Forms User - Form Detail
M etad ata & Stru Ctu reS User - Group Role - User Counts Security Class - Repeated Tables User - Role - Security Class - Form
User - Identities Security Class - Table User - Role Matrix
. - User - Identity Matrix Tables Per Security Class
Listener (User Activity) Jeer Multple Access
User - Role

Unlinked Objects User -Role - Group

User - Role - Security Class

H R Au d It Re po rtS User - Role - Security Class - Form

User - Role Matrix

(Requires Lawson HR)
]
n Unlinked Objects HR Audit System . Listener

Roles Without Security Classes Active User with No Employee Record Metadata - Form Keys Form Count Summary
Unassigned Objects Active User with Termination Date Metadata - Forms User - Form Detail
Unassigned Roles SOD Object Violations Metadata - Forms-FC Desc User - Form Summary
Unassigned Security Classes User - Group Matrix with Employee Data Metadata - Forms-Fields User Activity Lacking Security
Users without Roles User - Role Matrix with Employee Data Metadata - Tables Users Last Active Date
User Access by System Code Metadata - Tables-Fields Users Security versus Activity
Structures Users with No Activity >

javascript: Copyright (c) 2019
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Actor Assignments

Role Assignments

Security Class Assignments
LPL Parsing by Object Type
Unlinked Object Reports

I¢ Kinsey Portal %  J¢ Kinsey Landmark Reporting x +

« > C 0O @ https://kkesbus.kk.local/KK_LMReportingPortal/?SERVERID=LSF_PROD&PROFILE=IEFIN

— X

@ ¥ O

I(Insey“ @ Security Reporting

E Actors

Actor - All LPL

Actor - All Objects

Actor - Role

Actor - Role - Security Class
Actors without Roles
Matrix - Actor/Roles

(I
q-(alz]c

‘ Internal - LSF 10/LMK 11 v ‘ ‘ * IEFIN
Roles a Security Classes
Matrix - Role/Security Class Security Class - All LPL
Role - Security Class Security Class - All Objects
Role - Security Class - All LPL Security Classes without Roles

Role - Security Class - All Objects
Roles Without Actors
Roles Without Security Classes

Data Last Updated: 12/29/18 02:00
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/~ Lawson Security 9 Reporting - User - Role - Task - Form - Internet Explorer
% = I k http: f/esbussry:9090/KK_LS9ReportingPortal ffilters. him?SERVERID =L5F _PROD&PROFILE=AF }Dj k Kinsey LS Reporting | k Kinsey LS Reparting | k Lawson Security 9 Reporting... l- ﬁ ﬁ E:}

| Fle Edit View Favorites Tools Help

J o5 EAwmsN (=] suggested Sites = 2] Web Slice Gallery =

Depending on the report you can filter by:  IKINS@Y"  ueer- roe - rask-rorm pilal?|-B
Server: LSF_PROD | Profile: APS Hide Search Criteria
U S e r/ACtO r Field Selection
Role User |Equals V| | hroberts
. Role |Contains |W] | Asset
Security Class t
Task |Advanced |V
ObJeCt Type Available Selected

1MIKE Mike's Test Description with junk Select Task ACAnalysis Activity Management Analysist
O b 2 eCt N am e AllGENAccess All Access Security Class For GEN A Add > < Remove ACBalanceRpting Activity Management Balance Reports, Inquiries
J AMAnalysis Asset Management Analysis ACBudgets Activity Management Budget Processing
AMCSetup Asset Management Clerk Setup Add All >> << Remove All  ACBurdens Activity Management Burdens
AMProcessing Asset Management Processing ACCapitalization Activity Capitalization 1
AMSetup Asset Management Setup ACDataEntry Activity Management Data Entry
APAnalysis Accounts Payable Analysis I Starts With ACDatamart Activity Management Datamart Setup
APProcessing Accounts Payable Proccessing Screens ACSetup Activity Management Setup
BNReports BN Reports I ac ACTransaction  Activity Management Transaction Entry, Posting
BNSetup BN Setup v Add > < Remove
GLProcessing GL Processing for AP/GL Clerk
Available: 21 Selected: 9

Form IAII

[ ] Run a historical comparison

Run Report
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a eporting - User - Role - Task - Form - Internet Explorer
Eﬁ'ﬁ; = Ik http: /fesbussry: 9090 KK_LS9R eportingPor tal ffilters. htm ?SERVERID =L 5F_PROD&PROFILE =AF }Dj @ k Kinsey LS Reporting | k Kinsey LS Reporting | k Lawson Security 9 Reporting... |_- 151\.? f‘\—{' {'é}
| Fie | Edit View Favorites Tools Help
J {3 MEN ESuggested Sites EWEb Slice Gallery -
Sort by COIumn I(Insey User - Role - Task - Form
Grou p by Co| UMM Server:LSF_PROD | Profile: APS Show Search Criteria
. Expand Groups Collapse Groups Clear Filters Show/Hide Columns 93 records
Add Column Filters
User x H Role x HTask X |
Drl II u p or down th roug hout the model | | | User T | Full Name 7 Role T Task Y |T| Form . T Form Description T Available FC T Rule T~
. w User: hroberts (1) ﬂ_ Sort Ascending
H |d e COI umns + Role: ACAssetClerk (1) ﬂ Sort Descending
] ] w Task: ACAnalysis (93) .
P Il nt to P Il nter hroberts Roberts, Helen ACAssetClerk ACAnalysis SRR S A,C,D,I,N,P 'I,N,P' -
hroberts Roberts, Helen ACAssetClerk ACAnalysis Group By this column A,C,D,IN,P var zz=new mkUsrDateObj(...
C re a.te P D F hroberts Roberts, Helen ACAssetClerk ACAnalysis Remove from groups +,-,AC,l "'
hroberts Roberts, Helen ACAssetClerk ACAnalysis Sh h A,C,D,IN,P T
ow rows where:
Export to M S Excel hroberts Roberts, Helen ACAssetClerk ACAnalysis | o I +,-,A,C,IN,P I
v
S F t hroberts Roberts, Helen ACAssetClerk ACAnalysis contains t +,-,A,CIN,P '
a've aS a'VO rl e hroberts Roberts, Helen ACAssetClerk ACAnalysis | +,-,A,C,I,N,P I
hroberts Roberts, Helen ACAssetClerk ACAnalysis +,-,A,C,I,N,P T
hroberts Roberts, Helen ACAssetClerk ACAnalysis |C0ntain5 v I +,-,A,C,ILN,P T
hroberts Roberts, Helen ACAssetClerk ACAnalysis +,-,A,C,D,I,N,P T
hroberts Roberts, Helen ACAssetClerk ACAnalysis | Filter | | Clear +,-AC,l "'
hroberts Roberts, Helen ACAssetClerk ACAHBIVSiS ACUD, T NEIUUILE ALLUUIIL C_,l I
hroberts Roberts, Helen ACAssetClerk ACAnalysis AC04.1 GL Code +,-AC,l "'
hroberts Roberts, Helen ACAssetClerk ACAnalysis AC05.1 Account Categories NO FC I
hroberts Roberts, Helen ACAssetClerk ACAnalysis ACO06.1 Override Account Categories +,-,CIN,P ' v|
Copvright (c) 2015
H165% - g
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/~ Lawson Security 9 Reporting - Role - Task - Form - Internet Explorer

@@ =] Ik http: /fesbussry:9090/kK_LS9ReportingPortal ffilters. him?SERVERID =L5F _PROD&PROFILE=AF }Dj k Kinsey LS Reporting | E Lawson Security 9 Reporting... |- ﬁ {'\? {E::}

| Fie | Edit View Favorites Took Help

Grouping by one of more columns provides a |(II‘ISEV“ Role - Tack - Form
summarized list of the grouped object with a count  sewer:LsF_prop | Profile: APs Show Search Criteria
. . Expand Groups Collapse Groups Clear Filters Show/Hide Columns records

of the number of objects assigned. - - — 992 record

Role x HTask xl
| |Role T Task T Task Description T |Form T | Form Description 7 Available FC T ~
w Role: ACAccountant (8)

In this example the Role ACAccountant has 8 assigned b Task: ACAnalysis (93)
Security Classes (Tasks) and each of those have a number of I
Task: ACDataEntry (36)
Task: ACDatamart (1)
Task: ACSetup (21)
Task: AMAnalysis (33)

» Task: AMProcessing (74)
Role: ACAssetClerk (3)
Role: ACDataEntry (2)
Role: ACExpert (13)
Role: AllAccessRole (5)

assigned Forms.

v v vy vy v v

Role: APInquery (1)

Role: ApplicantRole (2)

Role: APSuper (1)

Role: ARSuper (5) -

v v v v v v wv w

Fs
i
<

Copyright (c) 2015




esee Security Reporting

@ 9 Reporting - Role - Task - Form - Internet Explorer mEE|
@@ =] Ik http: /fesbussry:9090/kK_LS9ReportingPortal ffilters. him?SERVERID =L5F _PROD&PROFILE=AF }Dj k Kinsey LS Reporting | k Lawson Security 9 Reporting... I_- m if'\{' {E::}

| Fle Edit View Favorites Toole Help

J o Flmsn [S] suggested Sites ~ & Web Slice Gallery =

By expanding a Security Class you can view the assigned I(Insey“‘ ol - Tack - Form 4) E E A

ObjeCtS and their rules. Server: LSF_PROD | Profile: APS Show Search Criteria

Expand Groups Collapse Groups Clear Filters Show/Hide Columns 5 592 records

Role x HTask xl
| |Role T Task T Task Description T|Form 7|F0rm Description T Available FC T Rule Y|~

+ Role: ACAccountant (8)
b Task: ACAnalysis (93)
b Task: ACBudgets (10)
w Task: ACBurdens (9)

ACAccountant ACBurdens Activity Manageme... AC198 Burden Rate Recalculation ACD,IN,P,R,SV 'ALL_ACCESS'
ACAccountant ACBurdens Activity Manageme... AC264 Burden Type Listing ACD,IN,P,R,SV 'ALL_ACCESS' —
ACAccountant ACBurdens Activity Manageme... AC260 Burden Code Listing ACD,IN,P,R,SV 'ALL_ACCESS'
ACAccountant ACBurdens Activity Manageme... AC60.1 Burden Codes +,-,A,C, 'ALL_ACCESS'
ACAccountant ACBurdens Activity Manageme... BR204 Burden Billing Rate Listing ACD,IN,P,R,SV 'ALL_ACCESS'
ACAccountant ACBurdens Activity Manageme... AC261 Burden Assignment Listing ACD,INPR,SV 'ALL_ACCESS'
ACAccountant ACBurdens Activity Manageme... AC262 Pool Driver Values Listing ACD,INPR,SV 'ALL_ACCESS'
ACAccountant ACBurdens Activity Manageme... AC60.2  Additional Information Gl 'ALL_ACCESS'
ACAccountant ACBurdens Activity Manageme... AC263 Provisional Rate Listing ACD,|NP,R,SV 'ALL_ACCESS'

Task: ACDataEntry (36)
Task: ACDatamart (1)
Task: ACSetup (21)
Task: AMAnalysis (33)

v v v vy v

Task: AMProcessing (74) ARY
Copyright (c) 2015
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g ing - Role - Task - Form - Internet Explorer !E
{@”@; v Ik http: //esbussry:9050/KK_LS9ReportingPor talfilters. him?SERVERID =L5F_PROD&PROFILE =AF ,Dj E] k Kinsey LS Reporting | k Lawson Security 9 Reporting... l- & * @

| File Edit View Favorites Tools Help
CIOEE

J {3 MEN ESuggesbed Sites - @Web Slice Gallery =
Server: LSF_PROD | Profile: APS Show Search Criteria

Use the Drill feature to navigate the security tree. |(|nsey“ Role - Task - Form SE

Expand Groups Collapse Groups Clear Filters Show/Hide Columns 5 592 records

In this example | can select the Role ACAccountant and find o x Hrask x|
Role ® — Task x

the aSS|gned UserS. | |Role T | Task T | Task Description 7|Form 7|Form Description T | Available FC T |Rule \ d
w Role: ACAccountant (8)

»  Task: ACAnalysis (93)

» Task: ACBudgets (10)

w Task: ACBurdens (9)

%@vlk htm:ffesbuv:lgtol?SERVERID=LSF,PROD&PROFILE=AFPjW] k sy Seporing | K Laveon ety s Reportng -R.. | K Laweon SeutysReprtng... % |11 ﬁ - ACAccountant ACBurdens Activity Manageme... AC198 Burden Rate Recalculation A,C,D,,N,P,R,S,V 'ALL_ACCESS'
i:am; "L;“S;::im“_m@::sww /ACAccountant ACBurdens Activity Manageme... AC264  Burden Type Listing A,C,D,I,N,P,R,S,V 'ALL_ACCESS' -
. _ ; ACAccountant ACBurdens Activity Manageme... AC260 Burden Code Listing AC,D,ILN,P,R,S,V 'ALL_ACCESS'
(I nse User - Role i , & | @ )\ H ACA o \ '
ccountant ACBurdens Activity Manageme... AC60.1 Burden Codes +,-,A,C, ALL_ACCESS
Server: LSF_PROD | Profile: APS Search Criteria ACAccountant ACBurdens Activity Manageme... BR204 Burden Billing Rate Listing A,C,D,I,N,P,R,S,V 'ALL_ACCESS'
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 5 records ACAccountant ACBurdens Activity Manageme... AC261 Burden Assignment Listing A,C,D,IN,P,R,S,V 'ALL_ACCESS'
, ACAccountant ACBurdens Activity Manageme... AC262 Pool Driver Values Listing A,C,D,IN,P,R,S,V 'ALL_ACCESS'
Drag a column and drop it here to group by that column
User 7 Eull Name 7 Role 7 Role Description . ACAccountant ACBurdens Activity Manageme... AC60.2  Additional Information C,l 'ALL_ACCESS'
fnelson Nelson. Frank ACAccountant ACAccountant ACBurdens Activity Manageme... AC263 Provisional Rate Listing A,C,D,ILN,P,R,S,V 'ALL_ACCESS'
lawson Lawson, Lawson ACAccountant » Task: ACDataEntry (36)
» Task: ACDatamart (1)
b  Task: ACSetup (21)
»  Task: AMAnalysis (33)
» Task: AMProcessing (74) v v
Copvright (c) 2015
* 165% - ,;;I
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k Kinsey Portal * | k Kinsey Landmark Reporting * k Landmark Security Reporting - 5 X + - X
c O & https:;//kkesbus.kk.local/KK_LMReportingPortal/filters.htm?SERVERID=LSF_PROD&PROFILE=IEFIN&ID=252 a Q | :
: : : I(Inse Security Class - All Objects iab H
Use the Drill feature to navigate the security tree. v b :
Server: Internal - LSF 10/LMK 11 | Product Line: IEFIN Show Search Criteria
. . Expand Groups Collapse Groups Clear Filters Show/Hide Columns 6 800 records
In this example | can select the Security Class '
- - - Drag a column and drop it here to group by that column
AgentMgmtAccess ST and find the associated objects.
Security Class Y Security Class Descripty’  Type 4 Y Object Y Operand Y Rule Y |RL*
SupplierOrderMgmtit... Allows Supplier Acc... accessible is for all actions unconditionally
ActorinquiryAccess_ST BusinessClass Actor is accessible for all inquiries unconditionally
o DR e Rt e I ity s> = [ - <1 | AgentMgmtAccess_ST BusinessClass Agent is accessible for all actions unconditionally
[&] 0 8 https://kkesbus.kk.local/KK_LMReportingPortal/filters.htm?SERVERID=LSF_PROD&PROFILE=IEFIN&ID=252&CLASSFILTER=AgentMgmtAccess ST [CRS ¢ Q ! :
. mAccess_ST BusinessClass ParentAgent is accessible for all actions unconditionally
I(Insey Security Class - All Objects ﬁ E E ) . . . . .
, - AMBarCodingSetup_ST Set up Asset Bar Co... BusinessClass AssetBarCode is accessible for all actions unconditionally
Server: Internal - LSF 10/LMK 11 | Product Line: IEFIN S earch Criteria -
Expand Groups | | Collapse Groups | | Clear Filters | | ShowgHide Columns s ecorge | || AM BasicProcessing_ST Basic Asset Processi... BusinessClass AssetAdjustment is accessible for all actions unconditionally
Drag a column and drop it here to group by that column AMBasicProcessing_ST Basic Asset Processi... BusinessClass AssetBookAdjustme... is accessible for all actions unconditionally
Security Class Y Type Y | Object Y Operand Y |Rule Y | Rule Exclusion Y| ) ) . ) . ) . . . .
AgentMgmtAccess ST BusinessClass Agent < accessible for all actions unconditionally AMBasicProcessing_ST Basic Asset Processi... BusinessClass AssetBookDisposal is accessible for all actions unconditionally
ige”mgm:“e“—i sﬂus:‘j“c'a“ SR s accessfs:e :"ra::a":"”s ”"wngf:""a:" AMBasicProcessing_ST Basic Asset Processi...  BusinessClass AssetBookRecalcula...  is accessible for all actions unconditionally
gen gMTACCEeSS_. oduie person IS accessible or all actions uncondiraonally
AMBasicProcessing_ST Basic Asset Processi... BusinessClass AssetBookReinstate... is accessible for all actions unconditionally
AMBasicProcessing_ST Basic Asset Processi... BusinessClass AssetBookRevaluati... is accessible for all actions unconditionally
AMBasicProcessing_ST Basic Asset Processi... BusinessClass AssetBookTransaction s accessible for all actions unconditionally
AMBasicProcessing_ST Basic Asset Processi... BusinessClass AssetBookTransfer is accessible for all actions unconditionally
w
| ] >
Copyright (c) 2019
Copyright (c) 2019
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(]

I¢ Kinsey LS Reporting % [ User- Role - Security Class X + — x

& 2> @ {t @ Notsecure | 192.168.100.136:9090/KK_LS9ReportingPortal ffilters.htm?SERVERID=LSF_PROD&PROFILE=APS&MASTERDBID=1&ID=176 @ Q |

I(Insey" User - Role - Security Class ﬁ m H

Creatlng a‘ SnapShOt Of your LDAP Or Landmark Server: Production - LS3SERVER | Profile: APS | Historical: 12/31/2015 03:38 AM Show Search Criteria
security model provides historical reports of how | | Seweee ] | oo | Ao | | Sonide ol 503 records

Drag a column and drop it heret6 group by that column

your security existed at a specific point in time. v name ¥ |Rol ¥ [ecurty_class | Class_description -

bthomas Thomas, Bill ACAccountant ACAnalysis Activity Management Analysist [:]
btho Thomas, Bill ACAccountant ACBudgets Activity Management Budget Processing
omas Thomas, Bill ACAccountant ACBurdens Activity Management Burdens
Th |S report |S from a SnapShOt taken |n 12/3 1/2015 Of LDAP bthomas Thomas, Bill ACAccountant ACDataEntry Activity Management Data Entry
bthomas Thomas, Bill ACAccountant ACDatamart Activity Management Datamart Setup
bthomas Thomas, Bill ACAccountant ACRates AC BR Billing Rates And Tables
bthomas Thomas, Bill ACAccountant ACSetup Activity Management Setup
bthomas Thomas, Bill ACAccountant Allinquiry Inquiry to all tokens
bthomas Thomas, Bill ACAccountant AMAnalysis Asset Management Analysis
bthomas Thomas, Bill ACAccountant AMProcessing Asset Management Processing
bthomas Thomas, Bill ACAccountant DataArealAccess
bthomas Thomas, Bill ACAssetClerk ACAnalysis Activity Management Analysist
bthomas Thomas, Bill ACAssetClerk ACSetup Activity Management Setup
bthomas Thomas, Bill ACAssetClerk ACTransaction Activity Management Transaction Entry, Posting
bthomas Thomas, Bill ACAssetClerk AMProcessing Asset Management Processing
bthomas Thomas, Bill ACAssetClerk AMSetup Asset Management Setup
bthomas Thomas, Bill ACAssetClerk DataArealccess
bthomas Thomas, Bill ACAssetClerk PRFiles PR Files
bthomas Thomas, Bill ACAssetManager ACSetup Activity Management Setup
bthomas Thomas, Bill ACAssetManager DataArealAccess
btl[mmas Thomas, Bill ACExpert ACAllocations Activity Management Allocation Processing | b
4

Copyright (c) 2019
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LDAP or Landmark snapshots can also be used to
compare your current settings to historical settings
to identify what has been changed. Changes are
highlighted making the review process quicker.

For S3 secuity you can perform similar
comparisons between security profiles or across
environments to identify any differences.

k Kinsey LS Reporting *

< c O

k Role - Secunty Class - Form

®

+

(@ Not secure | 192.168.100.136:9090/KK_LS9ReportingPortal/filters.htm?SERVERID=LSF_PROD&PROFILE=APS&ID=141

- g X
@ % O

I(Inseym Role - Security Class - Form

Server: Production - LS3SERVER | Profile: APS

Expand Groups

Collapse Groups

Clear Filters

Show/Hide Columns

S0

P
CIOES

Show Search Criteria

3,165 records

x|
| Y | Role (C) Y | Security Class ('Y | Form (CY ‘ Description (C) Y |Rule (C) Y |Role (H) Y | Security Class (H) Y Form (H) Y Description (H) Y Rule (H) -
CHG ACAccountant AMProcessing AM7... Item 'ALL_ACCESS' ACAccountant AMProcessing AM70.3 Item 'ALL_ACCESS'
CHG ACAccountant AMProcessing AM2... Books 'ALL_ACCESS' ACAccountant AMProcessing AM20.4 Books 'ALL_ACCESS
CHG ACAccountant AMProcessing AMA4... Gain or Loss 'ALL_ACCESS' ACAccountant AMProcessing AM40.3 Gain or Loss '‘ALL_ACCESS'
CHG ACAssetClerk ACAnalysis ACO7..  Account Assighment var zz=new mkUsrDa... ACAssetClerk ACAnalysis AC07.1 Account Assignment if(form.AGA_ACTIVITY G.
CHG ACAssetClerk ACAnalysis AC00...  Calendar 'ALL_ACCESS' ACAssetClerk ACAnalysis AC00.2 Calendar var zz=new mkUsrDateOt
CHG ACAssetClerk ACAnalysis ACO03..  Resource 'ALL_ACCESS' ACAssetClerk ACAnalysis AC03.1 Resource T
CHG ACAssetClerk ACAnalysis AC02..  Status 'Cl+,- ACAssetClerk ACAnalysis AC02.1 Status '‘ALL_ACCESS'
CHG ACAssetClerk ACAnalysis AC03...  ACPerson Assignment  'ALL ACCESS' ACAssetClerk ACAnalysis AC03.2 AC Person Assignment 'l
CHG ACAssetClerk ACAnalysis ACO03..  Vendor Assignment 'ALL_ACCESS' ACAssetClerk ACAnalysis AC03.4 Vendor Assignment T
CHG ACAssetClerk ACSetup AC00...  Activity Group 'ALL_ACCESS' ACAssetClerk ACSetup AC00.1 Activity Group I,N,PA'
CHG ACAssetClerk AMSetup AMI1... Book Group '‘ACI' ACAssetClerk AMSetup AM10.1 Book Group '"ALL_ACCESS'
CHG ACAssetMan... ACSetup ACO0...  Activity Group 'ALL_ACCESS' ACAssetMana...  ACSetup AC00.1 Activity Group "IN, PA
CHG ACDatakEntry ACAnalysis ACO7..  Account Assighment var zz=new mkUsrDa... ACDataEntry ACAnalysis AC07.1 Account Assignment if(form.AGA_ACTIVITY G.
CHG ACDataEntry ACAnalysis AC00...  Calendar 'ALL_ACCESS' ACDataEntry ACAnalysis AC00.2 Calendar var zz=new mkUsrDateOt
CHG ACDataEntry ACAnalysis AC03.. Resource 'ALL_ACCESS' ACDataEntry ACAnalysis AC03.1 Resource T
CHG ACDataEntry ACAnalysis ACO2..  Status 'Cl+,- ACDataEntry ACAnalysis AC02.1 Status '"ALL_ACCESS'
CHG ACDataEntry ACAnalysis AC03...  ACPerson Assignment  'ALL ACCESS' ACDataEntry ACAnalysis AC03.2 AC Person Assignment 'l
CHG ACDataEntry ACAnalysis ACO3...  Vendor Assignment 'ALL_ACCESS' ACDataEntry ACAnalysis AC03.4 Vendor Assignment T D
CHG ACExpert ACAllocations AC30...  Multiple Pool Alloca... '‘ALL_ACCESS' ACExpert ACAllocations AC30.2 Multiple Pool Alloca...  'A,C
CHG ACExpert ACBudgets AC35...  Activity Total Names 'ALL_ACCESS' ACExpert ACBudgets AC35.1 Activity Total Names 'C,D,LA
[ CHG ACExpert ACSetup ACO00... Activity Group 'ALL ACCESS' ACExpert ACSetup AC00.1 Activity Group I,N,PA" ] d
4 | 4

Copyright (c) 2019

Columns ending in (C) reflect current security, (H) reflects historical data.
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I¢ Kinsey Security Analyzer b e + — * R t |: t
&« -5 C 1 @ Notsecure | 192.168.100.136:9090/L59_Report/ ® % O f : epor ea ures
NUTTVN o DOEA
o Form Rules
Infor Server Selection Infor Profile 12/17/2018 3:59PM
Production - LS3SERVER v *APS v Only show users with identity: LSF901 O Table Ru IeS
Saved Reports ¥ Roles ¥ Users (with roles attached) -
A" : o Field Rules
E #| 1TestRole-withdash I ¥| adavis (Davis, Angie)
AP User Report BB | v coovetimited ¥ awhite (White, Al o Program Rules
Financial Users BAG | v 20cvenmiore ¥ bthomas (Thomas, Bill) N
HR Users BAE) | v 20avenone ¢ fnelson (Nelson, Frank) O Form Cond|t|0ns
IT Group E ¢ ACAccountant ¢ hroberts (Roberts, Helen) ] o
SOD Role Test Report 7 O ACAssetClelrk ¢ hrogers (Rogers, Hal) O Fleld COndItIOnS
¢! ACAssetClerk ¢! isolatedsoduser (SOD, Isolated)
Super Users 4 ’ -
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Report Name

Query Description
ﬂﬂ Download Results

The Security Analyzer displays the level off access a User will be granted to each object type. The application will resolved the “least
restrictive access” criteria to display the exactly level of access allowed. This report will not allow you to control or filter the information
viewed, making it audit compliant for your organization.
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EEH9-&-QRQ7I 365838158.xlsx - Microsoft Excel _ X .
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Production - LS3SERVER - Profile: APS ACAssetClerk O F orms
TKN - Token (Forms) ACAssetManager
ACExpert o Form Conditions
BRContractAdministrator ACExpert .
BRReportingAdministrator APSetuplnquiry O Categorles
* ACAccountant EntryClerk BRReportingAdministrator
APIngue GLACCT4B * ACAccountant BatchRole 1 1
APSE?CUP::[]UiW GLASSDIR ACAssetClerk BestPracticeRole O Detal I Pal nS (Ta.bS)
AllAccessRole GLReportWritter ACExpert DESKTOPFiles BatchRole B
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4 Code Object Object Description Role Security Class  Function Codes adavis bthomas fnelson hroberts hrogers ] o
2628 AP AP09.2 Asset Management Cl ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_ACCESS O — e | d C on d Itions
=] 2634 AP AP10.1 Vendor ACD,LNP ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
2635 AP AP10.1 Vendor APSuper APMaintenace A,C,D,I,N,P O —| idden F|e|ds
2636 AP AP10.1 Vendor EntryClerk APMaintenace A,C,D,N,P ALL ACCESS ALL ACCESS ALL ACCESS ALL ACCESS
2637 AP AP10.1 Vendor EntryClerk zzAPInguiry ACDLNP I,N,P I,N,P I,N,P I,N,P D i
2638 AP AP10.1 Vendor FinSup APMaintenace A,C,D,IN,P ALL ACCESS O rOd UCt LI ne
2639 AP AP10.1 Vendor FinSup Controller ACDINP I,M,P O D rog ram Codes
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2641 AP AP10.2 Vendor Location ACD,LNP ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
2648 AP AP10.3 One Time Vendor A ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS O Q eSO u rce M an ag e r
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2671 AP AP10.8 Cross Border Payment Options NO FC ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL_INQUIRES ALL ACCESS . o
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teaty | 73| Eems==o- 0@ o Securable Types

By creating a column for each user you can easily view the access provided for any given object.
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Security & Auditing Solutions for Infor-Lawson S3

Security Reporting

Provides detailed analysis for either LS or Landmark security including all assignments for
Users, Actors, Roles, Security Classes, Tokens, Rules, Attributes, Business Classes,
Executables and Modules.

Security Modeling & Utilities

Create ‘what-if’ simulations in your security model without changing any actual security
settings and report back on what users are affected. Simulation options include User-Role,
Role-Security Class, Security Class object, or Form Rule assignments.

Security Auditing

Our security audit report enables you to monitor all changes to your security model including
the before and after values of any specific setting.
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Security & Auditing Solutions for Infor-Lawson S3

Segregation of Duties (SoD)

SoD reports validate that the correct checks and balances have been implemented within the
security model to avoid potential fraudulent activity.

Activity Monitor

Provides insight and control over your Lawson applications by monitoring user activity. Use

this information to validate your Lawson security settings, monitor user activity, measure
peak usage times or monitor software usage patterns.

SoD Remediation

Our SoD Remediation tools provide further insight into SoD violations by uniquely identifying
conflicts with actual utilization.
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Call us to schedule a live presentation!

We hope you found this helpful!
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