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Committed to your success.

Founded in 1983, Kinsey has provided software sales,
Implementation, support and development for 32 years.

_awson reseller and implementation partner since 1997.

_awson certified systems integrator partner.
Lawson complementary software partner.

Lawson’s “Go to” implementation partner for public sector.

Provide complementary Lawson software products.




Our Solution

Transaction Auditing for Infor-Lawson
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Security Reporting

Provides detailed analysis of both Lawson S3 and Landmark security including all assignments
for Users, Actors, Roles, Security Classes, Tokens, Rules, Attributes, Business Classes,
Executables and Modules.

Security Modeling & Utillities

Create ‘what-if’ scenarios within your security model without changing any security settings
and report back on what users are affected.

Security Auditing

Our security audit report enables you to monitor all changes to your security model including
the before and after values of any specific setting.
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Segregation of Duties (SoD)

SoD reports validate that the correct checks and balances have been implemented within the
security model to avoid potential fraudulent activity.

Activity Monitor

Provides insight and control over your Lawson applications by monitoring user activity. Use
this information to validate your Lawson security settings, monitor sensitive user activity,
measure peak usage times or monitor software usage patterns.

Transaction Auditing

Transaction Auditing extends Activity Monitor by digging deeper into user field level activity for
the Lawson S3 applications. TA looks at all metadata to see what fields were viewed, added,
changed or deleted and the corresponding values.
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Transaction Auditing and Activity Monitor are designed to
provide insight and control over your Lawson applications.
Extensive metadata analytics allow you to closely monitor
how your applications are being used and where you may
be exposed to a security risk. You can use this information
to validate your Lawson security settings, monitor user
activity, measure peak usage times or monitor software
usage patterns. Transaction Auditing and Activity Monitor
are invaluable auditing tools when questions arise
surrounding changes made to your Lawson system.
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/~ Kinsey Portal - Internet Explorer M= EE
%' Ik http://esbussry: 2090/ ,Dj m k lamﬂmﬂvﬂnqniu—u-..|- S e C UStO m R u IeS

| File | Edit View Favorites Tools Help

I(lnsey" Logged in as: admin 5 [T Kinsey delivers 65 audit rules on

Installation, but you can define an
unlimited number of rules

Transaction Auditing | Activity Monitor | LAUA Reporting LS Reporting Landmark SoD Reporting Analytics Administration

Overview Create New Audit Rule | Audit Rule Report “ A
Lawson 10S Controls / yO urse I f ’
ot Audit ID . _ S _ _
ontiguration 110 Audit Rule ID: 110 Audit Rule Options
Scheduled Tasks
42 : v
Transaction Audit Rules 68 Lawson Servers: Both O By U Ser
Reporting Groups 67 Rule Description: AC Setup O By Token (FO I‘m)
50D Policies = Productline(s): © By IP Address
Scheduled Reports 66 B TI me
User Administration 65 User Name(s): © y .
i 69
Problematic Forms Token(s): AC00.*;AC02.*;AC05.*;AC08.*;AC04.*;AC06.*;AC07.*;AC03.*;AC10 o By Function Code
Metadata Editor 70
Manage Restrictions > Function Code(s): ACD .
View Ereor 71 Data Retention
iew Error Log . IP Address: o | x | * | x .
— o Determined by Rule
/6 Audit Start Time (hr/min): [0 |s| |00/ | [am|w
72 o Never Purge
74 0 [Ww[]00 V| |AM Vv : i
Audit End Time (hr/min): o Predefined Purge Periods
111 * Setting Start and End time to "0:00 AM" disables time constraint
88
20 W Enable data retention
90 Remove Inquiries after: 2 weeks .
91 Remove Add/Changes/Deletes after:|1 year |V
84
ne Cancel Save

Copyright Kinsey 2015
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“~ Kinsey Portal - Internet Explorer
Fa . .
m ke Hhito:/jesbussrv:a020/
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kinsey

Logged in as: admin H

Transaction Auditing | Activity Monitor

LAUA Reporting

LS Reporting

Landmark SoD Reporting Analytics Administration

Transaction Reporting

Last 24 Hours Last 7 days Last 14 days

Last 31 days

Last 20 days

Audited Transactions Activity (Last 14 days)

Cl Zoom in
Tuesday, Dec 15, 12:45
125 i— Total Transactions: 112
d— Inquires: 64 [ )
4— Changes: 41
a— Deletes: 0
75
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m 50
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25
; ) é
0 » » = = ——x > »
—23 | | | | | | |
9, Dec 10. Dec 11. Dec 12. Dec 13. Dec 14. Dec 15. Dec 16. Dec 17. Dec 18. Dec 19, Dec 20. Dec 21. Dec
-»- Total Transactions - Inquires - Adds -+ Changes -= Deletes

Copyright Kinsey 2015

TA Dashboard

Quickly view the number of
transactions being for selected
time periods or choose to see the
details via our custom reporting
application.
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/~ Kinsey Transaction Audit Reporting - Internet Explorer MEIE Report Optlons
w- | K http://esbussrv:9080/PagingTransReporting/?_s=08_nq=18QUERY=F1%3Dtoken%25C1%3 O 7] l insey Transaction AuditRe... [- S e fol

| File | Edit View Favorites Tools Help

: _ -, o Unlimited Saved Reports
(I nsey Transaction Auditing
o Save in Report Groups
<advanced search> Advanced search ay hostname  Results per page:l 25 P P
N
= o Ad-hoc Searches
\ Date/Time User IP Prod Line Form Audit Code Function Keyl K ey3 Key4 Key5 Serverld Tran Type
Favorites < — o Advanced Searches
Group Reports ~ A
Payroll , : - ; o Export to MS Excel
mpl Master changes by Lawson ‘ Simple and Advanced search options Export to MS Excel, Print to PDF, Print to -p
Printer or Save Report o Printto PDF
Shared Reports ) )
AC Account Assignment Changes O P”nt to Pl’lntel’
AC Activity Group Changes . . .
AC Activity Master Changes o Email Notifications
AC Setup Changes : : .
AP Deleted Vendors /‘ Save and schedule reports o Display Results Tied to Security
AP Exceeded Max Invoice /
Amount

AP Invoice Approval Changes
AP Missing Required Fields
AP New Vendors

AP Setup Changes

AP Vendor Groups Changes
AP Vendor Master Changes
AP Vendor Term Changes

AR Credit Limit Exceeded

AR Customer Credit Limit
Changes

AR Customer Master Changes
AR Customer Term Code

Changes
AR Exceeded Order Limit

AR Missing Tax ID

b
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= Kinsey Transaction Audit Reporting - Internet Explorer M= E

m- |k http: //esbussrv:3090/PagingTransReporting/?_s=0&_ng=18QUERY =F1%3D5QL DateTime %2 O 7| l Kinsey Transaction AuditRe... [- R

| Fle Edt View Favorites Toos Help
olaj?]c

<advanced search>

I(I nsey m Transaction Auditing
Display hostname  Results per page:

Advanced search

Date/Time User IP Prod Line Form Audit Code Function Keyl Key 2 Key3 Keyd4 Key5 Serverld
Tran Type
: <
Favorites
Group Reports A
Payroll
o

Empl Master changes by Lawson Advanced Search

Since the audit data is held in MySQL - this screen is NOT CASE-SENSITIVE on searches

Shared Reports
AC Account Assignment Changes

Column Name: Search Critenia:

|Form | v | |starts with

Prompt at runtime: Transaction function code selection:

. v | |GL

AC Activity Group Changes Iv] | | Ll 0 Any

AC Activity Master Changes [0 Add [] Inquire

AC Setup Changes Column Name: Search Criteria: Prompt at runtime: Change [] Next
Audit Date/Time |~ | |between v | |Enter Date w 112/01/2015

AP Deleted Vendors - ] 4| H ] O] [1 Delste [1 Previous

AP Exceeded Max Invoice Enter Date s [12/21/2015 E

Amount
AP Invoice Approval Changes

AP Missing Required Fields

Column Name: Search Criteria: Prompt at runtime:

[Username [V] [equals [v] [lawson ] Transaction detail options
AP New Vendors O] Enable Field Fitter
AP Setup Changes Onlv Show Ch

Column Name: Search Criteria: Prompt at runtime: L] nly Show Changes
AP Vendor Groups Changes O] ide Blanks

Mot Selected » | | Not Selected v ide blan
AP Vendor Master Changes ] | ] | L

Hide Hidden Fields

AP Vendor Term Changes L]
AR Credit Limit Exceeded Column Name: Search Criteria: Prompt at runtime:
AR Customer Credit Limit |Not Selected  |w | |Not Selected  [v] | ]
Changes
AR Customer Master Changes Search Type: [Match All |v| | View Report

AR Customer Term Code
Changes

AR Exceeded Order Limit

n €

Building a Report

Add up to 5 custom filters on every
report.

Filter Fields
o Date

o User

IP Address
Form

Audit Reason
Function Code
Keyl-5
Field Name
Value
Changed To

O O O O O O O O

Functions

Equals

Does Not Equal

Less or Greater Than
Contains

Starts With

Is Between

O O O O O O
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.@ ternet Explorer == =]
T= i k http: /fesbussrv:3090,/PagingTransReporting/?_s=08&_ng=1%0QUERY =F1%30token%:26C1%3 O~ 4 B Kinsey Transaction Audit Re... >
L) . {nr
| File | Edit View Favorites Tools Help
h . . K -
Transaction Auditin (1) H% H L ? C"
L |
<advanced search> Advanced search Display hostname  Results per page:l 25
Date/Time User IP Prod Line Form Audit Code Function Keyl Key2 Key3 Key4 Key5 Serverld Tran Type
(Faa“o“t:s Al < MORE  12/21/1512:50 PM lawson 192.168.100.133 LIVE GL40.1 42,84, P - Previous 1 2000 4 GL N  LSF_PROD PORTAL m n A
roup Reports
Pa?"’" MORE 12/21/15 12:50 PM lawson 192.168.100.133 LIVE GL40.1 42,84, P - Previous 1 2009 ® GL N LSF_PROD PORTAL m n
Empl Master changes by Lawson
MORE 12/21/15 12:50 PM lawson 192.168.100.133 LIVE GL40.1 42,84, P - Previous 1 2009 &6 GL N LSF_PROD PORTAL m n
Shared Reports
AC A ¢ e < Ch MORE 12/21/15 12:50 PM lawson 192.168.100.133 LIVE GL40.1 42,84, N - Next 1 2009 10 GL N LSF_PROD PORTAL
ccount Assignmen anges
AC ;!'flu::tiw...rit‘g‘,:r Group Changes MORE 12/21/1512:50 PM lawson 192.168.100.133 LIVE GL40.1 42,84, N - Next 1 2009 © GL N LSF_PROD PORTAL m n
AC Activity Master Changes &
ACS ch MORE =>> 12/21/15 12:50 PM lawson 192.168.100.133 LIVE GL40.1 42,84, C-Change 1 2009 o GL N LSF_PROD PORTAL m n
etup Changes
AP Deleted Vendors Form Function Company Year, Period, SYS GLC-ACCT-PERIOD GLC-SYSTEM Type, Journal, Seq Field Name Value New Value
AP Exceeded Max Invoice GL40.1 C-Change 1 2009 6 GL M ENTRY-DIFF .00 200.00
Amount GL40.1 C-Change 1 2009 6 GL N GLT-TRAN-AMOUNTr1  19200.00 19400.00
AP Invoice Approval Changes GL40.1 C-Change 1 2009 6 GL N LINE-FCr1 C
AP Missing Required Fields
AP N Vend MORE 12/21/15 12:49 PM lawson 192.168.100.133 LIVE GL40.1 42,84, N - Next 1 2009 ® GL N LSF_PROD PORTAL m n
ew Vendors
AP Setup Changes MORE 12/21/15 12:49 PM lawson 192.168.100.133 LIVE GL40.1 42,84, N - Next 1 2009 4 GL N LSF_PROD PORTAL m n
AP Vendor Groups Changes
AP Vendor Master Ch MORE 12/21/15 12:49 PM lawson 192.168.100.133 LIVE GL40.1 42,84, N - Next 1 2009 4 GL N LSF_PROD PORTAL m n
endor Master Changes
AP Vendor Term Changes MORE 12/21/15 12:49 PM lawson 192.168.100.133 LIVE GL40.1 42,84, N - Next 1 2009 4 GL N LSF_PROD PORTAL m n
AR Credit Limit Exceeded
AR Customer Credit Limit MORE 12/21/1512:49 PM lawson 192.168.100.133 LIVE GL40.1 42,84, N - Next 1 2009 4 GL N LSF_PROD PORTAL m n
Changes MORE  12/21/1512:49 PM lawson 192.168.100.133 LIVE GL40.1 42,84, N-Next 1 2009 4 GL N LSF_PROD PORTAL m n
AR Customer Master Changes
AR Customer Term Code MORE 12/21/1512:21 PM lawson 192.168.100.133 LIVE GL40.1 42,84, C-Change 1 2009 4 GL N LSF_PROD PORTAL m n
Changes
AR Exceeded Order Limit MORE 12/21/1512:20 PM lawson 192.168.100.133 LIVE GL40.1 42,84, P - Previous 1 2009 4 GL N LSF_PROD PORTAL m n
A v
AR Missing Tax ID . MORF 12/21/15 12:20 PM laws=an 192 162.100.133 |IVF GlAN.1 47.84. P - Pravinus 1 2009 4 Gl N ISE PRON PORTAI FHI ﬂ

E{m%vﬂq

Building a Report

Create, save, and schedule an
unlimited number of reports using
custom filters to isolate specific
data.

Audit Data

User ID tied to entry
Origination IP address

Form name

Function Code

Reason Code

Transaction Date
Transaction Keys

Field Names

Field Values (Before & After)

O

O O 0O O O O O O

Delivery Methods

o Export to MS Excel

o Print to PDF

o Print to Printer

o Scheduled email notifications
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[E Kinsey LS Reporting - Internet Explorer _ & ]

G@- |k http: /fesbussrv:50%0/KK_LSSReportingPortal/?SERVERID=L5F _PROD&PROFILE=AFS o j [ Kinsey LS Reporting | J¢ Kinsey LS Reparting x l- 0 5 ¢ tal

| File Edit View Favorites Tools Help
1 [a] 7]

Custom Grid Reporting

| Production - LS3SERVER v

I(Insey'" Security Reporting When combined with your Activity

User - All Objects
User - Group

User - Identities
User - Role

User - Role - Group
User - Role - Task

User - Role - Task - Form

User Active - but Terminated

User Active - no Employee Record

User Attribute Settings
User CheckLS is Not Set
User CheckLS Setting

Users without Roles

LS User 'Check LS' Status

Roles

Role - Task

Role - Task - All Objects
Role - Task - Element Group
Role - Task - Form

Role - Task Counts

Role - User Counts

Roles Without Tasks

Roles Without Users

Forms Per Task

Tables Per Task

Task - All Objects

Task - Element Group
Task - Form

Task - Repeated Forms
Task - Repeated Tables
Task - Table
Unassigned Objects

Unassigned Tasks

]
Statistics

Metadata - Forms
Metadata - Forms-FC Desc
Metadata - Forms-Fields
Metadata - Tables
Structures

Structures - Children
Structures - Parents

Table Statistics

Unassigned Objects

Data Last Updated: 12/7/15 10:19

Listener

Form Count Summary
User - Form Detail
User - Form Summary

User - Last Logged In

Users Security versus Activity

@ Not Set 1,200
® NO
@ YES 900
600
300
66
11 1 0
0 | — | |
Roles Tasks System Programs Tables Forms

# 145% - A

Monitor data our grid based
reporting provides greater insight
Into user activity. Flexibly filtering
and sorting options give you a
variety of ways to search for just
the data you need.
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/ Lawson Security 9 Reporting - User - Form Detail - Internet Explorer =17 x| CUStOI I l Grld Reportlng
%v |k http: /esbussrv:3090/KK_L SSReportingPortal filters. htm?SERVER D=L 5F_PROD&PROFTLE=AF O ¥ ke Kinsey LS Reporting | k Lawson Security 9 Reporting... * l- I} 57 ced
| File Edit View Favorites Tools Help
Ny _ A .
I(Insey User - Form Detail 5} Add up to 5 custom filters on every
Server: LSF_PROD | Profile: APS Hide Search Criteria report
Field Selection
User Equals v Ilawscrn Fl|tel' Fle|dS
Form Advanced . o Date
Available Selected
Ava o User
CBE82.1 Statement Reconciliation Select Form GL00.1  Chart of Accounts
CU01.1 Currency Code N GL101 C P
EED5.1 Catego Add > < Remove - ompany O Form
: gory GL100 Mass Chart Account Change Delete .
EE20.1 Employee Advance Add All >> << Remove All  GL121  Mass Account Addition O Fu nction COde
EE20.7 Payment GL122 Mass Account Change Delete
HR00.1 Company GL145  Journal Entry Hold Release O Key 1 - 5
HR11.1 Employee I— GL146  Batch J | I
Starts With atch Journal Contro
IC11.1 Item Master V] G6L190  Journal Posting o IP Address
IC12.1 ltem Location I GL GL195 Translation Calculation
IC120 Economic Order Quantity and Reorder Calculation GL20.1  Accounting Units - Accounts o CrOSS Key
IC140 Vendor Reorder Advice v Add > < Remove GL240  Journal Edit Listing W
1141 | nratinn Renlenishment Rennrt e ) . - .
Available: 186 Selected: 30 F t
: : NCUIOoON
Accessed  |Is Between|WV] [2015-12-01 ] 2015-12-21 ] unctions
Function |Equals V| |C O Equals
w1 [ o Does Not Equal
key2  [Al v o Less or Greater Than
key3  [Al v o Contains
keys  [al o Starts With
keys [l v o |Is Between
P All W
Host Name JAll v Y
#1459 - A




esee [ransaction Auditing

g E 9 Reporting - User - Form Detail - Internet Explorer
l@ @ v I k http: /fesbussry: 9090,kK_LS9ReportingPortal filkers. him?SERVERID =L5F_PROD&PROFILE=AF }:‘j k Kinsey LS Reporting

| l Lawson Security 9 Reporting... * [-

=15 %]
MAREE

| Fie | Edit View Favorites Tools Help

I(Insev User - Form Detail

Server: LSF_PROD | Profile: APS

Expand Groups Collapse Groups Clear Filters Show/Hide Columns

Drag a column and drop it here to group by that column

User Y Full Name Y Form Y Form Description
lawson Lawson, Lawson GL40.1 Journal Entry

lawson Lawson, Lawson GL40.1 Jlournal Entry

lawson Lawson, Lawson GL40.8 Journal Entry

lawson Lawson, Lawson GL40.4 Additional Informati...
lawson Lawson, Lawson GL40.1 Journal Entry

lawson Lawson, Lawson GL40.1 Journal Entry

lawson Lawson, Lawson GL45.2 Additional Informati...
lawson Lawson, Lawson GL45.1 Journal Control
lawson Lawson, Lawson GL45.1 Journal Control
lawson Lawson, Lawson GL45.1 Journal Control
lawson Lawson, Lawson GL40.1 Journal Entry

lawson Lawson, Lawson GL40.7 Totals

lawson Lawson, Lawson GL40.7 Totals

lawson Lawson, Lawson GL40.5 Filter

lawson Lawson, Lawson GL40.1 Journal Entry

lawson Lawson, Lawson GL40.1 Journal Entry

lawson Lawson, Lawson GL20.1 Accounting Units -...

Y | Function
C

(o T T o TR o T O R A Y i R o N i AR A i IR i O i TR O

Y Date/Time
12/12/2015 12:50 PM
12/12/2015 12:21 PM
12/12/2015 12:19 PM
12/12/2015 12:17 PM
12/12/2015 12:15 PM
12/12/2015 12:10 PM
12/12/2015 2:33 PM
12/12/2015 2:33 PM
12/12/2015 2:32 PM
12/12/2015 2:31 PM
12/12/2015 2:29 PM
12/12/2015 2:28 PM
12/12/2015 2:27 PM
12/12/2015 2:27 PM
12/12/2015 1:57 PM
12/12/2015 1:52 PM
12/12/2015 3:54 PM

Copyright (c) 2015

Y Key1

O T T e e e Sy S S U R S

ACCTU

pd = |

' Key 2
2009
2009
2009

2009
2009

2009
2009
2009
2009
2009
2009

" Key 3

S N S N S

2010

CILHE -

Show Search Criteria

17 records

Y Audit |

H145% g

Custom Grid Reporting

Add up to 5 custom filters on every
report.

Filter Fields
Date

User

Form

Function Code
Keyl-5

IP Address
Cross Key

o O O O O O O

Functions

Equals

Does Not Equal

Less or Greater Than
Contains

Starts With

s Between

o O O O O O
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Product Demonstration
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Glen Ellyn, IL. 60137
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Thank you

We hope you found it helpful!
00000




