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WHEN EXPERIENCE MATTERS

SEGREGATION OF DUTIES

Risk Management Solutions for Lawson S3

Pre-Built SoD Policies

Kinsey delivers 240 ready to use SoD
policies based on auditors Best Prac-
tice procedures. These policies are
checked using over 2,200 rules built
specifically for Lawson.

Kinsey’s Segregation of Duties module will help you implement an appropri-
ate level of checks and balances upon the activities of individuals within
your organization. Our robust SoD module provides you with a set of 240
“Best Practice” polices using over 2,200 rules specifically built for Lawson by

certified Lawson consultants. With the ability to add custom policies using
On Demand Reports
Run reports anytime to check for con-
flicts or to test a new policy. You can
report by Role, User or Policy depend-
ing on our resolution strategy.

Roles, Security Classes or Forms there you will be able to maintain a

compliant security model.
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you to test a new LS Role or Role com- Transacton Auding | Actviy Monlor | LAUA Reporting | LS Reporting | Landmark | SaD Reporting | Analyics | Admiisraton

bination before being assigned to a
user.
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Configuration

Add New Policy
Scheduled Tasks

ID Enabled Importance Title/Comment
Transaction Audit Rules

24 @ Y% ¥% Y% Y% 7Y Initiate Non-Routine Transactions conflicts with Review, Evaluate and Approve Non-Routine Transactions. If one individual
. . e . Reporting Groups has responsibility for more than one of these functions, that individual could conceal errors or fraudulent activity. (67-68)
Automatic email Notifications 50D polcies
25 @ X 7Y 7¥ Initiate Non-Routine Transactions conflicts with Monitor Suspense or Clearing Accounts Usage. If one individual has

Scheduled Reports
P responsibility for more than one of these functions, that individual could conceal errors or fraudulent activity... (67-77)

By continuously monitoring your se-
curity model, the application will au-
tomatic email your compliance officer
when an SoD policy reflects a conflict.

User Administration
26 @ Y YXYX 7YY Review, Evaluate and Approve Non-Routine Transactions conflicts with Record Non-Routine Transactions. If one individual
has responsibility for more than one of these functions, that individual could conceal errors or fraudulent activity. (68-69)

Problematic Forms
Metadata Editor
Manage Restrictions 27 v
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% %X 7% 7% 7% IRecord Non-Routine Transactions conflicts with Monitor Suspense or Clearing Accounts Usage. If one individual has

View Error Log responsibility for more than one of these functions, that individual could conceal errors or fraudulent activity... (69-77)

¢ Y% 9% 7% 7% Initiate Journal Entries conflicts with Approve Journal Entries. If one individual has responsibility for more than one of these
functions, that individual could conceal errors or fraudulent activity. (70-71)

¢ Y% 9% 7% 7% Initiate Journal Entries conflicts with Post Journal Entries to General Ledger. If one individual has responsibility for more than
one of these functions, that individual could conceal errors or fraudulent activity. (70-72)

Unlimited Policies

The user interface allows you to set an
unlimited number of new policies
based simply on form names or by
type of access.
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Reports Display All Conditional Logic H
® User-Policy (1.3 m8) HIDE Security Violation(s) for User ID: Frank Nelson (fnalson)
® Policy-User (913.2 kB) HIDE - Category: ASSET MANAGEMENT
® Role Group-Policy (1.3 M8)
® Differences (1512 kg) Rule Category: ASSET MANAGEMENT
0 Excel (22.4 k8) Rule Name:  Authorize Purchases of Fixed Assets conflicts with Edit Fixed Asset Master File. If one individual has responsibilty for more than one of these functions, that individual
4 AllLS Reports (37.6 k8) could ts and conceal the (08-14)

foriy: 7~
SoD-Listener Violations Priority: WALy

Rule Logic:  (AP20.1 or PO20.1 or PO24.1) and (AM20.1 or AM20.2 or AM20.3 or AM20.4)

Favorites

Object Available Form
4 STARREPORTS o Type  Object  Existsin Security Class...  Object Description Rule Reason  Function Codes Rule Prediction/Conditions
5 star ° TKN  AP20.1  APProcessing Basic Invoice GRANTED  +-ACDIMNOP  ALL ACCESS,
ACExport ° TKN  AM201  ACCapitalization Quick Addition GRANTED  AF ALL_ACCESS,
ACAccountant ° AMAnalysis GRANTED AF ALL_ACCESS,
Al ‘ AMProcessing GRANTED AF ALL_ACCESS,
all policies ° -

TKN AM20.2 \C italizati \dditi d Adjustr s GRANTED ACDINPRS ALL_ACCESS,
AM-MN o -
e AMAnalysis GRANTED  ACDINPRS ALLACCESS,

. .
APSuper ° AMProcessing GRANTED ACDINPRS ALL_ACCESS,
Asset Management . TKN  AM203  ACCapitalization tems GRANTED ALL_ACCESS,
Asset Mgmt 5 star ok AMAnalysis GRANTED ALL_ACCESS,
BR expert ° AMProcessing GRANTED ALLACCESS,
Cash o TKN AM204  ACCapitalization Books GRANTED ALL_ACCESS,
Cash Mgmt ° AMAnalysis GRANTED ALL_ACCESS,
Closing X AMProcessing GRANTED ALL_ACCESS,
Finaneal naliciac e
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