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Introduction

The Kinsey LS Dashboard provides greater access to information pertaining you user

security for both Lawson S3 security and Landmark.

The security reports are designed to help with the administration of Lawson Security with
queries showing detailed security information by User, Actor, Role and Security Class

including all objects and rules.

The Security Analyzer is specifically built as an audit report to easily review access by user.

The Microsoft Excel output makes it easy to analyze object level security by user.

The Security Audit report provides details on changes made to your security model including
who made the change, when it was made, the parameter changed and the comparative
data of the fields changed.

These independent queries have been designed to provide access to your data in the
quickest most robust method possible through a browser interface. The Security Dashboard
reports provide critical insight into your security model for your security administrators and
your security auditors.
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Setting your Default Home Page n
You can set your preferred Home page on the dashboard by selecting the home page icon in
the top right corner of your screen. This setting is saved as a browser cookie and will be lost

whenever you clear your browser cache.

Configuring your LDAP Reporting Profile
The data used to generate the LS reports is pulled directly from your LDAP database. The
LS Dashboard Reports can be executed through your standard browser interface. You can

launch the dashboard using the URL provided by your security administrator.
Launch the Security Dashboard from your Windows browser.

Click on the Administration Tab and select Configuration. You will be asked for a user ID and

Login. See you security administrator for this information.

E=Er=]

S B x

€« C A [7 esbussrv:9090 @ x| =

i3 Apps [ Kinsey Portal [ MsM.com T ——
klnsev" Logged in as: admin u

Transaction Auditing Activity Monitor LAUA Reporting LS Reporting SoD Reporting Analytics Administration

Overview Lawson 10S Controls Configuration Scheduled Tasks Transaction Audit
Rules

I
N

. .
Reporting Groups SOD Policies Scheduled Reports User Administration Problematic Forms

'S pa—
' Jray
*
Metadata Editor Manage Restrictions View Error Log

Copyright Kinsey 2015
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Scroll down to the LS Security Configuration option for either Test or Production and click on

the + sign.

= LS9 Security Configuration (Production Server)
LDAP Server: |s3server.corpnet. Jawson.com |

LDAP Port: 389 |

LDAP Base Search: [CN=lwsn,DC=Is3server

LDAP User: [CN=root, CN=lwsn,DC=Is3server

LDAP Password: [Lawson1975

LDAP Profile: [APS

User LDAP Base |
Search:

RMID Trans\ation| |

LDAP Paging Size: [1000 | Productline:

LDAP ”back-ofr’ice"| ‘

LDAP
Service: Company:Employee" LIVE_EMPLOYEE

Service:

Collect Employee
termination data:

Employee f‘;‘ﬂ:[tti’ [COMPANY,EMPLOYEE, DATE_HIRED,TERM_D#

Lawson LDAP Server Settings

LDAP Profile: [APS |

LDAP Profile Enter the default LS Profile you use for reporting. The reporting application
will allow you to change the profile prior to running a query but the Profile
entered here will be used as the default.

User Active but Terminated Report Requirement
Collect Employee
termination data:

Employee fl';'ﬂécttﬂ COMPANY EMPLOYEE DATE_HIRED TERM_D/

There is a User security report that will validate if a terminated employee is still active in the
security model. The report requires data to be retrieved from the Lawson HR tables. To

enable the feature select the ‘Collect Employee termination data’ check box.

The report will include the field names entered in the Employee Fields to Collect cell. You
can collect data for any field that would indicated the employee has been terminated. This
would generally be the TERM_DATA field but a user defined field might also hold the
information you need.

Examples of the fields generally used are: COMPANY, EMPLOYEE, HIRED and TERM_DATE

Note: If you do not run the Lawson HR application this report will not work in your

environment.
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Security Reports

The Security Admin reports are designed specifically for anyone that needs to maintain
security functionality in the LDAP model. Although these reports can be used by the
auditors, they provide more insight into the technical aspects of the model that is not
generally required by an auditor. The Security Analyzer was built specifically for the audit

team.

Launch the Security Dashboard and select the Security Reporting icon from the LS Reporting
tab.

€« - C f [1esbussrv:9090 Q=
2 apps Y Kinsey Portal [ MSN.com 1 Other bookradks
I(Inseyk Logged in as: admin n

Transaction Auditing | Activity Monitor ‘ LAUA Reporting ‘ LS Reporting | SoD Reporting | Analytics ‘ Administration ‘
Security Reporting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer Security Utilities

Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days Last 180 days

LS9 Security Changes (Last 31 days)

Identity
Prod Line

Category

Table

Form (Token)

Field

]
8
8

PIOGTAN o —
8
0
8
Element | §
(1]

SECUNty Class  pmm—
ROl —— 5
User ATIDULE e

Changes

M pProduction [l Development

Copyright Kinsey 2015
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Start by selecting the server and security profile you want to report on in the top right
corner of the screen. You can select to view reports based on current settings or historical
snapshots. Historical snapshots can be created through the administration panel. Refer to

the Kinsey Administrator Guide, page 12, Schedule Tasks for more information.

Production Server v | * APS ¥ | E
Data Last Updated: 12/3/14 14:43
I Kinsey S Reporting X - & x
€ > C | @ esbussnva090/KK L53ReportingPortal/7SERVERID= ¢ FILE=APS Q¥ @ :
£ Apps [k Kinsey Poral Cther bookmarks
k|nsey' = [— ot QB podudso - aserves T+ - ANEHE

Data Last Updated: 6/9/17 11:32

o y Clas: et keys ** Activity lackin

User - Form Summary

Uses le - Security Class

e Tabl lated to Form
User - Role - Security Class - Form

Tables assoclated to .

User Access by System Code

Security Configuration Unassigned Objects =
Securit g ON Obect types not used in security madel
Prodl e Action
oN
OFF/NO_ACCESS
onN

OFF/ALL_ACCESS

0 100 200 300 400 500 600 700 500 900 1000 1100

The Security Reporting dashboard comes preconfigured with reports by User, Role, Security
Class and statistical information about your model. If you have also purchase the Activity
Monitor (Listener) application a separate group of reports will provide you will information

on how Lawson is being used.
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Report Features
Pre-Report Filters
The report filters allow you to restrict the amount of information that will be retrieved from

the database prior to generating the report. This is helpful when you are working with a

large amount of data any only want a small subsection to analyze.

All of the report filters follow the same convention. The filter field options will vary

depending on report selected.

[ Kinsey LS Reporting X

c s htm?SERVERID=LSF_PROD&PROFILE=APS&ID=141 v @ :
112 Apps g Kinsey Porta Other bookmarks
I(Insey Role - Security Class - Form i ’ n n
Server: LSF_PROD | Profile: APS Hide Search Criteria

Field Selection

Role All M
Security Class | All M
Form All M
Run a historical comparison
Compare profiles
Run Report

For example, on the Role - Security Class - Form report you will have the option of filtering
by Role, Security Class or Form. If you need to filter by any other field you can do that
once the grid is populated. All filters assume “AND" logic, meaning all values must satisfy

the criteria for data to be displayed.

There are 2 methods when using filters. The first simply provides the option of selecting the
condition and filling in the value. For example, in the above example to report on a specific
Role you would simply change the “Selection” value to “Equals’ and fill in the appropriate
value. Repeat the process for the Security Class and Form fields. If you want the

application to return all values for a field you do not need to make a selection.

Filter Expressions

Equals Value entered must match data exactly.
Contains Value entered must be contained within the data.
Starts With Data returned must start with value entered.
Ends With Data returned must end with the value entered.
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Is Between

Regular-Ex

when trying to view records with specific dates.

Date returned must fit within the range selected.

Similar to OR logic. Entered as value | value | value etc. This is useful

The second method allows you to select from a list of possible values. This option can take a

little time to populate depending on the size of the model. The values shown are based on

the information available in your security model.

| Kinsey LS Reporting X ) | Role - Security Class - Fo X

C Y | © esbussrv:9030/KK_LSIRepor

¢ Kinsey Portal 7

I(Insey Role - Security Class - Form

Server: LSE_PROD | Profile: APS
—

I Role Advanced ¥ I

—
Show|500 v |entries

Role

Search:

portingPortal/filters.htm?SERVERID=LSF_PROD&PROFILE=APS&ID=141

1TestRole-withdash
2DaveNone
ACAccountant
AChssetClerk
ACAssetManager
ACDataEntry

ACExpert

AllAccessRole

APInquery

ApplicantRole

APSuper

ARSuper

BRBiller
BRContractAdministrator
BRExpert

1TestRole-withdash
2DaveNone
ACAcc Description that is long

AllAccessRole

test description

Role

Search:

No data available in table

Showing 0 to 0 of 0 entries

Add >

< Remove

Add All ==

<< Remove All

Showing 1 to 40 of 40 entries

Security Class | Al
Form All

Run a historical comparison

Compare profiles

Run Report

Previous ‘ o ‘ Next

Start by selecting “"Advanced” as the condition. The application will display all of the

available values associated with the specific field. For instance, in the example above all of

the available Roles are displayed. At this point you have a few ways of selecting the Roles

you would like included on the report.

Kinsey Confidential
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Adding or Removing Selected Values

By holding down the CTRL key you can select individual values or by holding down the Shift
key you can select a range of values you want included on the report. Clicking he Add >
button will move the selections to the selected column. To remove a values from the list

select the items in the ‘Selected’ column and click on < Remove.

L] - a X
C Y @ esbussr X " v B y 8 a1 Q& @
I KnseyPoral ) Other bookmarks.
kinsey oo oo 0"
Server: LSF_PROD | Profile: APS Hide Search Criterla
Advanced v
Show| 500 * entries Search Search
Role Role
No data avallable in table
- Showing 0 to 0 of 0 entries
HRClerical
HRDirector
HRGeneralist
ManagerRole
OFSalesOrderClerk
ONLYACDataEntry ONLY ACDataEntry Class

Run Report
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Adding or Dropping All Values

To add all values simply click on the Add All >> button. To remove all select the
<< Remove All button.

Tip: There may be time where it’s easier to add all and then remove the values you don’t
want selected rather that selecting a large list for inclusion.

[ Kinsey LS Reparting X ) ¢ Role - Security Class - - %

e 8 x

C O | @ esbussr: Report e . - . aw @

J Kinsey Pomsl @ Other bookmarks

kansey i oo P
Server: LSF_PROD | Profile: APS

Role ed v
Show|500 v entries Search: Search:
Role “

Role

No data avallable in table

Showing 0t 0 of D entries

iption that is long

ACExpert

T Apingiry

Showing 1 10 40 of 40 entries
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Filtering the Available Values
The “Search” box will allow you to filter the list of entries displayed. The application used

“contains” logic to filter the data.

I Kinsey LS Reparting. X [l e - Securty Clss - 7= e
C | © Notsecure | esbussn9050/t : Qx| @ :

Qther boskmarks

B Konsey Portal @Y
kmsgy' Rl Sty G- Form ialz]

Server: LSF Hide Search Cr

Role

Showing D to 0of O entries

In this example, to display all of the roles related to an Administrator I entered ‘admin’ in
the search box. At this point I can click on the Add All button to move them to the selected
list. You can remove items from the selected list by entering a condition and selecting the
<< Remove All button.

Note: In all cases you can Add or Remove by combining the methods or repeating a method
as needed. For example you could Add all values containing “admin” and then also Add all

values containing “super”.
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Historical Comparisons

When you run a historical comparison the application will ONLY return the changes between

the current security model and the baseline you are comparing to. This should not be

considered a true change audit report but rather a differences report from the last approved

security review. You should use the Security Audit Reporting application to determine the

time and date of any security changes and/or the person who made the change.

After you have selected the appropriate filters check the ‘Run a historical comparison’ field.

The application will prompt you for the time stamp you would like to compare against. If no

comparison dates are available see your system administrator about creating a baseline

snapshot.

[c Kinsey LS Reporting %/ kg User - Role - Security C1= X

C | ® esbussnv:9090/KK_LSIReportingPortal/filters.htm?SERVERID=LSF_PROD&PROFILE=APS&ID=176

i apps [l Kinsey Portal

I(Insev User - Role - Security Class

Server: LSF_PROD | Profile: APS

Field Selection
Role All v
Security Class All v
User All v

¥ Run a historical comparison | Select comparison date ¥

Select comparison date
12/31/2015 03:38 AM

Compare profiles

12/02/2016 09:51 AM
Run Report 01/23/2017 04:18 PM

- o x

ax @ ¢

Other bookmarks

pdRl? ]

Hide Search Criteria

Note: You cannot run a historical comparison if you have selected a historical

database for reporting. This option will be hidden when running historical reports.

Kinsey Confidential
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Changing Pre-Report Filters
To change your selection criteria without exiting the report simply select the Show/Hide

Search Criteria link in the upper right corner of your screen.

[l Kinsey LS Reporting % ) K User - Role - Security CI= X

C | ® esbussrv:9090,

£ apps ¢ Kinsey Portal

I(Insey User - Role - Security Class

Server: LSF_PROD | Profile: APS

<_LS9ReportingPortal/filters.ntm?SERVERID=LSF_PRODBIPROFILE=APS&ID=176 @ w0 :

Other bookmarks

Hide Search Criteria

Field Selection
Role All v
Security Class | All v
User All v

Run a historical comparison

Compare profiles

Run Report

Showing and Hiding Columns

The application has two methods for showing or removing columns from the grid. The first
option allows you to set the default columns for all security reports through the LS Security
Configuration option on the Administrative Configuration page. Check the fields you would
like hidden by default.

Note: not all fields show on all reports

Overview = LS9 Security Configuration (Production Server)

Lawson 10S Controls LDAP Server: [s3server.corpnet lawson.com ]

Configuration LDAP Port: 389 |

Scheduled Tasks LDAP Base Search: [CN=lwsn,DC=Is3server ]

. ) User LDAP Base Search:
Transaction Audit Rules B | ]

- i ize: |1000
Reporting Groups LDAP Paging Size:
SOD Policies LDAP "back-office" Service:| ]

Collect Employee termination data: [
Scheduled Reports ploy!

- R Employee fields to collect: |COMF’ANY EMPLOYEE:DATE_HIRED:TERM, DA1|
User Administration = =

LS Security  Hidden Friendly Name Database Field

Problematic Forms Reporting Fields: ) . N

Attribute ATTRIBUTE
Metadata Editor

Attribute Value ATTRIBUTE_VALUE
Manage Restrictions

. Audit AUDITED

View Emror Log

Available FC AVAILABLEFC

Check LS CHECK_LS

Company COMPANY

Count ListenerCount

Date DATE

Date

Date/Time

Employee

Field Description LABEL

Form TOKEN

Form Description TITLE

Full Name FULLNAME

Function

Hidden HIDDEN
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The second option allows you to change the columns displayed once the grid is populated.
The application will default to the settings found under the LS Security Configuration option

on the Administrative Configuration page.

Select the Show/Hide Columns button to select the columns you want displayed.

Expand Groups Collapse Groups Clear Filters Show/Hide Columns

Drag a column and drop it here to group by that column

User T | Full Name =

hroberts Roberts, Helen Show/Hide Columns %
hroberts Roberts, Helen ¥ User

hroberts Roberts, Helen ¥/ Full Name

hroberts Roberts, Helen ¥/ Role

hroberts Roberts, Helen Role Description
hroberts Roberts, Helen ¥ Task

hroberts Roberts, Helen Task Description
hroberts Roberts, Helen ¥ Form

hroberts Roberts, Helen ¥ Form Description
hroberts Roberts, Helen ¥ Available FC

hroberts Roberts, Helen ¥ Rule

hroberts Roberts, Helen

hroberts Roberts, Helen

hroberts Roberts, Helen

hroberts Roberts, Helen AllAccessRole ACCapitalization

Kinsey Confidential Page 16 of 81



Security Dashboard User Guide

On-The-Fly Report Filters
You can also filter your results once the grid has been populated. Select the filter icon next

to the field name in the header.

[c Kinsey LS Reporting %/ [ Role - Security Class - Fo. X B ° x
m,-KK,LSERepnringﬂo.m;mmshwsskvs:\3=Lsr,uonspkcr\,E:Arss\::m Q%@
2 Apps ¢ Kinsey Portal Other bookmarks
I(Insey Role - Security Class - Form ’ E . m E
Server: LSF_PROD | Profile: APS Show Search Criteria

Expand Groups Collapse Groups Clear Filters Show/Hide Columns 5,545 records

Drag a column and drop it here to group by that column

Role Y | Role Description Y | Security Class Y | Security Class DescriptY” | Form @)rm Description Y | Available FC Y Rule i~

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC00.2 Calendar A,C,D,I,N,P var zz=new ml

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC02.1 Status +,-A,C,1 'Cl,+,-

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.1 Resource A,C,D,,N,P ol

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.2 AC Person Assignme... +,-,A,C,I,N,P "'

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.3 HR Employee Assign...  +,-,A,C,,N,P I

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.4 Vendor Assignment +,-A,C,I,N,P '

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.5 Asset Assignment +,-,A,C,I,N,P '

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.6 Equipment Assignm... +,-,A,CIN,P il

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.7 Role Assignment +,-,A,C,D,I,N... "

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.8 Roles +,-A,C,l I

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.9 Resource Account Gl "

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC04.1 GL Code +,-,A,C,l N

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC05.1 Account Categories NO FC "

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC06.1 Override Account Ca...  +,-GI,N,P 'ALL_ACCESS'

ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC06.2 Override Mass Add/ ... AC,LI " -
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4] Sort Ascending Each column as has the option to add on-the-fly filters.

il sort Descending When you select the filter icon next to the column header

2% Remove Sort you will see the option “Show rows where:”. To add a filter
Group By this column simply select the condition and enter the value. The

AUl T conditions include; contains, empty, not empty, contains

Show rows where: . .
(match case), does not contain, does not contain (match

contains g

| case), ends with, ends with (match case), equals, equals
And ~ (match case), null, not null. You can nest up to 2 conditions
contains ~  using either AND or OR logic. To change to OR login select

the down arrow next the word ‘And’ and change the option
to 'OR’.

Filter Clear

Grouping

Creating a Group

The grouping option provides a dynamic way of viewing your data in a summarized format
without having to generate a new query. This option can turn a single query into multiple
dimensions.

Let’s take a look at the following query for Role — Security Class - Form.

- o X
[ Kinsey LS Reporting X / ¢ Role - Security Class - Fo X
C | ® esbussrv:9090/KK_LS9Re| ingPortal/filters.htm?SERVERID=LSF_PROD&PROFILE=AP5&ID="141 Qw @ :
2 Apps [l Kinsey Portal Other bookmarks
I(Insey Role - Security Class - Form ﬁ E m n n
Server: LSF_PROD | Profile: APS Show Search Criteria
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 5,545 records
Drag a column and drop it here to group by that column
Role 4 Y |Role Description Y |Security Class Y| Security Class DescriptY’ | Form Y |Form Description Y| Available FC Y | Rule a
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC00.2 Calendar ACDIN,P var zz=new mkUsrDateObj(user.getA
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P ‘ILN,P*
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.2 AC Person Assignme...  +,-,A,C,,N,P T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.3 HR Employee Assign...  +,-,A,CI,N,P I
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.4 Vendor Assignment +,-,A,CI,N,P I
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.5 Asset Assignment +,-A,CI,N,P I
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.6 Equipment Assignm... +,-,A,C,I,N,P I
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.7 Role Assignment +,-A,C,D,IN,P T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.8 Roles +,-,A,C, I
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC03.9 Resource Account Cl I
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC04.1 GL Code +,-,A,C,l I
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC05.1 Account Categories NO FC I
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC06.1 Override Account Ca...  +,-C,LN,P 'ALL_ACCESS'
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC06.2 Override Mass Add/...  AC| T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC07.1 Account Assignment +,-,A,C1,N,P var zz=new mkUsrDateObj(user.getA
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC08.1 Category Structure +,-A,CI,N,PX T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC08.2 Define Category Stru...  A,C,D,L,N,P T
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC10.1 Activity A,CD,IN,P 'ALL_ACCESS'
ACAccountant ACAcc Description th...  ACAnalysis Activity Managemen...  AC10.2 Location Assignment A,CD,I,N,P 'ALL_ACCESS' -
4 ) ) >
Copyright (c) 2017
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By default the query is going to be displayed in detail by Role, Class and Form. But let’s say
we want to rearrange the list and group it by Form to see all of the Tasks and Roles

assigned to each Form.

Start by dragging the ‘Form’ column header to the open area on the title bar. The header

will display with a green check mark once it’s in the proper position.

Drag a column and drop it here to group by that column
Role Y | Role Description Y |Security Class Y | Security Class Descript Form Description Y | Available FC Y |Rule =

Alternatively you can select the drop down arrow next to the column title and choose Group

by this column.

?l Sort Ascending
Zl sort Descending
2% Remove Sort
Group By this column

Remove from groups

The grid will be redisplayed and grouped by Form.

Form x

Role Y | Role Description Y Security Class Y Security Class Descripty” | Form Y | Form Description Y | Available FC Y Rule
Form: CUO1.1 (12)
Form: AC00.1 (12)
Form: AC00.2 (12)
Form: AC02.1 (8)
Form: AC03.1 (8)
Form: AC03.2 (8)
Form: AC03.3 (8)
Form: AC03.4 (8)
Form: AC03.5 (8)
Form: AC03.6 (8)
Form: AC03.7 (8)
Form: AC03.8 (8)
Form: AC03.9 (8)
Form: AC04.1 (7)
Form: AC05.1 (7)

Y v vV vV VvV vV vV v VvV Vv Vv v v v w

You can now see the number of assignments for any specific Form. To see those

assignments click on the arrow left of the Form name.
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Form x

Role

Form: CUO1.1 (12)
Form: AC00.1 (12)
Form: AC00.2 (12)
Form: AC02.1 (8)
Form: AC03.1 (8)
ACAccountant
ACAccountant
ACAssetClerk
ACDataEntry
ACExpert

FinSup

FinSup
ONLYACDataEntry

» Form:AC03.2 (8)
» Form:AC03.3(8)

Role Description

ACAcc Description th...
ACAcc Description th...

ONLY ACDataEntry C...

Y Security Class

ACAnalysis
ACDataEntry
ACAnalysis
ACAnalysis
ACResource
ACAnalysis
ACDataEntry
ACDataEntry

Activity Managemen...
Activity Managemen...
Activity Managemen...
Activity Managemen...
AC Resources, Roles,...
Activity Managemen...
Activity Managemen...

Activity Managemen...

Y Security Class DescriptY” Form

AC03.1
AC03.1
AC03.1
AC03.1
AC03.1
AC03.1
AC03.1
AC03.1

Y’ | Form Description

Resource
Resource
Resource
Resource
Resource
Resource
Resource

Resource

Y |Available FC Y

A,C,D,LN,P
A,C,D,LN,P
A,C,D,LN,P
A,C,D,LN,P
A,C,D,LN,P
A,C,D,LN,P
A,C,D,LN,P
A,C,D,LN,P

The grid now displays the Roles, Security Classes and Rule associated with the Form.

Grouping - Nested
Grouping can be done using multiple fields. See ‘Grouping’ to add your first group. Once

Rule

this is complete you can add a second level by simply dragging another header to the title

bar. In this example we will add Security Class to the Group.

Form x

As

Security Class *

Role
Form: CUO1.1 (4)
Form: AC00.1 (3)
Form: AC00.2 (3)

¥ | Role Description

« Security Class: ACAnalysis (4)

ACAccountant

ACAssetClerk
ACDataEntry
FinSup

ACAcc Description th...

¥ Security Class: ACDataEntry (3)
» Security Class: ACSetup (5)

Form: AC02.1 (3)
Form: AC03.1(3)

Y | Security Class

ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis

Activity Managemen...
Activity Managemen...
Activity Managemen...

Activity Managemen...

Y | Security Class DescriptY’ | Form

AC00.2
AC00.2
AC00.2
AC00.2

Y | Form Description

Calendar
Calendar
Calendar

Calendar

Y Available FC Y Rul *

A,CD,,N,P
A,CD,NP
ACD,,NP
ACD,LN,P

you can see the system will now report on the number of Security Classes the Form can

be found in and the number of Roles assigned to the Security Class. You can view the Roles

assigned by expanding the list using the arrow left of Task.

Grouping - Expand, Collapse or Remove
At the top of each report are additional options you can use when Grouping is performed.
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Expand Groups Collapse Groups

Form x — Security Class x

Simply select the Expand or Collapse buttons to display or hide the grouping details. To

remove a group entirly select the *x’ next to the title on in the header.

Alternatively you can select the filter icon next to the column title and choose Remove from

Groups.

8] sort Ascending
%] Sort Descending
Qx Remove Sort
Group By this column

Remove from groups

Grouping — Remove Filters
Any filter added to a column is maintained when Groups are used. To remove column filters

select the Remove Filters button. The Groups will be maintained but the column filters will

be removed.

Note: This does not affect the ‘pre-report’ filters created prior to generating the query.

Sorting

Adding a Sort Option
There are a couple of ways to sort the rows once the grip is displayed. The simplest method

is to just click on the column Title.

Drag a column and drop it here to group by that column

Role Y |Security Class Y |Security Class Descript{ |Form = Y| Fokm Description Y | Available FC Y |Rule Y|~
ACAssetClerk ACAnalysis Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,P"

ACAccountant ACAnalysis Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,P"

FinSup ACAnalysis Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,P"

FinSup ACDataEntry Activity Managemen...  AC00.1 Activity Group A,CD,IN,P "

ONLYACDataEntry ACDataEntry Activity Managemen...  AC00.1 Activity Group A,C,D,IN,P "

ACAssetManager ACSetup Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P ',N,PA'

FinSup ACSetup Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P ',N,PA'

ACAccountant ACSetup Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,PA'

ACDataEntry ACAnalysis Activity Managemen...  AC00.1 Activity Group A,C,D,I,N,P 'I,N,P*

You can also select the arrow next to the column header and choose to sort in Ascending or
Descending sequence.
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8] Sort Ascending
Z] sort Descending
2% Remove Sort
Group By this column

Remove from groups

Removing the Sort Option
Select the filter button next to the column header and choose ‘Remove Sort’

&l sort Ascending
%] sort Descending
£x Remove Sort
Group By this column

Remove from groups

Saving Reports

Saving New Security Reports
You can save a report by selecting the save icon once the report has been displayed on the
screen. The application saves the search criteria and not the results of the query. Each time

you run the report the application will use the saved filters to generate a new report.

Note: Saving a report does not save the sort sequence, grouping, column filters or

historical flag that may have set prior to saving the report.

m Save Report ®

Report Name: I

Report Description:

Save Report
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Changing and Saving an Existing Report

To save an existing report simply select the Save icon in the top right corner of the screen.
You can save changes to an existing report by selecting the Overwrite existing option. To
create a new report from a copy of an existing report select the New option and enter a new

report name.

m Save Report x

Overwrite: '® New:

Report Name: |User Role Form Report

Report Description:

Save Report

Running Saved Report
All saved reports are displayed as a row on the saved reports query. From the Security

Reporting Home Page select the Save icon at the top of the screen. A list of saved reports

will be displayed. Click on the Report Name to Run, Schedule or Delete the report.

Note: If a user is blocked from running specific types of reports (i.e. Roles) in the security

section of User Administration they will not be able to run saved reports of the secured

type.

Exporting and Printing
You can export or print your final query to Microsoft Excel, PDF of HTML once you have set

all of your parameters by clicking on the appropriate icon at the top of the page.

SBORCNOHEE

The MS Excel export will maintain the grouping, sorting, columns and filters you have

created in the query, but the column widths will heed to be adjusted once you are in Excel.
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Is the example below the query was grouped by Role prior to the export. To view the Role

detail form within Excel click on the '+ sign next to the Role.

@9 0EHATE) " e Ty r T e —
Home  Inset  Pagelsyout  Formulas  Data  Review  View  Developer  Adddns W - = x
R T o
112 A B C D 3 F G HE
1 Role Role Description _|Security Class _|Class Description Token |[Title Rule |
+| [ 327 [aoMIN__JaomiN ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View “ALL_ACCESS'
+| | 653 HRPOWER HRPOWER ActivityManagem1 [AC] System Code Tokens,Categories, Pragrams ACVW.1  Build 6L Accounting Unit View ‘ALL_ACCESS'
+| | 979 TESTADMIN TESTADMIN ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+| 1305 BENUSER  BENUSER ActivityManagem1 [AC] System Code Tokens,Categories, Pragrams ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+| 1631 PAYUSER  PAYUSER ActivityManagem1 [AC] System Code Tokens, Categories, Pragrams ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+/ |1957 ACCTSUPY ACCT-SUPV ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACYW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ 12283 AmEN AMEN ActivityManagem1 [AC] System Code Tokens,Categories, Pragrams ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ 12609 pA PA ActivityManagem1 [AC] System Code Tokens,Categories, Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+| 2935 PAYROLL  PAYROLL ActivityManagem1 [AC] System Code Tokens,Categories,Pragrams ACYW.1  Build GL Accounting Unit View "ALL_ACCESS'
+ 3261 HR HR ActivityManagem1 [AC] System Code Tokens,Categories, Pragrams ACVW.1  Build 6L Accounting Unit View ‘ALL_ACCESS'
+| (3587 HRUSER  HRUSER ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ |3913/accreB  AccTce ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ 4239 wea WEB ActivityManagem1 [AC] System Code Tokens,Categories, Pragrams ACVW.1  Build 6L Accounting Unit View ‘ALL_ACCESS'
+| 4565 TECHNICAL TECHNICAL ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+| 4891 TREASURY TREASURY ActivityManagem1 [AC] System Code Tokens,Categories, Pragrams ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ (5217 AP AP ActivityManagem1 [AC] System Code Tokens,Categories, Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+| 5543/ AP-ADMIN  AP-ADMIN ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACYW.  Build 6L Accounting Unit View ‘ALL_ACCESS'
+ 5869 URC URC ActivityManagem1 [AC] System Code Tokens,Categories, Pragrams ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+| 6195 MGMTING MGMTING ActivityManagem1 [AC] System Code Tokens,Categories, Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ 6521 MikesClass This also is a test ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.  Build 6L Accounting Unit View ‘ALL_ACCESS'
+ (6847 PAFIN-  PAFIN- ActivityManagem1 [AC] System Code Tokens, Categories, Pragrams ACVW.1  Build 6L Accounting Unit View ‘ALL_ACCESS'
+| 7173 POWERUSER POWERUSER ActivityManagem1 [AC] System Code Tokens,Categories,Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+ 17499 AccT ACCT ActivityManagem1 [AC] System Code Tokens,Categories, Pragrams ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
+| |7823TRAINING  TRAINING ActivityManagem1 [AC] System Code Tokens, Categories, Programs ACVW.1  Build GL Accounting Unit View ‘ALL_ACCESS'
7824
R - R —
Resty | [EEE] —

Drilling

The drill feature allows you to move up or down the security tree to view settings for either

Roles or Security Class (Tasks). The following drill assignments are available.

e Drill from a Role down to see the assigned Security Class.

e Drill from a Role up to see the assigned Users.

e Drill from a Security Class down to see the assigned Forms.

e Drill from a Security Class down to see all of the assigned Objects.

e Drill from a Security Class up to see the assigned Roles.

To execute a drill click on the linked object you need to review. In the example below I

clicked on the HRGeneralist Role and was provided the option of viewing the Security Class

assigned to HRGeneralist or the Users that have been assigned the HRGeneralist Role.
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Drag a column and drop it here to group by that column

Role Y | Security Class
HRClerical HRSetuplng
HRDirector HRSetup
HRClerical HRSetup
HRGenerza"~* LD Cateany
HRGeneralist
HRClerica - slng
_ Role | Security Class

HRClerica User | Role )
HRDirector nmocud

By selecting Role|Security Class a new browser page will open displaying all of the Tasks

assigned to this Role.

Y | Security Class DescriptY” | Form

Inquiry only access t...
All Access to HR Setu...
All Access to HR Setu...
All Access to HR Setu...
Inquiry only access t...
All Access to HR Setu...
All'Access to HR Setu...

Drag a column and drop it here to group by that column

Role Y | Role Description
HRGeneralist
HRGeneralist
HRGeneralist
HRGeneralist
HRGeneralist
HRGeneralist
HRGeneralist
HRGeneralist
HRGeneralist
HRGeneralist
HRGeneralist
HRGeneralist

You can then drill on a specific Security Class to see the Forms

Y | Security Class

Y | Form Description

HR0O0.1 Company A,C,D,I,N,P
HR00.1 Company A,C,D,I,N,P
HR00.1 Company A,C,D,I,N,P
HR00.1 Company A,C,D,I,N,P
HR00.2 Canada Payroll Acco... +,-,A,C
HR00.2 Canada Payroll Acco... +,-A,Cl
HR00.2 Canada Payroll Acco... +,-,A,Cl

Y Security Class Description

DataAreaAccess

HRFiles HR Files

HRReports All Access to HR Reports
HRSetup All Access to HR Setup forms
HRUpdatePrograms All Access to HR Update Programs
IFSubsystem IF Subsystem

PAFiles PA Files

PAReports All Access to PA Reports
PASetup All Access to PA Setup forms
PRFiles PR Files

PRReports All Access to PR Reports
PRUpdatePrograms PR Update Programs

Y | Available FC Y |Rule

NP
'ALL_ACCESS'
'ALL_ACCESS'
"ALL_ACCESS'
NP
'ALL_ACCESS'
"ALL_ACCESS'

and their rules assigned to
the Task.

Drag a column and drop it here to group by that column

Security Class Y | Security Class DescriptY” | Form Y | Form Description Y | Available FC Y Rule N
HRSetup All Access to HR Setu... HR30.2 Base Currency C,l 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR86.6 Test Source A,C,D,,N,P 'ALL_ACCESS'
HRSetup All Access to HR Setu...  HR65.1 Human Resource Wr...  A,C,D,|,N,P 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR88.4 Human Resource Co... A,C,D,I,N,P 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR86.8 Test User Field 3 A,C,D,,N,P 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR18.3 State Reporting Info... ACD,I 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR65.7 Human Resource Wr...  +,-,C,I,N,P 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR81.4 Competency A,C,D,I,N,P 'ALL_ACCESS'
HRSetup All Access to HR Setu...  HR18.2 State Reporting Info... ACD,I 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR81.5 Competency and Ce... A,C,D,I,N,P 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR84.1 Position Reason Code A,C,D,I,N,P 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR84.8 Supervisor User Fiel... A,C,D,IN,P 'ALL_ACCESS'
HRSetup All Access to HR Setu... HR18.4 State Reporting Info... ACD,I 'ALL_ACCESS'

Alternatively you can also drill up the security tree. If you start with the Security Class -
Form query you can drill up to the Roles assigned to a Security Class and continue to drill

up to the Users assigned to a Role.
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For example let’s look at the Role - Security Class query. By drilling on the Role

ACAssetManager I have the option of drilling up to the Users assigned to this Role.

Drag a column and drop it here to group by that column

Role | Security Class
ACAssetClerk ACSetup
ACAssetClerk ACTransaction
ACAssetClerk AMProcessing
ACAssetClerk AMSetup
ACAssetClerk PRFiles
ACAssetManag~ ACCais
ACAssetManager
ACAssetManag = tess
Role | Security Class
ACBRJobSchec eduler
User | Role
ACBRJobSchegure: Uatamicanccess
ACDataEntry ACAnalysis
ACDataEntry ACBalanceRpting
ACDataEntry DataAreaAccess
ACExpert ACAllocations
ACExpert ACBalanceRpting

Y Security Class Description Y

Activity Management Setup

Activity Management Transaction Entry, Posting
Asset Management Processing

Asset Management Setup

PR Files

Activity Management Setup

AC and Br Job Scheduler Jobs

Activity Management Analysist

Activity Management Balance Reports, Inquiries

Activity Management Allocation Processing

Activity Management Balance Reports, Inquiries

The User| Role option will display a list of the User’s assigned to this Role.

Drag a column and drop it here to group by that column

User " | Full Name
bthomas Thomas, Bill
schristian

Christian, Sammy

Y |Role Y |Role Description Y
ACAssetManager

ACAssetManager
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Historical Reports & Comparisons

Historical Reports support all of the functionality found in the standard reports. You can
either chose to run historical reports by selecting the appropriate Snapshot and Profile in
the top right corner of the screen or you can compare your current security settings to a
prior snapshot. To run historical reports select “Shapshot” from the server dropdown and

choose the appropriate timestamp and profile.

Snapshot - Production - LS3SERVER ¥ 12/04/2015 04:37 PM ¥ Select Profile ¥ m

Data Last Updated: 12/04/2015 04:37 PM

To compare your security to a snapshot, first select the server and profile of your active
security model in the top right corner. Then once you chose a report you will have the

option to select a Snapshot for the comparison.

I(Insey User - Role

Server: LSF_PROD | Profile: APS

Field Selection
User All v
Role All v

I #| Run a historical comparison | Select comparison date ¥ I

Select comparison date

Compare profiles 12/31/2015 03:38 AM

12/02/2016 09:51 AM
Run Report 01/23/2017 04:18 PM

For more information on how to create Historical snapshots refer to the Kinsey

Administrator Guide, page 12, Schedule Tasks.

Comparing Profiles
The profile comparison option allows you to compare 2 profile on the same server or cross
servers. This option only uses your current security and is not available for historical

comparisons.

Kinsey Confidential Page 27 of 81



Security Dashboard User Guide

To compare 2 profiles, first select a server and profile in the top right corner of the screen.
Once you chose a report you will have the option to select the server and profile you would
like use for the comparison. You have the option of comparing 2 different profiles on the

same server, 2 different profiles and different servers, the same profile and different
servers.

I(Insey User - Role

Server: LSF_PROD | Profile: APS

Field Selection
User All v
Role All v

Run a historical comparison

#| Compare profiles | Test - Infor 10 ¥ || Select profile ¥ I

Select profile
AC2

Run Report

ASR
CRA
Dv2
ENV
GEN
GHC
KAW
LGN
RM

For more information on how to create Historical snapshots refer to the Kinsey
Administrator Guide, page 12, Schedule Tasks.
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Scheduling Security Reports

Scheduling a report will allow you to automatically create and email any report you would

like to receive on a regular basis.

To schedule a report you must first create and save your report. Once the report displays on

the saved reports page you can click on the report name and select Schedule Report.

[} esbussrv. KK ReportingPortal/filters.htm?SERVERIL F_PROD&PROFILE=APS&ID=0 @ =
i apps kww

] @ther bookmarks|

I(lnsey User-Defined Reports ‘) n E

Server: LSF_PROD | Profile: APS Show Search Criteria

Expand Groups Collapse Groups Clear Filters Show/Hide Columns

12 records|
Drag a column and drop it here to group by that column
HIDDEN##Profile " Report Category " Report Name " Report Description Y Using Report ¥ Modified by ' Modify date " Schecy’
APS Users TX Only T User - Role - Task admin 12/16/14 4:30 PM
APS Roles AM Histe =~ '™ . e Role - Task - Form admin 4/30/15 9:24 AM
AM Historical Report
APS Users Finance User - Role - Task - F... admin 6/19/15 12:55 PM
Run Report
APS Roles Manage  schedule Report Role - Task admin 9/29/15 10:05 AM
APS Tasks Acbudge Delete Task - Form admin 9/29/15 11:11 AM
APS Roles All Roles Except xyz Role - Task admin 10/26/15 2:15 PM
APS Users Finance User Role R.. User - Role admin 11/5/15 11:16 AM

A grey clock icon is displayed at the end of the line if a schedule already exist for a report

but has not been enabled. A blue clock icon indicates the the schedule is currently enabled.
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Schedule Report

Select schedule to use: ® Select existing
Schedule name:
Every day at 04 : 59

Every Moming A\

Select users to email:  ® Select existing

Email group name: HR Dept v

d.kinsey@kinsey.com

Email format:
Send blank reports:

Adobe PDF (*.pdf) ¥

Cancel

Create new schedule

Create new group

Save

The scheduling screen allows you to setup new schedules or use existing schedules.

Schedules can be set to run each minute, hour, day, week, month or year.

You can also create or use existing report groups. A report group contains a list of users

you want to receive the report.
Email format:
The export options are Excel or Adobe PDF

Send blank reports:

If you want the system to generate and send a report even if there is nothing to

report select this option. This will inform the receipient that the report was run.

Deleting a Report

To delete a report, select the report name and click on Delete. You must have the proper

permissions to delete a report.
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Security Analyzer

The Security Analyzer is designed specifically for anyone that needs to audit security
functionality in the LDAP model. Although these reports can be used by the security
administrator, they can only be run at the user level. Reports on how Roles and Security
Classes are defined are part of the Security Reports describe in the prior section of this

manual

Launch the Security Dashboard and select the Security Analyzer icon from the LS Reporting
tab.

e - &8 x
Q| 0O
v Other bookmari
I(Insev Logged in as: admin
Transaction Auditing Activity Monitor LAUA Reporting LS Reporting Landmark SoD Reporting Analytics Administration
Security Reporting curity Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer Security Utilitie
Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days Last 180 days |

LS9 Security Changes (Last 180 days)

dentity
Product Line
Category e 1
Program 0
Table e———
Form (Token) e 1
Field 0
Element
Security Class — — 2
Role 0
User Attribute  ee—3
LSA Configuration 0
Security Violation
2 4 6 8 10 12 14 16 18 20 22 24 26 28

Changes

® production @ Test - Infor 10/Landmark 11

Selecting a Server
Start by selecting the server containing your LDAP data. The system may be setup to report
on your test, development and production systems. The system will automatically retrieve a

list of valid Roles and Users to choose from.

kG Kinsey Security dnalyzer X e - &8 x
€ C (@ esbussne 1 ax @
B¢ Kinsey Portal ) Gther beckmarks
kinsey [0 o A

Infor Server Selection _Infor Profile
Select Server v ¥ | @ Only show users with identity:
bt Sarvaly ? Roles # Users (with roles attached)

Production - LS3SERVER
Test - Infor 10/Landmark 11
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Creating a New Report
To create a new report select the New Report icon in the top right corner of your browser
page.

[B]al2]c

The page will then allow you to select Roles or Users when building your selection criteria.

The purpose of the Role filter is to create a list of users that have been assigned to a
selected Role. This is NOT an indication of the Roles that will print on the report. Every Role
for every selected User will be included on the report. As user’s are added and removed
from the selected roles in Lawson Security the user list will change automatically the next
time you run the report. The alternative is to select the User’s manually to create a static
list of users.

Note: Self-Service only users can be added to this report by unchecking the "Only show

users with identity:” checkbox.

- o x
¢ Kinsey Security Analyzer X
& C | @ esbussrv:0090/L59_Report/ Q& @
i1 Apps [ Kinsey Portal Other bookmarks
lansey [ afalz]c]
Infor Server Selection Infor Profile 1 6/9/2017 11:33AM
Production - LS3SERVER v | * APS 'I @) Only show users with identity: LSF901
Saved Reports ¥ Roles (with tasks attached) ¥ Users (with roles attached)
ACOnly E ¥! ACAccountant = | @ adavis (Davis, Angie)
ACAccountant (Nelson & Nitka) E ¥| ACAssetClerk | awhite (White, Al)
ACBRJobBBalh E ¥/ ACAssetManager ¥ bthomas (Thomas, Bill)
All E ¥/ ACBRJobScheduler ¥ fnelson (Nelson, Frank)
BR Roles E ¥ ACDataEntry #| hroberts (Roberts, Helen)
v v
BThomas E ACExpert hrogers (Rogers, Hal)
- - ¥ APInquery | isolatedsoduser (SOD, Isolated)
Financial Users E .
¥ APSetuplnquiry | lawson (Lawson, Lawson)
felson BB | arsuper ¥ mnitka (Nitka, Mike)
H Roberts E ¥! ARSuper | schristian (Christian, Sammy)
HR Users E #! AllAccessRole ¢! smiller (Miller, Sarah)
new E ¥| ApplicantRole
Roberts Miller [7]8] */ BRBiller
- ¥ BRContractAdministrator
schristian E
S 0 ¥| BRExpert
uper Jsers EE . BRReportingAdministrator .

Report Name

Query Description

Copyright (c) 2017 - ver 5.0
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Filtering by Role
Start by unchecking the Roles checkbox shown above the Role list. This will unselect each

Role so you can manually select the Roles associated with the Users you want to see on the
report. In the example below when Roles BRBiller and BatchRole are selected a list of users
assigned to either one of these roles is display on the right. These will be the users shown

on the report.

Infor Profile 3/6/2018 1:21PM
* APS ¥ | @ Only show users with identity: LSF901
J Roles ¥ Users (with roles attached)
& ApplicantRole || @ adavis (Davis, Angie)
- ¢ awhite (White, Al)
@) BRBiller | bthomas (Thomas, Bill)
) BRContractAdministrator “| hroberts (Roberts, Helen)
) BRExpert ! hrogers (Rogers, Hal)
L) BRReportingAdministrator ¢/ lawson (Lawson, Lawson)
& BRRevenueAnalyst ¢ mnitka (Nitka, Mike)
@ BatchRole | schristian (Christian, Sammy)
U BestPracticeRole ¢! smiller (Miller, Sarah)

LJ CUO1InheritedHR11

(B

LJ DESKTOP

LJ DESKTOPFiles

LJ DEVINQ

LJ DEVINQFiles

J -
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Filtering by User
Start by unchecking the User checkbox shown above the User list. This will unselect each

User so you can manually select the User’s you want to see on the report.

Infor Profile 3/6/2018 1:21PM
* APS ¥ | @ Only show users with identity: LSF901
¥ Roles Users Jwith roles attached)
¥ ACAccountant ¥ adavis (Davis, Angie)
¥ APInquery ¥ awhite (White, Al)
¥ APSetuplnquiry bthomas (Thomas, Bill)
¥ AllAccessRole fnelson (Nelson, Frank)
¥ BatchRole hroberts (Roberts, Helen)
¥! ESSPortalRole ¥ hrogers (Rogers, Hal)
¥ EntryClerk isolatedsoduser (SOD, Isolated)
¥ FinSup lawson (Lawson, Lawson)
¥! FinancialRole mnitka (Nitka, Mike)
¥ ONLYACDataEntry schristian (Christian, Sammy)
¥ PortalBookmarkAdminRole smiller (Miller, Sarah)
! ProcessFlowRole
¥! rSubAdminRole

Running an Saved Report

Once a server has been selected the page will display all previously save reports. To run
saved reports simply click on the report name. You may want to review the report options
prior to running the report. The report will be generated in Microsoft Excel and may appear

at the bottom of your browser page depending on the browser being used.

n Download results as: x

Microsoft Excel ~Run Report

-Abobe PDF Run Report !

Select your preferred format.
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Once the generation process is complete you will see an option to download the Excel

document in the lower left corner of the selection screen under the Report Options section.

Editing a Saved Report
To edit a saved report select the pencil icon next to the report name, make the appropriate
changes and save the report.

Deleting a Saved Report
To delete a saved report select the delete icon next to the report name and confirm the

delete message.

The page at esbussrv:9090 says:

Are you sure that you want to delete selection named: "Sara

Miller=?

Reading the Analyzer Report
The security report is fairly intuitive, but there are some features that warrant an
explanation.

Users Assigned Roles

0n) d 9 AS5&ATe —
»»»»» et Pagelmowt  Fomuas  Dsta  Resew  View  Deeioper  Addm -
[Rdoe Cation o A W] [ || Sweete Generat Good Neutral ol T T (W 3“""5""‘ 9_{ o)
> Cony S : el 4
Puste JiEli-a- TR scpes conter - |82 g o fnsert Delete Format Son& Fina&
S romatpunter | B 4 U E-(| O A| B F | F| L serge & Cent $-% o input ote s e e e | P P - 8 o
Crovoard : Font g Aignment : Hamoer : sy cei £ai
us2 M J=| NOACCESS
Mzl A8 c ) £ £ G H ) X L M
1 Summary of Lawsan Access (LS9 Securiy) - Forms Holes assigned to User
for
Pos
Pre
Su
Achssetmanager k=
Guccras 8
GuccTSCB o
Pinquery N
APSuper P
2 | (no descript BatchRole Supecadminfole ocesstlowole Gusccountant 1
3 Users
Role  SecurityClass  Avadable Functions  smiller Isuser Isadm i ofadmin hroberts fnelson iad
ACOINP Au_Access NO ACCESS N0 AcCESS ALACCESS NO ACCESS WO AccESS O ACCESS o)
+ ACOLNP Au_AccEss NO ACCESS N0 AcCESS AuLACCESS MO ACCESS O AcceEss WO ACCESS o)
+ cnp Au_sccess NO AcCESS WO AccEss AuL_Access NO AccESS O ACCESS O AcCESS W
+ [1lac acors me +-ACOFLMNPAUVZ ALACCESS NO ACCESS MO ACCESS ALACCESS NO ACCESS O ACCESS NO ACCESS ol
# (W oz ad NoFC Au_Access NO ACCESS MO AccESS ALLACCESS MO AccEss O Access O ACCESS o)
+ (22 acos o Au_access WO Access WO Access AL_Access NO Access WO Access WO AccEss o,
#i [24/ac_ Acora ity AC, ALACKESS NO ACCESS NO ACCESS AL_ACCESS O ACceSs O ACCESS NO ACCESS o)
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The user ID will be display on row 4 next to the column header. The Roles assigned to each

user will appear in column directly above the user ID (shown in yellow above).

Assigned Forms (TKN)
The security rule displayed for each user/form reflects the least restrictive access to that

form for the user. This is very import considering the any form could be in multiple security

classes.

G A DE&R i) - 380363195.x1sx - Microsoft Excel
y Home Insert Page Layout Formulas Data Review View Developer Add-Ins
T = Ruler | FormulaBar | 32 1 [ spiit -
—l J J IJJ H V| Gridlines V| Headings % H T % H = Hide =] % ji
Normal| Page Page Break  Custom Full Zoom 100% Zoomto MNew  Arrange Freeze save Switch Macros
Layout | Preview | Views Sereen Messa Selection || Window Al Panes~ ] Unhide ion | workspace Windows ~
Workbook Views Show/Hide Zoom Macros
1148 ~ | NO ACCESS
1]z A B C E F H
B
4 |code FormID Title Role Security Class__ Available Functions smiller Isuser Isadm mnitka
5 |AC  ACD0.1  Activity Group ACD,LNP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |10 |ac  Ac00.2 calendar ACD,LNP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ | 15 |ac  Ac00.3  Activity Group Purge Status GNP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ | 18 |Ac  ACOL1 Mass Activity Copy +-A,C,D,F,L,M,N,B,R,U,V, ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |20 |ac  Acor2  Additional Parameters NOFC ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |22 |ac ACOL3  InquireFilter NOFC ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4 |24 |ac ACOL4  Automatic Activity ACD, ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |26 |ac  AcoLs  AutomaticLevel ACD, ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |28 |ac  Aco21 status +-A,C A NO ACCESS NO ACCESS Al
|4/ |32 |ac  Ac031  Resource AGD,LNP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |36 |AC  AC03.2  ACPerson Assignment +-A,C NP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |40 |ac  AC03.3 HREmployee Assignment +-A,C NP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |44 |ac AC034  Vendor Assignment +-A,CLNP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |48 |ac  Ac03s  AssetAssignment +-8,C1N,P ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |52 |Ac  AC03.6 Equipment Assignment +-ACLNP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
|4/ |56 |Ac AC03.7 Role Assignment +-A,CD,LNP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS

The report will also display the available function codes for each form as a basis of
understanding exactly what functions are available when ALL_ACCESS is display. If a user

has less than full access the exact function codes will be displayed.

Each cell can have one of 4 values:
e ALL_ACCESS
NO ACCESS

[ ]
e Function codes allowed
e COND_RULE

When COND_RULE is displayed you will need to reference the Form Conditions sheet for

more information.

Assigned Roles and Security Classes
To see the Roles and Security Classed (tasks) assigned to the user select the “+" icon next

to the desired row.
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Note: by default Excel will align the plus sign below the desired row instead of next to the
row. You can change this setting by select the Data tab, clicking on the small arrow in the

Outline section and un-checking the Summary rows below detail option.

(5] connections 4l ‘E K Clear = E =1 J?EI %EP Qg x.‘:Ar “QD #Z Show Detail i
z 7 N [ -
% Properties L8 5 Reapply & < C = =Z Hide Detail
h %L Sort Filter Y Textto  Remove Data Consolidate What-If Group Ungroup Subtotal
=2 Edit Links X7 Advanced | cglumns Duplicates Validation = Analysis ~ - - [~ Automatic styles
IConnedtions Sort & Filter Data Tools QOutline

Create Apply Styies | oK | Concel

In the example below when I expand form AC10.1 I can see that it has been assigned to 4
different security classes and 4 different Roles. The report will show any Role or Security
Class associated with the list of user on the report. This is not necessarily a reflection

of all of the Roles and Security Class this form may be found on.

12 A B C D E F G H | ]
Sys
4 Code FormID Title Role Security Class Available Functions smiller Isuser Isadm mnitka
, 93 AC AC10.1  Activity ACD)NP ALL_ACCESS NO ACCESS NO ACCESS ALL_ACCESS
* |94 AC AC10.1  Activity ACAccountant ACSetup ACDJNP ALL_ACCESS ALL_ACCESS
.95 AC  AC10.1  Activity ACAssetManager ACCapitalization  A,CD/N,P ALL_ACCESS
+ |96 AC AC10.1  Activity ACExpert ACCapitalization ~ A,C,D,LN,P ALL_ACCESS ALL_ACCESS
- |97 AC AC10.1  Activity ACExpert ACSetup ACDLNP ALL_ACCESS ALL_ACCESS
+ |98 AC AC10.1  Activity FinSup ACAnalysis ACDINP |
- 99 AC  ACI10.1  Activity FinSup ACDataEntry ACDLNP 1

By showing the access for each Role and Security Class you can determine if the user has
multiple access points to this form. Keep in mind that the least restrictive method is

always displayed on the summary line.

Assighed Form Conditions
To see any form conditions for a user select the Form Conditions worksheet.

,’EEED H9-c-DE&Q Ve )*
Home  Inset  Pagelayout  Fommulas  Data  Review  View  Developer  Add-Ins
22 - £ ]
A B o D E F
1 User SysCode  Form Role Security Class Conditional Logic
2 mnitka AC AC07.1 FinSup ACAnalysis if(form.AGA_ACTIVITY_GRP=="SRM'){'ALL_ACCESS";}else{',N,P";}
3 |smiller HR HR11.1 ManagerRo ESS if{isElementGrpAccessible{'COMP_EMPLOYEE','I','HR", form.EMP_COMPANY,form.EMP_EMPLOYEE)){'ALL_ACCESS';}else{'NO_ACCESS";}
4
5

Additional sheets exist for the following objects:

o CAT Categories

e DTL Detail Pains

e ELG Element Groups

e ELS Conditions Element Group Conditions
e ELM Elements

e FLD Fields

e FLC Conditions Field Conditions

Kinsey Confidential Page 37 of 81



Security Dashboard User Guide

e HDN Hidden Fields

e PDL Product Lines

e PGM Program Codes

e RMO Resource Manager Objects

e RPT Reports

e TBL Tables

e TBL Conditions Table Conditions

e TFL Table Fields

e TKN Tokens (Forms)

e TKN Conditions Token Conditions

e TYP Securable Types
Note:

It’s important to understand the relationships between various objects in Lawson Security.
The values shown in the MS Excel document reflect the exact setting as they appear in
Lawson Security, however looking at only one level of security can be misleading. This is
because the hierarchy for Token access starts at the System code, then Program and then
Token. The Token Excel sheet may indicate that a user has All Access to a form, however if
the user does not have access to the program supporting this form then access will be
denied. For example, Program AP10 supports Tokens AP10.1 & AP10.2. If Program AP10 is
set as NO ACCESS then it doesn’t matter what the Token access is set too, access would be
denied. This would also be true at the System code level. If System Code AP is restricted

then all Programs and Token below the System Code will be restricted.

Additionally “"Securable Types” for Programs, Tokens or Tables will override any individual
object rule for a user. To indicate this setting the user’s ID is highlighted in the Excel

document.
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Change Audit Reporting
The Change Audit Report builder provides a streamlined approach tracking all changes made

to your Lawson Security model. This flexible report writer allows you to track the security

changes most important to you and setup automatic email notifications.

Note: Lawson Security Auditing must be enabled in the Lawson Security

Administrator application before using this application.

e Kirazy Partal a - &8 x
€ C (1 | ® esbussviaox0 ax @
ke Kinsey Portal ther bookmark

I(Insey‘ Logged in as: admin

Transaction Auditing Activity Monitor | LAUA Reporting LS Reporting Landmark ‘ SoD Reporting Analytics Administration

g HE B B O B8

Security Reporting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer Security Utilities

Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days I Last 180 days

LS9 Security Changes (Last 180 days)

identity | o
Product Line
Category e 1
Program 0
Table
Form (Token) e 1
Field 0
Element
Security Class  — 2
Role ~ 0
User Attribute  e—3
LSA Configuration | 0
Security Violation

Changes

® production @ Test - Infor 10/Landmark 11

Copyright Kinsey 2018

Launch the Security Dashboard and select the Security Auditing icon from the LS Reporting
tab.
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Start by selecting the appropriate server in the top right
corner of the screen. E

N Production Server v
I(Insev Security Auditing

Search

— Your saved reports along with predefined shortcuts are provided
avorites <

Group Reports . . .

Finance in the left navigation pane.

Finance Users

Shared Reports

All HR11 Changes
AP10.1 Changes

BN Changes

Change made by Lawson
HR11 Sec Change YTD
Made by Lawson

o]o]c]

e]o]

Weekly changes

Changes
Today
This Week
This Menth

FEE e x
[ Kinsey Security Auditng % Y Y
€« C' A | [ esbussrv:9090/LS9_Auditing/?SERVERID=LSF_PROD&QUERY =ap10& nq=18& s=1 Q| =
£ apps 0] Kinsey EsBus Home pa... [ Msi.com (3 other bookmarks
I(Insey Security Auditing E
apl0 Advanced search Production Server v| Results perpage:| 25
Action Date/Time User Affects Profile Role Security Class Type Object PreviousRule CurrentRule
Favorites < F# D-Delete 11/23/201411:23PM lawson - DPS -  APSetup0la TKN AP10.8 'ALL_ACCESS' - -
Group Reports
Finance f"‘ U-Update 11/23/201411:23PM lawson - DPs - APSetupOla TKN AP10.8 'ALL_ACCESS' 'ALL_ACCESS' “

Finance Users

Bs A-ndd  11/23/201411:23PM lawson - DPS -  APSetupOla TKN AP10.6 - "ALL_ACCESS' -
Shared Reports Fo A-Add 11/23/201411:23PM lawson - DPS - APSetup0la TKN AP10.7 - 'ALL_ACCESS' “
All HR11 Changes
AP10.1 Changes B# A-Add  11/23/201411:23PM lawson - DPS -  APSetup0la TKN AP10.4 - "ALL_ACCESS' -
BN Changes Fo A-Add 11/23/201411:23PM lawson - DPS - APSetup0la TKN AP10.5 - "ALL_ACCESS' “
Change made by Lawson 2
: : : : . s pccess [ 8
HR11 Sec Change YTD A-Add  11/23/201411:23PM lawson DPS. APSetupOla TKN AP10.2 ALL_ACCESS'
Made by Lawson Fs A-Add  11/23/201411:23PM lawson - DPS -  APSetup0la TKN AP10.3 - "ALL_ACCESS' “
Weekly changes B a- . ) . ) . N o
A-Add  11/23/201411:23PM lawson DPS. APSetup0la TKN AP10.1 ALL_ACCESS'

Changes Bs A-Add  11/23/201411:23PM lawson DPS -  APSetup0la TKN AP10.8 "ALL_ACCESS' “
Today

This Week f" A-Add 11/23/201411:23PM lawson

- DPs - APSetup0la TKN AP10.9 - 'ALL_ACCESS' “
This Month Previous 1 Next
Page 1 of 1 pages (0.19 seconds)
4 Copyright(c) 2015 - ver 1.2 o

The audit query will display all results based on the selected criteria. This information
comes from Lawson tables created when Security Auditing is activated. If you are not sure
if Security is set up to track changes refer to your Lawson Security Admin for more
information.
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Quick Search

The easiest way to find any change made to a user or form is to enter the information you

are searching for in the search bar.

lkinsey

AP10

Security Auditing

Advanced search

The application can search for Actions, Dates, Users, Role, Security Classes, Object and

Rules using the quick search feature.

Advanced Search

For more advance searches where you might want to combine criteria use the Advance

Search link next to the search icon.

Column Name

Advanced Search

Q

Since the audit data is held in MySQL - this screen is NOT CASE-SENSITIVE on searches

Search Criteria:

[Any Field

v | [contains

| AP0

Column Name

Search Criteria:

[Audit Date/Time

v | [between

v | [Beginning of Month |

Column Name

| Current Date

Search Critena:

[Not Selected

v | [Not Selected

r] |

Column Name

Search Criteria:

[Not Selected

v | [Not Selected

r] |

Column Name

Search Criteria:

[Not Selected

v | [Not Selected

r] |

Prompt at runtime:

Prompt at runtime:

Prompt at runtime:

Prompt at runtime:

Prompt at runtime:

Search Type: [Match Al v

In this example I'm searching for all security changes made to fnelson since the beginning

of the month.

By setting the default Search Type to “Match All” the application uses "AND" logic to retrieve

the data. This simply means that both filter conditions must be true for a record to be

displayed. If you want the system to use "OR” logic simply change the Search Type to

Kinsey Confidential

Page 41 of 81



Security Dashboard User Guide

“Match 1 or More”. When this is done then either of the selection filters needs to be true to

return data.

Available Column Names are:
e Any Field (searches any field use the criteria entered)
e Audit Date
e User Name (User who made the security change)
e User Affected (the User affected by the change. This only reflect changes made to
information containing the User ID)
e Profile
e Role
e Security Class
e Object Type
o PGM - Programs
o TKN - Tokens (forms)
o CAT - Category (system codes)
o TBL - Tables
o EXE - Executable
o PDL - Product Line
o TYP-Type
o ELG - Element Group
o RPT - Report

o TFL
o RMO
o FLD
o HDN
o DTL
e Object
e Value
e Changed To
e Action

Prompt at Runtime
This option allows you to flag the criteria you will allow a user change when a report is run

from the saved report navigation pane. For example you may set up a report to check for

any HR11.1 changes within a specified date range. Each time the report is run you may not
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want the user to change the form name (HR11.1) but you will allow them to change the
date range. Checking the Prompt at runtime checkbox will allow them to change the date

each time the report is run.

Exporting
Creating a MS Excel Document

There are 2 ways to export your results to Microsoft Excel. The Excel icon on each line will
export the data related to the individual record selected. The Excel icon in the upper right
corner of the screen will give you the option of exporting the entire search or just the page

currently being displayed.

u Download results as: x| |

Microsoft Excel Run Report

.Abobe PDF Run Report

Select the version of Excel supported by your computer.

Creating a PDF

There are 2 ways to export your results to a PDF file. The Adobe icon on each line will print
the data related to the individual record selected. The Adobe icon in the upper right corner
of the screen will give you the option of printing the entire search or just the page currently

being displayed.

Adobe PDF Download %

Adobe PDF: Current Page
Entire Search
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Printing
The printer icon will function like any other browser page you need to print. This will only
print the data on the current screen.

Saving Queries

Saving a New Query

To save a report simply select the Save icon in the top right corner of the screen. Enter a
report name and assign the report group for this report. The report group determines which
users can view and run a saved report. The report groups are assigned on the
administration page under Reporting Groups. Refer to the Kinsey Admin Guide for more

information on defining and assigning user groups.

m Save Report x

Save new report as: Nendcr Master Chgs| |

Assign to report group:

Cancel Save

Saving an Existing Query

To save an existing report simply select the Save icon in the top right corner of the screen.
You can save changes to an existing report by selecting SAVE in the Overwrite existing
section. To create a new report from a copy of an existing report enter a new report name
and assign the report group for this report in the Save new report section. The report group
determines which users can view and run a saved report. The report groups are assigned on

the administration page under Reporting Groups.
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m Save Report x
Favorites: Shared Reports
Overwrite existing? |AP10.1 Changes |
Save

Save new report as: I |

Assign to report group:

Cancel Save

Scheduling Reports

Scheduling a report will allow you to automatically create and email any report you would

like to receive on a regular basis.

To schedule a report you must first create and save your report. Once the report displays in

the left navigation pane right click on the report name and select Schedule.

Favorites <
Group Reports
Finance AP10.1 Changes
Finance Users Run Report
Eename

Shared Reports,  Delete
AllHR11 Chang  Schedule
AP10.1 Changes (]

A grey clock icon is displayed if a schedule already exist for a report but it is not enabled. A

blue clock icon indicates the the schedule is currently enabled.
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Schedule Report ®
Select schedule to use: ® Select existing © Create new schedule

Schedule name: Every Moming v

Every day at 04 : 59
Select users to email:  ® Select existing Create new group

Email group name: HR Dept v

d.kinsey@kinsey.com

Email format: Adobe PDF (*.pdf) ¥
Send blank reports:

Cancel Save

The scheduling screen allows you to setup new schedules or use existing schedules.

Schedules can be set to run each minute, hour, day, week, month or year.

You can also create or use existing report groups. A report group contains a list of users

you want to receive the report.
Send report export to:
The export options are Excel or Adobe PDF
Send blank reports:
If you want the system to generate and send a report even if there is nothing to

report select this option. This will inform the receipient that the report was run.

Deleting a Report
To delete a report, select the report name and click on Delete. You must have the proper

permissions to delete a report.

Renaming a Report
To Rename a report, select the report name and click on Rename. You must have the

proper permissions to rename a report.
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Object Modeling
The Object Modeling application provides a means to simulate a security change to a

particular object and project the impact on a users security. The optional security objects
are forms, tables or system codes. Additionally the application will check for any potential

Segregation of Duties violations that may be created by the change.

Note: The Segregation of Duties (SoD) application is required to validate potential Sod

e - &8 x
<« C (0 @ esbussrvo0s0 ax @
K Kinsey Fortal 7 ther boskmarks

I(Insey Logged in as: admin
Transaction Auditing Activity Moniter LAUA Reporting LS Reporting Landmark SoD Reporting Analytics Administration
Security Reporting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer Security Utilities
Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days Last 180 days ‘
LS9 Security Changes (Last 180 days) =
dentity | o
Product Line
Category e 1
Program 0
Table 4
Form (Token) e 1
Field 0
Element
Security Class — — 2
Role | 0
User Attribute 3
LSA Configuration | 0
Security Violation
4 8 10 12 1 16 18 2 24 6 8

Changes

® production @ Test - Infor 10/Landmark 11

Copyright Kinsey 2018

Launch the Security Dashboard and select the Object Modeling icon from the LS Reporting
tab.

Start by selecting the server and LDAP profile you want to report on in the top right corner

of the screen.

Production Server Y| *APS v n

Data Last Updated: 12/3/14 14:43
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Search

To start the process simply enter the object in the search box that you would like to model.

A dropdown list of matching objects will automatically be displayed as you start to type.

| Kingey Portal % V) ey Portal Kinsey ObjectModeing X

5 g [ roey St omePa_ [ Mtom

I(Insey- Object Modeling

Search.APlﬂ\
Form/Executables
AP10.1 - Vendor
AP10.2 - Vendor Location
AP10.3 - One Time Vendor
AP10.4 - Customer
AP10.5 - Vendor, Company Codes
AP10.6 - Location, Company Codes
AP10.7 - Vendor Approval

<« Cf esbussrv:9090/KK_LS9ReportingPortalfwhat-if htm ?SERVERID=LSF_PROD&PROFILE=APS

awl =
[Se—

a2l

Data Last Updated: 12/3/14 14:43

Production Server v * APS

Once you have selected the object you can then click on the Find Affected Objects button.

The system will display a list of the Security Classes, Roles and Users that have access to

this object..

Note: the orange padlock icon next to the Task indicates that the object has

ALL_ACCESS. The function codes are displayed for additional modeling purposes.

Kinsey Ports 2 1 ey Portal %) [ ey Opectbockirng. %

£ s [ broey Estus vamepa. [ ¥Sticom

(Insey~ Object Modeling

Search AP10.1

Type System Code Name Description # of SoD Rules
Form/Executable AP AP10.1 Vendor 2
Find Affected Objects
Status Task Task Rule
VSS Vendor Self Service I.N,P
MNitkaAdmin P.NI
APSetup Accounts Payable Setup Screens ACDINP o

Controller I
ALL_INQUIRES

Controller

LLLeLs

2zAPInquiry  zzAPInguiry

Add obiject to a Task

Change Log

« € i [J esbussrv:9090/KK_LS9ReportingPortal/what-if.htm ?SERVERID=LSF_PROD&PROFILE=APS

Run SOD Report

Role

FinSup

GlAccountant -

VendorRole

ayy =
[ Qther bokmaris

'HE

Data Last Updated: 12/3/14 14:43

Production Server v|| *APS

User Rule

hrogers Rogers, Hal ~ALL_ACCESS
mnitka Nitka, Mike ALL_ACCESS
smiller Miller, Sarah ALL_INQUIRES

The next step is to view the vairous routes a user might have to access this object. By

clicking the either a Task (Security Class), Role or User the sytem will draw a map between

objects.

Kinsey Confidential

Page 48 of 81



Security Dashboard User Guide

In the example below the user smiller was selected. A blue line was drawn from smiller to

the Role GLAccountant and then to the tasks associated with GLAccountant that contain the

object AP10.1

) ey Portal x
e c#

PR ; Psr—

¥ioom

I(lnsey~ Object Modeling

Search AP10.1

Type System Code MName Description # of SoD Rules

esbussry: 0000/KK_LSOR tin tal/what-if_ht SERVE RODE&PRC

(] Other bosimarks

Jal2]c]

Data Last Updated: 12/3/14 14:43

Production Server v|| *APS

Object Relationships
m— User - smiller  Hide

Form/Executable AP AP10.1 Vendor 2 Run SOD Report
Find Affected Objects

Status Task Task Rule Role User Rule
W VSS Vendor Self Service IN,P FinSup - hrogers Rogers, Hal ALL_ACCESS
&  MNitkaAdmin PN, GLAccountant - \ mnitka Nitka, Mike ALL_ACCESS
w’  APSetup Accounts Payable Setup Screens ACDINP 4 VendorRole - smiller Miller, Sarah ALL_INQUIRES
&’ Controller Controller |
&/ 2zAPInquiry  zzAPInquiry ALL_INQUIRES

Add object to a Task

Change Log

Similary you can click on the Task APSetup and see the associated Roles and Users
associated with the task or select a Role and map to the Tasks and Users associated with

the Role. You can cancel the mapping by clicking on the Hide link optIon on the legend.

Once you visually understand the mapping you can you multiple modeling options:
1. Remove the object from an assigned Task
Add the object to a new Task

2

3. Change a Task rule

4. Generate Security Reports based on the object selected
5

View potential Segregation of Duties violations.

Removing an Object Assighment from a ExistingTask
To visually see the affect of removing an object from a Task simply click on the green check
mark left of the Tasks list.

Start by clicking on APSetup to see how the object is assigned in security. You will notice
that users hrogers and mnitka have ALL_ACCESS
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' Gsey ol % V| knseypunts %) [ wrseyviectindeiog. x

[ Cc # esbussrv:0090/KK_LSOReportingPortal fwhat-if.htm ?SER)
2 spps [ ey ESBus rome P[] MSticom

)=LSF_PROD&PROFILE=APS av s

(] Other boskmarks

I(Insey— Object Modeling Production Server v | * APS N n

Data Last Updated: 12/3/14 14:43
Search AP10.1 Object Relationships

e Task - APSetup Hide
Type System Code Name Description # of SoD Rules

Form/Executable AP AP10.1 Vendor 2 Run SOD Report

Find Affected Objects

Status Task Task Rule Role User Rule

W VSS Vendor Self Service ILN,P FinSup - ? hrogers Rogers, Hal ALL_ACCESS
'  MNitkaAdmin PN, / GLAccountant - mnitka Nitka, Mike ALL_ACCESS
«’  APSetup Accounts Payable Setup Screens ACDINP o VendorRole - smiller  Miller, Sarah ALL_INQUIRES
'  Controller Controller |

'  zzAPInquiry  zzAPInquiry ALL_INQUIRES

Add object to a Task

Change Log

Copyright (c) 2015

If you then click on the green checkmark next the the Tast APSetup you will see the rule

permissions for hrogers and mnitka change to ‘I’ inquiry only

| frmey portal %V | ey porta %) [ frsey OojectMadeing %
€ & C f [3 esbussrv:9090/KK_LS9ReportingPortal/what-if.htm ?SERVERID=LSF_PROD&PROFILE=APS Qg =
i apps [ sy Esous vome 7. [ Mst.com £ otwr

I(lnsey- Object Modeling Production Server vl *APS . E

Data Last Updated: 12/3/14 14:43

Search |AP10.1 Object Relationships

w— Task - APSetup Hide
Type System Code Name Description # of SoD Rules
Form/Executable AP AP10.1 Vendor 2

Run SOD Report

Find Affected Objects

Status Task Task Rule Role User Rule

W VSS Vendor Self Service NP FinSup - ? hrogers Rogers, Hal

«  MNitkaAdmin PN, / GLAccountant - mnitka Nitka, Mike

A APSetup AceotuntsPavableSetapSereens AGDINR o' VendorRole - smiller  Miller, Sarah ALL_INQUIRES
«’ Controller Controller I

'  zzAPInguiry  zzAPInquiry ALL_INQUIRES

Add object to a Task

Change Log
Disabled security class: APSetup

Copyright (c) 2015

Anytime a users access level changes the new rule will turn to the color orange. To see why
the user has this rule click on the user ID. The application will map the user to their

available Tasks. In the example below the user mnitka also had access to AP10.1 through
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the Controller task and thus receives Inquiry access. So deleting Task APSetup won't

remove access for mnitka because Inquire access is provide through a different Task.

Kiney Ports 2 1 ey Portal %) [ ey Object Modeing

5 gon [ broey Estus vamepa. ] MStecom

(Insey Object Modeling

Search AP10.1

Type System Code Name Description # of SoD Rules
Form/Executable AP AP10.1 Vendor 2

Find Affected Objects

Status Task Task Rule

v

v

w”  Controller Controller |

&’ zzAPInquiry  zzAPInquiry ALL_INQUIRES

Add object to a Task

Change Log
Disabled security class: APSetup

« C f  [J esbussrv:9090/KK_LS9ReportingPortal fwhat-if htm?SERVERID=LSF_PROD&PROFILE=APS Q =

VSs Vendor Self Service ILN,P FinSup - ? hrogers Rogers, Hal
MNitkaAdmin PN / GLAccountant - mnitka Nitka, Mike
o

Production Server v *APS r n n

Data Last Updated: 12/3/14 14:43
Object Relationships
e Task - APSetup Hide

—— Jser - mnitka  Hide

Run SOD Report

Role User Rule

VendorRole - smiller Miller, Sarah ALL_INQUIRES

Copyright (c) 2015

Adding an Object to a New Task

To visually see the affect of adding an object to a new Task click on the “"Add object to a

Task” link. You will have the the option of entering the Task you would like to add the

object to.

- Add Object to Security Class

Add object (AP10.1) to the Task: |AP|

ACCapitalization - Activity
Cancel Capitalization 1

APAnalysis - Accounts Payable

Analysis

APPLSS - Applicant Self Service
APPLSSINQ - Test Addition Inquire

APProcessing - Accounts Payable
Proccessing Screens

ADCAtism  Acmmiimbe Dasinbla Coakion 7

Note: This is only a model, no change is being made to security during this process.

The result of adding form AP10.1 to ACCapitalization shows 1 additional user and 1

additonal Role in the model and how adding the object will change the assigned users

permissions.
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| Knseyportzl V| kinsey Portal 5 V[ kinsey Object Moceing
€ > C i [ esbussrv:9090/KK_LS9ReportingPortal/what-if.htm ?SERVERID=LSF_PROD&PROFILE=APS Qe =
% Apps Kinsey ESBus Home Pa. MSN. com (3 Other bookmarks
I(Insey Object Modeling ‘ Production Server v|| * APS v
Data Last Updated: 12/3/14 14:43
Search ‘APlO.l Object Relationships
e Task - APSetup ide
Type System Code Name Description # of SoD Rules . |
m— (Jser - mnitka ide

Form/Executable AP AP10.1 Vendor 2 Run SOD Report

Find Affected Objects
Status Task Task Rule Role User Rule

 VSS Vendor Self Service I,N,P FinSup = < hrogers Rogers, Hal |

7  MNitkaAdmin PN, GlAccountant - mnitka  Nitka, Mike A,C,D,I,N,P

K  APSetup AceotntsPayable SetupSereens ACBHNR o) VendorRole - smiller  Miller, Sarah ALL_INQUIRES

«/ Controller Controller | ACExpert - lawson Lawson, Lawson A,C,D,I,N,P

&/  zzAPInquiry 2zAPInquiry ALL_INQUIRES ACAssetManager -

&/ ACCapitalization Activity Capitalization 1 ACDINP &'

Add object to a Task
Change Log
Disabled security class: APSetup
Added security class: ACCapitalization
Copyright (c) 2015

Changing a Forms Function Code Rule

This option give you the ability to see the affect of changing a rule on a Task . In the
example below the maping indicates that 2 users have ALL_ACCESS to form AP10.1 via the
APSetup task.

| Hinsey Portsl %V dirmey Portsl = Kraey Objectbodelng %

€ fi [ eshussrv:9090/KK_L59ReportingPort
i agps [ noey EstusomePa.. [ MSTtcom

I(Inseym Object Modeling Production Server v | * APS v n .

Data Last Updated: 12/3/14 14:43

'what-if htm?SERVERI F_PRODRPROFILE=APS

Search AP10.1 Object Relationships

e Task - APSetup Hide
Type System Code Name  Description # of SoD Rules
Form/Executable AP AP10.1 Vendor 2 Run SOD Report

Find Affected Objects

Status Task Task Rule Role User Rule
' VSS Vendor Self Service I.N,P FinSup - ? hrogers Rogers, Hal ALL_ACCESS
+  MNitkaAdmin PN / GlLAccountant - mnitka Nitka, Mike ALL_ACCESS
" APSetup Accounts Payable Setup Screens ACDJINP o VendorRole - smiller Miller, Sarah ALL_INQUIRES
w”  Controller Controller |
&’ zzAPInquiry  zzAPInquiry ALL_INQUIRES

Add object to a Task
Change Log

Copyright (c) 2015
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To model the affect of changing the current rule simply click on the rule and a box will

aprear.

Status Tasks(5) Task Rule

v Vss I,N,P

¥/ MNitkaAdmin PN

%/ APSetup ACDINP @
%/ Controller |

W/  zzAPInquiry  ALL_INQUIRES

At this point you can add additional function codeS or delete existing function codes.

| sy Poctal x V| ey porta 1 [ ransey cosect Modeing
« C # [ esbussrv:9090/KK_LSOReportingPortalfwhat-if.htm ?SERVERID=LSF_PROD&PROFILE=APS avl=
i apps B orsey ESBus Home Pe. [ MSN.com (] Other baokmeris

I(Inseyu Object Modeling Production Server  *|| * APS M n n

Data Last Updated: 12/3/14 14:43

Search AP10.1 Object Relationships

e Task - APSetup Hide
Type System Code Name Description # of SoD Rules
Form/Executable AP AP10.1 Vendor 2 Run SOD Report

Find Affected Objects

Status Task Task Rule Role User Rule
W VSS Vendor Self Service I,NP FinSup - < hrogers Rogers, Hal
&  MNitkaAdmin P.N,I / GlLAccountant - mnitka Nitka, Mike
" APSetup Accounts Payable Setup Screens VendorRole - smiller  Miller, Sarah ALL_INQUIRES
w” Controller Controller |
&/ 2zAPInquiry  zzAPInquiry ALL_INQUIRES

Add object to a Task

Change Log
Changed security class: APSetup from A,C,D,I,N,P to A,C,|

Copyright (c) 2015

When you tab out of the field the users new permission will be displayed.

Note: The system does NOT validate the available for function codes. Entering an

invalid value will result in the appliation thinking the user now has this value.

Note: The application will display the "least restrive” access to the object you are working
with. For example, if a user is assigned a Role that provides Inquiry only access and
another Role that provides ALL_ACCESS the users access will be displayed as ALL_ACCESS
(least restrictive)
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Additional Rule options that will be resolved correctly are:
o ALL_ACCESS
o ALL_INQUIRY
o ALL_DELETE
o ALL_ADD
o NO_ACCESS

Linking to Security Reports
This option gives you ability to drill directly to your security reports. By right clicking on any

of the displayed objects you will have various reporting options.

fansay Partal % V| ey Portal %) [ fisey CbiectModklrg. %
€ 2 C fi [ esbussrv:9090/KK_LSOReportingPortalwhat-ifhtm 2SERVERID=LSF_PROD&PROFILE=APS Qv =
* apps [ onsey Estus Home P, [ veste.com [ Other bockmarks

I(Insey Object Modeling Production Server  *|  * APS . n E

Data Last Updated: 12/3/14 14:43
Search AP10.1

Type System Code Name Description # of SoD Rules
Form/Executable AP AP10.1 Vendor 2 Run SOD Report

Find Affected Objects

FinSup
Roles - Tasks
Status Task Task Rule Role  Role - Task - Form User Rule
' VSS Vendor Self Service INP FinSup - hrogers Rogers, Hal ALL_ACCESS
"  MNitkaAdmin P.NJI GLAccountant - mnitka Nitka, Mike ~ALL_ACCESS
«”  APSetup Accounts Payable Setup Screens ACDINP & VendorRole - smiller  Miller, Sarah ALL_INQUIRES
«”  Controller Controller I
«" 2zAPInquiry  zzAPInquiry ALL_INQUIRES
Add object to a Task
Change Log

In this example you can view the Tasks assigned to Role FinSup by selecting the Role -
Task report.
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rmey Portal %V [ ey Por % Y| insey Object Madeing

€ # | [ esbussrv:0090/KK_LSOReportingPortalfilters. htr R\
£ apps [ srsey ESBus Home Pa.. [ MSM.com
|(|nsey“ Role - Task
Server: LSF_PROD | Profile: APS

Expand Groups Collapse Groups Clear Filters

Drag a column and drop it here to group by that column
Role T Role Descriptior 7 Task
FinSup AMProcessing
FinSup AMSetup
FinSup APProcessing
FinSup APSetup
FinSup Controller
FinSup DataAreaAccess
FinSup GLDataEntry
FinSup GLProcessing
FinSup IFSubsystem
FinSup JournalEntry
FinSup MSAddQueryDist
FinSup MSAddQueryHR
FinSup POSetup
FinSup TESetup
FinSup TXSetup
FinSup ACAnalysis

APSRID=1428ROLEFIL TER=FinSup Qs =

[ Qther bakmaris

pdelHlal?c

Show Search Criteria

20 records

T | Task Description Y|~
Asset Management Processing
Asset Management Setup
Accounts Payable Proccessing Screens
Accounts Payable Setup Screens

Controller

General Ledger Data Entry

GL Processing for AP/GL Clerk

IF Subsystem

JOURNAL ENTRY

MS Addin Query Only - Distribution Suite
MS Addin Query Only - HR Suite
Procurement Setup and Upper Level Process
Term Code Setup for Accounts Payable

Tax Setup for Accounts Payable

Activity Management Analysist -
Copyright (c) 2015

Viewing potential Segregation of Duties violations

Note: this option is only available if you have purchase the SOD application.

This option gives you ability to see if any of the changes you are considering would cause a

violation to an SOD policy. When a task assignement or rule is changed as seen in the prior

sections, the application will display the user new permission in orange. This is an

indication that you may need to run the SOD report. The report will only work with the

policies that contain the object being modeled.
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_ Fansey porsl % ¥ knsey portsl )] [ xrser oosectaceing
<« C [ esbussrv: 9090/KK_LSOF
51 appn [ Hraey ESBun P[] Mo

Portal{what-if.htm PSERVERID=LSF_PROD&PROFILE=APS Qe =

(] Other boskmrks.

I(Insey» Object Modeling Production Server || *APS v n E

Data Last Updated: 12/3/14 14:43
Search AP10.1 Object Relationships

s Task - APSetup Hide
Type System Code Name Description # of SoD Rules

Form/Executable AP AP10.1 Vender 2 Run SOD Report ‘i Ej @ @

Find Affected Objects

Status Task Task Rule Role User Rule

W VSS Vendor Self Service ILN,P FinSup - ? hrogers Rogers, Hal

«  MNitkaAdmin PN, /GLAccauntant - mnitka Nitka, Mike

' APSetup Accounts Payable Setup Screens VendorRole - smiller  Miller, Sarah ALL_INQUIRES
«”  Controller Controller |

«" 2zAPInquiry  zzAPInquiry ALL_INQUIRES

Add object to a Task

Change Log
Changed security class: APSetup from A,C,D,I,N,P to A,C

Copyright (c) 2015

In the example above we can see that the function code rules were affected by the change

to Tasks APSetup. This is an indication that the SOD report may need to be run.

Select the SOD Reporting link. Once the report is finished the application will display the
following options.

i* SOD Report Sorted by User

EJ SOD Report Sorted by Policy
<< SOD Report by Role Group

SOD Report by Role Group

Kinsey Confidential Page 56 of 81



Security Dashboard User Guide

Role Modeling
The Role Modeling application provides a means to simulate the affect on securty of

changing a users Role assigmment or changing the security classes assigned to a Role.

Launch the Security Dashboard and select the Role Modeling icon from the LS Reporting tab.

 Kinsey Portal
€« C ( @ esbussr:
K Kinsey Portal T

I(Insey Logged in as: admin
Transaction Auditing Activity Monitor LAUA Reporting LS Reporting Landmark SoD Reporting Analytics Administration
Security Reporting Security Analyzer Security Auditing Object Modeling Role Modeling Object Comparison Security Visualizer Security Utilities
Last 24 Hours Last 7 days Last 14 days Last 31 days Last 90 days Last 180 days

LS9 Security Changes (Last 180 days)

dentity | o
Product Line

Y —1
Program | 0
Table e—————
Form (Token) e 1
Field 0
Element
Security Class — — 2
Role 0
User Attribute  ee—3
LSA Configuration | 0
Security Violation
4 6 ] 10 12 14 16 18 20 22 24 26 28

Changes

® production @ Test - Infor 10/Landmark 11

Start by selecting the server and Server you want to work with in the top right corner of the

screen. The Profile will be based on the default set on the Admin Configuration page.

The following modeling options are available:
o Add a Role to a User
o Remove a Role from a User
o Add a Security Class to a Role

o Remove a Security Class from a Role

Adding a Role to a User

Use this option if you want to review the affect of adding a Role to a specific users security
settings.

On the Add Role tab select a user from the dropdown list. The application will display the

Roles currently assigned to the user.
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- o x

a+« 0

551 apps. i Kinsey Portal Other baokmarks

kinsey [ o voseine e A | 2 | -

Data Last Updated: 6/9/2017 11:33AM

Add a Role Remove a Role Add a Security Class Remove a Security Class Run Report Run SOD Report No Changes

Available Users: Contains: Add Role: Contains:
| select v | | select v
Select

adavis - Davis, Angie

awhite - White, Al

bthomas - Thomas, Bill
fnelson - Nelson, Frank
hroberts - Roberts, Helen
hrogers - Rogers, Hal
isolatedsoduser - SOD, Isolated

lawson - Lawson, Lawson
mnitka - Nitka, Mike
schristian - Christian, Sammy
smiller - Miller, Sarah

Copyright (c) 2017 - ver 5.0

Using the Add Role dropdown select the Role you would like to add and click on the Add
Role button. A list of your current selection is displayed in the top right corner of the
screen. There is no limit to the number of changes you can model prior to running the
report. For example, you can delete a Role from a user and add a different Role prior to

running the security report.

Other options include removing a Role from User, adding a Security Class to a Role, and

removing a Security Class from a Role.

Once you have finished your selections click on the Run Report tab. The application will
launch the LS Security Analyzer reporting screen. From there you can run an pre-saved
report or select the RUN button to generate a report based on the model criteria. Running a
report based on the model critera will include all users assigned to any role used for
modeling. This is true even if you are simply adding a role to a user. Any other user that

shares that same role will be included on the report.
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[ Ky Role Moeling X
€ C O @ esbussiv

ke finsey Portal T

I(Insey E Role Modeling

Add a Role Remove a Role Add a Security Class Remove a Security Cl
Execute Saved Reports Role
ACBRIobBBalh
All
ST
Jinelson 1

Helen & Ha
HR L

Copyright (c) 2018 - ver 5.0

Set as default Production - LSISERVER

lass Run Report

CUNCUN SR NI NS

schristian (Christian, Sammy

=] - o x

a4« O @

Other baokmarks

A ]|

Data Last Updated: 3/6/2018 1:21PM

Run SOD Report Show Changes

By selecting fnelson from the saved report list the Excel document will only include fnelson

results, however if you are not using a saved a report you can select RUN to generate an

report showing all users attached to the role you are modeling. The screen shot below are

the results of the fnelson report. Had the RUN button been selected instead all of the users

in the User window would have been included on the report.

EHI-¢-YA&EDEF- 1390850135 - Microsaft Excel P oEn
Wome  nset  Pagelsyout  fomuiss  Dats  Revew  View  Devlopsr  Adins  Acovat v @@ The color of the cell is
G128 - £ | NO_ACCESS )
] 4 A B c D E F 6 H = an indication of the
1 Summary of Lawson Access (LS9 Security) - Forms Roles assigned to User %
Achssetanager level of change to a
xpert
HRDirector user’s access.
FinSup
2 Roles added to users:Roles deleted from users:fnelson = {ACExpert} ARSuper
3 Users
Sys
4 Code FormID Title Role Security Class  Available Functions fnelson BIaCk Ru Ie
5 AC  AC00.1 Activity Group A,C,D,I,N,P 1,N,P N 0 | m pa Ct
+/ | 9 AC  AC002 calendar A,C,D,IN,P 1, TIME_RULE
# |13 AC AC00.3  Activity Group Purge Status C,I,N,P |
+| |16 AC  ACO1.1 Mass Activity Copy +-,A,C,D,F,|,M,N,P,RUV, NO_ACCESS
+| | 18 AC  ACO1.2 Additional Parameters NO FC NO_ACCESS Red
+ |20 AC ACO01.3  Inquire Filter NOFC NO_ACCESS R
+ |22 AC  ACOL4 Automatic Activity ACD,I NO_ACCESS (0] b_] ect access removed
+l |24 Ac  ACO15 Automatic Level A,C,D,1 NO_ACCESS
|26 AC ACO2.1 Status +-ACI 1
# |30 AC AC03.1 Resource A,C,D,I,N,P |
+| |34 AC  AC03.2 ACPerson Assignment +-A,C1N,P 1 G reen
+| |38 AC AC03.3 HREmployee Assignment +-A,CLN,P | 3
+ |42 AC AC03.4 Vendor Assignment +-A,CI,N,P | O bJ eCt a Ccess g ra n ted
+| | 46 AC  AC03.5 Asset Assignment +-A,C1N,P 1
+| | 50 AC AC03.6 Equipment Assignment +,-,A,CLN,P |
+| | 54 AC AC03.7 Role Assignment +-,A,C,D,IN,P | BI u e
+/ |58 AC  AC03.8 Roles +,-,A,C,1 1
+| |62 AC  ACD3.9 Resource Account cl 1 Obj ect access Changed
+ | 66 AC AC04.1 GLCode +-,AC1 |
+ |69 AC ACO5.1 Account Categories NO FC I
+/ |72 AC  AC06.1 Override Account Categories +-,C,1LN,P 1
# | 76 AC AC06.2 Override Mass Add/Change ACI |
13 » W1 Forms / Fonn Comiions . Tables _ brogram Godes 7/ Fiels 7 Field Corditiors”_Furlion - A 41 I | 'TI]v
Reagy | 3 | [Eom % & ©)
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Object Comparison

The Object Comparison application allows you to check for redundancies in your security

model. By comparing every Role to everyother Role or every Task (security class) to every

other Task you will get a visual represnetation of where you might have overlap. The

intention of the appliation is to reduce redundancies in your security model. You should start
by focusing on those objects that have a very hight smilar percentage.

)/ 0 e ~

|8lls]@] 8 |

€« C fi [ esbussiv:e
£ pps ] Kinsey Portad [ Ms¥.com

kinsey

Security Reporting Security Analyzer S

sst 24 Hours | Last 7 days Last 14 days Last 31 days

LS Reporting

B B B

Auditing Ibject Modeling Role Modeling Object Comparisor

LS9 Security Changes (Last 31 days)

a

Last 180 days

Logged in as: admin

Security Utlitie

Change

M Production I Development

(3 Other bookmarks

Launch the Security Dashboard from your Windows browser and select the LS Reporting tab
and select the Object Comparison icon.
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Start by selecting the server and LDAP profile you want to report on in the top right corner

of the screen.

Production Server || *APS v E

< 9090/KK_ tm?SERVERID =LSF_PROD&PROFILE=APS avy| =
4 E Pa. (21 Otter bockmarks
I(lnsev’ Object Comparison Production Server ¥ || * APS . n n
Compare what?| Roles  *| () Compare objects Compare Records: 792
Role (a) Role (b) Common Similarity (%) Absorbed (%)

7= 7= Objects

+ HRClerical (10) HRGeneralist (12) 9 69.2% I 75.0%

+ HRGeneralist (12) HRClerical (10) 9 69.2% 90.0%

+ CustomerRole (4) RSSRequester (4) 3 60.0% I 75.0%

+ RSSRequester (4) CustomerRole (4) 3 60.0% — 75.0%

+ SmartReconAdminRole (5) smartReconRole (3) 3 60.0% 100.0%

+ SmartReconRole (3) SmartReconAdminRole (5) 3 60.0% —— 60.0%

+ EmployeeRole (5) ManagerRole (6) 4 57.1% N 66.7%

+ ManagerRole (6) EmployeeRole (5) a 57.1% ——— 80.0%

4+ HRDirector (20) HRGeneralist (12) 11 52.4% 91.7%

+ HRGeneralist (12) HRDirector (20) 11 52.4% — 55.0%

+ ApplicantRole (3) VendorRole (3) 2 50.0% I 66.7%

+ ApplicantRole (3) FinancialRole (3) 2 50.0% —— 66.7%

+ BRBiller (2) BRReportingAdministrator (4) 2 50.0% — 50.0%

1to 100 Next
Copyright (c) 2015

You can then select to compare all Roles or all Tasks (Security Classes) from the dropdown
selection. There are 2 levels of comparison for each object. When comparing Roles you can
either compare Role/Task assignments or Role/Object assignments to all other Roles. When
comparing Task you can compare Task/Object or Task/Rule to all other Tasks.

Comparing Roles-Tasks Assignments

Once you have selected the server and profile select Roles from the ‘Compare What?’
dropdown window and then click on the compare button. The application will compare every
Role to every other Role. The graph will reflect how similar the Role-Tasks assignments are

and where one Role could completely absorb another Role.
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[ kinsey Portal % V[ Kinsey Portal % J [ Knsey Obpect Compareon X

€« C' A [3 esbussrv:9090/KK_L S9ReportingPortal/compare.htm?SERVERID=LSF_PROD&PROFILE=APS Q| =
i3 apps [ Kinsey ESBus Home Pa... [ MSN.com [ Other bookmarks
I(Insey Object Comparison Production Server ¥ || * APS v E n
Compare what?| Roles v Compare objects Compare Records: 792
Role (a) Role (b) Common Similarity (%) Absorbed (%)
7= 7= Objects
+ HRClerical (10) HRGeneralist (12) 9 69.2% 75.0%
+ HRGeneralist (12) HRClerical (10) 9 69.2% 90.0%
+ CustomerRole (4) RSSRequester (4) 3 60.0% 75.0%
+ RSSRequester (4) CustomerRole (4) 3 60.0% 75.0%
= SmartReconAdminRole (5) SmartReconRole (3) 3 60.0% 100.0%
Task SmartReconAdminRole SmartReconRole
AlIGENAccess v v
AlIRMAccess v x
Bookmark v v
SMP v v
Task: SMR
sy Role | Task v x
Task | Form
+ sm R SmartReconAdminRole (5) 3 60.0% — 60.0%
+ EmployeeRole (5) ManagerRole (6) 4 57.1% I 66.7%
+ ManagerRole (6) EmploveeRole (5) 4 57.1% 80.0% o
1 to 100 Next
Copyright (c) 2015

In this example you can see that the Role SmartReconAdminRole and SmartReconRole are
60% similar (green graph) By clicking on the plus sign left of the Role you can see how the
Roles differ in their Task assignments. You can also drill to the the security reports for more

information on a specific Task by simply clicking on the Task name.

The absorbtion graph (blue) indicates how much one Role can completely absorb another
Role. In the example above you can see that all of the Tasks assigned to the

SmartReconRole Role are also assighed to the SmartReconAdminRole Role.

Comparing Roles-Tasks Assignments at the Object Level
The Compare Objects checkbox allows you to compare at a more granular level. For this
comparison the application will compare how forms, categories, programs and tables are

assigned to a Role.

Once you have selected the server and profile select Roles from the ‘Compare What?’
dropdown window, select the Compare Objects checkbox and then click on the Compare
button. The application will compare every Role to every other Role. The graph will reflect
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how similar the Role-Object assignments are and where one Role could completely absorb

another Role.

) Knsey Portal x ¥ [] Kinsey Pertal %V [ Kinsey Object Comparison %
€« C A [3 esbussrv:9090/KK_LS9ReportingPortal/compare.htm?SERVERID=LSF_PROD&PROFILE=APS Qe =
ops B Kinsey E5Bus Home Pa... [ MSN.com [ other bookmarks
kinsey  [EJ oot conpaion Ererrae—| & | ? |
Compare what?| Roles  v|@ Compareobjects | Compare Records: 1,086
Role (a) Role (b) Commen Similarity (%) Absorbed (%)
7= e Objects
- SmartReconAdminRole (94) SmartReconRole (90) % 95.7% 100.0%
Object Type Object Role (a) Task Rule Role (b) Task Rule
caT AP SmartReconAdminRole SMR *ALL_ACCESS' SmartReconRole SMR ‘ALL_ACCESS'
caT cs SmartReconAdminRole AlIGENACeess *ALL_ACCESS' SmartReconRole AlIGENACCess 'ALL_ACCESS'
caT ic SmartReconAdminRole SMR *ALL_ACCESS' SmartReconRole SMR ‘ALL_ACCESS'
caT s SsmartReconAdminRole AlIGENAceess "ALL_ACCESS' SmartReconRole AlGENACeess 'ALL_ACCESS'
caT Lo smartReconAdminRole Bookmark  'ALL_ACCESS' SmartReconRole Bookmark 'ALL_ACCESS'
caT MA SmartReconAdminRole SMR *ALL_ACCESS' SmartReconRole SMR 'ALL_ACCESS'
caT °0 SmartReconAdminRole SMR 'ALL_ACCESS' SmartReconRole SMR 'ALL_ACCESS'
caT RD SmartReconAdminRole Bookmark  "ALL_ACCESS' SmartReconRole Bookmark ‘AL ACCESS'
caT sc SmartReconAdminRole AllGENAceess AL ACCESS' SmartReconRole AlGENAceess 'ALL_ACCESS'
caT uN SmartReconAdminRole AllGENAceess "ALL_ACCESS' SmartReconRole AlGENAceess 'ALL_ACCESS'
POL PDLS_SGEN SmartReconAdminRole AllGENAceess *ALL_ACCESS' SmartReconRole AlGENACeess 'ALL_ACCESS'
PDL PDLS_SLIVE SmartReconAdminRole SMR *ALL_ACCESS' SmartReconRole SMR ‘ALL_ACCESS'
PDL PDLS_SLOGAN SmartReconAdminRole Bookmark  *ALL_ACCESS' SmartReconRole Bookmark 'ALL_ACCESS'
PGM Lo12 SmartReconAdminRole Bookmark  *ALL_ACCESS' SmartReconRole Bookmark 'ALL_ACCESS'
PGM 1013 SmartReconAdminRole Bookmark  *ALL_ACCESS' SmartReconRole Bookmark 'ALL_ACCESS'
PGM Lo14 SmartReconAdminRole Bookmark  *ALL_ACCESS' SmartReconRole Bookmark 'ALL_ACCESS'
PGM 1015 SmartReconAdminRole Bookmark  *ALL_ACCESS' SmartReconRole Baokmark 'ALL_ACCESS'
PGM MAG7 SmartReconAdminRole SMR *ALL_ACCESS' SmartReconRole SMR 'ALL_ACCESS'
PGM RD69 SmartReconAdminRole Bookmark  "ALL_ACCESS' SmartReconRole Bookmark 'ALL_ACCESS'
PGM UNIS SmartReconAdminRole AlGENAccess "ALL_ACCESS' SmartReconRole AlGENAccess 'ALL_ACCESS'
PGM UNPD SmartReconAdminRole AllGENAccess AL ACCESS' SmartReconRole AllGENAccess 'ALL_ACCESS'
PGM UNPM SmartReconAdminRole AllGENAccess AL ACCESS' SmartReconRole AllGENAccess 'ALL_ACCESS'
RMO Group SmartReconAdminRole AllRMAccess ‘AL ACCESS' -
RMO Resource SmartReconAdminRole AllRMAccess *ALL_ACCESS' -
RMO Role SmartReconAdminRole AllRMAccess *ALL_ACCESS' -
RMO Structure SmartReconAdminRole AllRMAccess ‘AL ACCESS' - -
1to 100 Next
Copyright (c) 2015

In this example you can see that the Role SmartReconAdminRole and SmartReconRole are

now 95.6% similar (green graph) in stead of 60% as reflected at the Role-Task level. By

clicking on the plus sign left of the Role you can see how the Roles differ in their

assignments. You can also drill to the the security reports for more information on a specific

Obect by simply clicking on the Object ID.

The difference between the 2 Roles is hightlighted in pink.

Note: The Role Comparison option does not compare at the Rule level. This is a

highlevel view of how objects are assigned to a Role and does not take form level

access into consideration.
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Comparing Tasks Assignments

Once you have selected the server and profile select Tasks from the ‘Compare What?’

dropdown window and then click on the Compare button. The application will compare every

Task to every other Task. The graph will reflect how similar the Tasks object assignments

are and where one Task could completely absorb another Task.

[ Knsey portal

% V[ insey Portal

%V [ insey Object Comparison %

V=
+

+ + + + +

Task (a)

AMUpdates01 (2)

AMUpdates02 (2)

Object Type Object
CAT AM
TKN AM145

HRSetup03 (2)
HRSetup04 (3)
IFSetup00 (141)
IFSetup01 (73)

APSetup00 (90)

ADPSatiinN1 (A7)

Compare rules

Task (b)

AMUpdates02 (2)

AMUpdates01 (2)

Task (a)

AMUpdates02 'ALL_ACCESS'
AMUpdates02 'ALL_ACCESS'

HRSetup04 (3)
HRSetup03 (2)
IFSetup01 (73)
IFSetup00 (141)

APSetup01 (42)

ADPSatimNN (AN

Compare

Common Similarity (%)

Objects
2

2

Rule

73
73

42

VGl

Task (b)

€« C A | [ esbussrv:9090/KK_LS9ReportingPortal/compare.htm?SERVERID=LSF_PROD&PROFILE=APS
£ apps [ Kinsey Esbus Home Pa... [} MsN.com

I(Insey" Object Comparison

Compare what?| Tasks

Rule

AMUpdates01 'ALL_ACCESS'
AMUpdates01 'l,J,M,N,P,R’

100.0%

100.0%

66.7%

66.7%

51.8%

51.8%

46.7%

AR To%

Production Server M MIN

Absorbed (%)

. 100.0%

I 100.0%

I 66.7%
. 100.0%
I —— 100.0%
L] 51.8%
. 100.0%

—— NG 7oL

4al2]c

Records: 2,514

Qs

(3 other bookmarks

1to 100 Next

Copyright (c) 2015

In this example you can see that the Task AMUpdates02 and AMUpdates01 are 100%

similar (green graph) at the Task-Object level. This level of reporting does not take the rule

into account, only the object assigment. By clicking on the plus sign left of the Task you can

see how the Tasks differ in their rule assignments. You can also drill to the the security

reports for more information on a specific Object by right clicking on the Object name.

The absorbtion graph (blue) indicates how much one Task can completely absorb another

Task. In the example above you can see that all of the Objects assigned to the

AMUpdates02 Task are also assigned to the AMUpdates01 Task. This is not necessarily an

indication that you can ellimiate a Task. At this point no comparison has been done at the

Rule

level.

Kinsey Confidential

Page 64 of 81



Security Dashboard User Guide

Comparing Tasks Assignments at the Object Level
The Compare Objects checkbox allows you to compare at a more granular level. For this
comparison the application will compare how categories, programs, tables and rules are

assigned to a Task.

Once you have selected the server and profile select Tasks from the ‘Compare What?’
dropdown window, select the Compare Objects checkbox and then click on the Compare
button. The application will compare every Task to every other Task. The graph will reflect
how similar the Task-Object assignments are and where one Task could completely absorb

another Task.

) Knsey Portal % V[ insey Portal %V [ kinsey Object Comparison

= C' A [1 esbussrv:9090/KK_LS9ReportingPortal/compare.htm ?SERVERID=LSF_PROD&PROFILE=APS Q2| =
2% apps [E Kinsey ESBus Home Pa... [ MsN.com [ other bookmarks
I(Insey Object Comparison Production Server v|| MIN v E
Compare what?| Tasks  v| @ Compare rules Compare Records: 27 (filtered)
Task (a) Task (b) Common Similarity (%) Absorbed (%)
7= amu 7= Objects
= AMUpdates01 (2) AMUpdates02 (2) 1 33.3% | 50.0%
Object Type Object Task (a) Rule Task (b) Rule
CAT AM AMUpdates01 'ALL_ACCESS' AMUpdates02 'ALL_ACCESS'
TKN AM145 AMUpdates01 'l,J,M,N,P,R’ AMUpdates02 'ALL_ACCESS'
+ AMUpdates01 (2) AMMisc00 (2) 1 33.3% L 50.0%
4+ AMUpdates02 (2) AMUpdates01 (2) 1 33.3% I 50.0%
+ AMUpdates02 (2) AMMisc00 (2) 1 33.3% | 50.0%
+ AMUpdates01 (2) AMPurges00 (5) 1 16.7% I 20.0%
4+ AMUpdates02 (2) AMPurges00 (5) 1 16.7% I 20.0%
+ AMUpdates01 (2) AMiInterfaces00 (8) 1 11.1% | 12.5%
L AN InAatacn? (D) ANMIntarfaracnn Q) 1 11 104 — 17 R04 e
1to 27
Copyright (c) 2015

In this example you can see that the Task AMUpdates02 and AMUpdates01 now only 33%
similar (green graph) in stead of 100% as reflected at the Task-Object level. By clicking on
the plus sign left of the Task you can see how the Tasks differ in their assignments. You can
also drill to the the security reports for more information on a specific Obect by right clicking
on the Object ID.

The differences between the 2 Tasks are hightlighted in blue.
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Security Visualizer

The Security Visualizer provides a graphical representation of your security model. You will

be able to drill to security reports at either the User, Role or Security Class (Task) level.
Additionally you can assign Roles to Users or Secutity Class to Roles and upload the changes
to LS security provide you have valid credentials.

€« caH

Identity
Prod Line
Category
Program

Table

Form (Token)

Field
Element
Security Class

Role

P ormmea <\

|8lls]@] 8 |

User Atribute

esbussrv:909(

i1 aops 1) Kinsey portal [ Mshi.com

kinsey

Security Reporting Security Analyzer

a

(] Other bookmarks

Logged in as: admin

Sec Re Object C Sec )
Last 24 Hours Last 14 days Last 31 days Last 90 days Last 180 days
LS9 Security Changes (Last 31 days) =
8
8
_—
JE—
8
<o ,
12
8
8
8
8
10 1 1 12¢ 0
Changes

M production Il Development

Launch

the Security Dashboard from your Windows browser and select the LS Reporting tab and

select the Security Visualizer icon.
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Displaying a User Map

Start by selecting the server and LDAP profile you want to report on in the top right corner
of the screen.

Production Server r * APS v ﬂ

Data Last Updated: 2/20/15 14:35

By defaut the application will display a map of the first 100 users in the system and their

corresponding Role/Security Class assignments.

Kinsey Seurty Vauslzer X
« C & | [ esbussrv:9090/KK_LS9Reportingf sv_index.htm?SERVERID=LSF_PROC Q 7ol =
5 ae [ Knsey Estusiomepa.. [ Msttcom

kinsey ] sccviy visotee

(sarah Miller)

PortalBockmarkAdminRole GlAccountant

Datadveadccess (1)

You can select an object at any of the 3 levels to view the assignments. In this example I
select user ‘smiller’ to see the assigned Roles and Security Classes. I could have selected
any of the Role to see the users are assigned or selected a Security Class to see the Role

and User assignments.

Once you have selected a map you can view specific security settings for any highlighted

object.
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The pop up window allows me to view this mapping in a new window or link to the security

LS security reports..

i
smiller
(Sarah Miller)

ACDataEnt GLAccountant

PortalBookmarkAdminRole ARSupe GLAccountant

R PR, T

kinsey .

Role | Task
User | Role

Open new window

plollale?]c
Shew Search Criteria

T Task Description
22APinciy

EBNInguiry

for ABJGL Clerk
ntry#2

When I selected a report link the appropriate LS report including the filters will be displayed

on a new browser page.

If I select the Open New Window option the map will display all objects associated the with

selected object. In this example the Role GLAccountant was only assigned to smiller,

however had the Role been assigned to another user both users and their mapping would
have been displayed.

Knsey Securty Vousizer X

i agon [ ey essunramasa . [ vscon

kinsey [ v

i

C 1 esbussrv )/KK_LS9ReportingPortal/sv_index.htm?ZOOMTO=1&SERVER

Showing role: GLAccountant
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Settings

The settings buttom provides some default options for the current session.

Settings X

Hide self-service users: L4
Show node connections:

Hide navigator:

Show log:

Maximum users to display: 100 ¥

Save

Hide self-service users: This option will be check by default. The application will look for
specific settings in LDAP to determine which users are Self-
Server and which are back office users.

Show node connections:  The node connections are the lines that lines that link objects
when the map is displayed. By defaults the mapping is not
displayed until you select a speicific object.

Hide navigator: The navigator is used to quickly move to other sections of the
map. The navigator window will be displayed in the top right
corner of the page.

W

By dragging he grey shadowed section within the section the
map will change orientations.

Show log: The option will display a list of any new or deleted assignments
created during the session. The list of changes can then be
upload to LDPA provided you have the proper credentials. This is
explained in more detail in the Modifying Role Assignments and
Modifying Security Class Assignments sections below.

Maximum users to display: The options are 50, 100, 250 or 500
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Applying Filters to a User Map

Filters will allow you to work with a smaller group of objects when displaying a map. The

are 3 filters you can use prior to displaying the map:

e Users
e Role

e Task (Security Class)

The User filter provides 3 options; user name, group name or all users assigned a specific

Role.

The Name option will use the full name of the

user assigned in LDAP. This is not the users

login ID. The filter logic uses a ‘Contains’

E Filter Objects

statement to select the users to display. So for User

Mot Selected ¥

Not Selected

example if I enter *h’ I will see a map for Helen
Roberts, Sarah Miller and Hal Ragers. All 3

users have an *h’ in their name.

The Group and Has Role filters work the same

way utilizing contains logic to build the map.

Name
Group

Has Role
as

Mot Selected ¥

Filter

The Role filter is similar to the User filter but only provides one option.

The application will find all Roles that contain

any part of what is entered. For example if I

enter ‘per’ the Roles ACExpert, ARSuper and

APSuper will be displayed.

E Filter Objects

User

Mot Selected ¥ | |a

Role

Mot Selected ¥

Not Selected

MName

Mot Selected -

Filter
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The Task (Security Class) filter is similar to the other two and provides a couple of options.

You can enter any part of a Task name and the E Filter Objects X

application will use ‘contains’ logic to find U
Ser

matching Tasks. Mot Selected ¥

Role

The Has Object option allows you to enter a Not Selected ¥

specific form or table that might be contained in

Task

a Security Class. For example if HR11.1 is N
Not Selected |

entered as the Object name all Users, Roles and Mot Selected
Name Filter

Security Class linked to HR11.1 will be
displayed.

Modifying Role Assignments

The application will allow you to either add or delete a Role assigned to a specific User.

Note: The application will not allow any user with access to this feature to upload
the changes to LDAP without the proper credentials.

Knsey Searity visuslzer X

{7 cCf esbussrv:9090/KK_LS9ReportingPortal/s jex.htr VERIL =
i Apps [} Knsey ESBus Home ... [ Mst.com ot
kansey [ e ] A | 7 |
; .
.
(Sarah Miller)
smiller <-> GLAccountant
\
ety

To delete a Role, click on the line that connecs the User to the Role. You will received a
message box asking you to confirm the delete. If you have logging turned on the action will
be displayed in the log window.
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To upload the change click on the Things to do button.

Security Visualizer
Things to do Clear mapping Reload

Utilities ® b Lawson Security x
Upload changes to Lawson LAWS@N"
User H |
Password ‘ |
- - - Add
PI‘OVIded you have the Credent|a|s to |og in the Lawson [# Connection from "GLAceountant” (role) to "ACBurdens” (task)
security administration tool the changes will be uploaded. oK cancel

To assign a new Role to a User click on the small circle below the users name and draw a
line between that point and the required Role.

« CcfH esbussrv:9090/KK_L rtingPortal/sv_index.htm?SERVERID=LSF_PROL =
3 apps [ krsey ESBusome s [ MSN.com (3 Other boomarks
kansey [ e el A | 2 | - |
Data Last Updated: 2/20/15 14:35
Setting Things to de Clear mapping Reload
i
X : 2
smillec B
(Sarah Miller)
PortalBookmarkadmRole Glaccountant
<
Ontasreasccess (1) v
201
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Once the connection has been made a new map will be displayed.

_
= C & | [ esbussrv:9090/KK_LS9ReportingPortal/sv_index.htm?SERVERID=LSF_PROD Qw =
i apps [ Kinsey Estus omepa.. [ Mtcom () Other boskmarks
kinsey [ vimiee alal?]c|
Data Last Updated: 2/20/15 14:35
Settings Things to do Clear mapping oad
i
|
smiler |
(sarah Miller)
Fnsup
o X PortaiBockmarkadmnRole prowes GlAccountant
¢ &
DataAreanccess (1) ACTransaction (10) A APSetup (68) Loz}
|
g
ACBurdens (15) ACOatagntry (54) AMProcessing (90) APProcessing (140) Controlier (888)
Copyright (c) 201!

To upload the change click on the Things to do button.

Security Visualizer

Things to do Clear mapping Reload
Utilities x

:U pload changes to Lawson:

@ Lawson Security

LAWS&@N"

User H ‘

Password ‘ ‘

Add
[#| Connection from "GLAccountant” {role) to "ACBurdens” (task)

OK Cancel

Provided you have the credentials to log in the Lawson security administration tool the

changes will be uploaded.
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Modifying Security Class (Task) Assignments

The application will allow you to either add or delete a Task assigned to a specific Role.

Note: The application will not allow any user with access to this feature to upload
the changes to LDAP without the proper credentials.

Knsey Searity Visusizer X

£ C A | [ esbussrv:9090/KK_LS9ReportingPortal/s jex.htm ?SERVERID PR S ols
£ Apps [ Knsey EsBus Home P2 [ Mst.com (3 other bookmarks
kmsey ] sy visstcer S A | 7 | - |
Data Last Updated: 2/20/15 14:35

; )

. ,

(Sarah Miller)
smiller <-> GLAccountant
PortalBookmarkAdminRole GlAccountant

To delete a Task, click on the line that connects the Role to the Task. You will received a
message box asking you to confirm the delete. If you have logging turned on the action will
be displayed in the log window.

To upload the change click on the Things to do button.

Security Visualizer & Lawson Security
. : LAWS&@N"
Things to do Reload

Utilities ” User [

Password

Upload changes to Lawson

Add
| Connection from "GLAccountant” (rele) to "ACBurdens” (task)

OK Cancel
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Provided you have the credentials to log in the Lawson security administration tool the

changes will be uploaded.

To assign a new Task to a Role click on the small circle below the Role name and draw a line

between that point and the required Task.

Knsey Searity Visusizer %

4 cfH esbussrv:9090/KK_LS9ReportingPortal/sv_index.htm?SERVERID =LSF_PROD Q=
i apps [ knsey ESBus HomePa.. [ Mstcom (] Other booknarks

Data Last Updated: 2/20/15 14:35

k|nsey‘ 3 sccuriyvisuater T o] A | 7 | |

Things to do Clear mapping Reloa

i ’
senilier ’
(sarah Miller)
PortaiSockmarkadminRole . Glaccountant
PortalBookmarkadminRole <-> 1AlIPrograms
—
e

Dataivesiccess (1)
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i oo [ kroey ESmus vomepa.. [ MSticom
kinsey [« v

Settings

DmaAveaiccess (1)

S9ReportingPortal

_
€« C [ esbussrv:9090/KK L sv_index.htm?SERVERID=LSF_PROD Qw S
(2 Other bookmarks
——— T A " n
Data Last Updated: 2/20/15 14:35
ings to do Clear mapping Reload
.
smiller
(sarah Miller)
PortaBookmarkadminRole c
GLAccountant <-> DataAreaAccess
—_—
'V’ —
” T~
ACBurdens (15)

Once the connection has been made a new map will be displayed.

To upload the change click on the Things to do button.

Security Visualizer

¥ Lawson Security

x
Things to do Clear mapping Reload LAWS@N
Utilities ® user | |
Password ‘ |
:U pload changes to Lawson:

Add

[#| Connection from "GLAccountant” (role) to "ACBUrdens” (task)

OK Cancel

Provided you have the credentials to log in the Lawson security administration tool the
changes will be uploaded.
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Clear Mapping
The Clear Mapping button wil give you a fresh start on making new assignments. When you

clear the map any pending assignments will still be displayed. As you can see in this

example the 2 changes made in the prior examples are still shown because they have not

been uploaded to LDAP.

Knsey Security Visuaizer X

« CH esbussrv:9090/KK_L 59ReportingPortal/sv_index.htm?SERVERID=LSF_PROD
() Other bookmarks

i apps [ Krsey ESBus Mome Pa. [ MSN.com
lansey [ v el h | 2 | |
e}
i i i i

You can clear all pending LDAP changes by clicking on the Reload button or you can upload

all the changes at once by selecting the Things to do button.
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Security Utilities
The Security Utility will allow you to ceate a inquiry only verions of an existing Security

Class provicd you have the credientials to log into the Lawson Security Admin tool.
Jmi‘\: lailel®] = |
& C fi [ esbussrv:9000
i Apps ] Kinsey Portai [ MsN.com

lkinsey

(3 Other bookmarks

Logged in as: admin

ting Activity Monit AUA Reporting | LS Reporting

g tivity r L
-
Security Reporting Security Analyzer

Last 24 Hours | Last 7 days Last 14 days | Last 31 days Last 90 days Last 180 days

B 8
Object Modeling Object Comparison Security Visualizer

Security Auditing Role Modeling

LS9 Security Changes (Last 31 days)

Identity | §
prod Line | §
CAtegory  —
Program  pee—
Table |§
P e ————————— it e e 123

Field

Element |§

Role ¢

8
8
Security Class o
user Auribute 01
o

Changes

M production Il Development

Launch

Select the LS Reporting tab from the Security Dashboard and choose the Security Utilities

icon.

Start by selecting the server and LDAP profile you want to report on in the top right corner

of the screen.
E

Select the "Clone a task to a ‘read-only’ task option.

* APS v

Production Server v
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The application will require you to enter your Lawson Security Administrator credentials.

@ Lawson Security ®

LAWS@N"

User || |

Password | |

OK Cancel

Next select theTask (Security Class) you would like to clone from the dropdown selection
list.

| Lawsan Securty 9 Raportr: X 1 |-
€ & | (1 esbussrv:0090/KK_LS9ReportingPortal/util_index htm?SERVERID=LSF_PROD

Az =
(] Othes bookmarks

&
iy ol [ bcom

I(Insey”‘ Security Utilities | Production Server | * APS . E

® Clone a task to a "read-only" task

A is - Activity M Analysi Task Details
Task to clone CAnalysis - Activity Management Analysist o
Refresh ystem
Codes
New task name:  AC Analysis RO Program 10
Codes
New task
o .as. AC Analysis Read Only Tables 4
description: Forms o1
Fields 1
Create Misc 2

Copyright (c) 2015

Enter the new Task (Security Class0) Name and Descripion and select the Create button.
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Trouble Shooting

Why don’t my security reports reflect my current changes?

The security reports use data from SQL tables that are updated nightly. Any security
changes made during the day will be reflected the following day. To see your changes
immediatedly you will need to run the scheduled task manually from the admin panel. For
more information on how to run this task refer to the Kinsey Admin Users Guide, Scheduled
Task.

Why are the Form Names not displaying on my reports?

This happens when the Kinsey SQL metadata tables have not been updated. The Kinsey
server uses the “Lawson” account to update the metadata tables. That account must be an
LAUA (CHECKLS=NO) for our product to work correctly.

Why are the Function Codes not displaying on my reports?

This happens when the Kinsey SQL metadata tables have not been updated. The Kinsey
server uses the “Lawson” account to update the metadata tables. That account must be an
LAUA (CHECKLS=NO) for our product to work correctly.

Why doesn’t the SOD report show conflicts that I know exist for some users?
The SOD Reports use the Security profile defined on the Admin Configuration page. Verify

that the LS Security Configuration (Prod and Test) is referencing the correct profile name.
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Notes:
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