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Security Reporting 

 

Home Page 

 

 
 

 15 User Reports 

 7 Role Reports 

 9 Security Class Reports 

 5 Unlinked Object Reports 

 5 HR Audit Reports (requires Lawson HR) 

 11 System Reports 

 8 Listener Report (requires Activity Monitor) 

 

  



Security Dashboard Sample Report Guide 

 

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 5 
 

User Reports 

Active Lawson Users 

 

 
 

Active Users are defined for this report as user that are assigned both a Role and Group in 

Lawson security.  

 

Fields: 

 User ID 

 User First Name 

 User Last Name  
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Disabled User Attributes 

 

  
 

Disabled Users are created when the “Is Disabled” field in Lawson Security is set to Yes. The 

report will display the values set for each user when they were disabled. 

 

Fields: 

 User ID 

 Full Name 

 Attribute 

 Attribute Value 
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Disabled User Identities 

 

 
 

Disabled Users are created when the “Is Disabled” field in Lawson Security is set to Yes. The 

report will display the values set for each user when they were disabled. 

 

Fields: 

 User ID 

 Full Name 

 Identity 

 Identity Value 
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User All Objects 

 

 
 

The User All Objects reports will display the current security assignments and rules for each 

object. 

 

Objects included: 

 

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP 

 

Fields: 

 User ID 

 Full Name 

 Role ID 

 Role Description 

 Security Class ID 

 Security Class Description 

 Type 

 Object 

 Object Description 

 Available FC  

 Rule 
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User Attribute Matrix 

 

 
 

This User Attribute Matrix displays user attribute settings in a grid format 

 

Fields: 

 User ID 

 Last Name 

 First Name 

 Column for each Attribute 
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User Attributes 

 

 
 

This User Attributes displays user attribute settings in a row format 

 

Fields: 

 User ID 

 Last Name 

 First Name 

 Attribute 

 Attribute Value 
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User Group 

 

 
 

The User Group report will display the groups assigned to each user. 

 

Fields: 

 User ID 

 Full Name 

 Group 
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User Identities 

 

 
 

This User Identities displays user identity settings in a row format 

 

Fields: 

 User ID 

 Last Name 

 First Name 

 Identity 

 Identity Value 
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User Identity Matrix 

 

 
 

The User Identity Matrix displays a grid of the user identities that have been assigned. 

 

Fields: 

 User ID 

 Last Name 

 First Name 

 Identity assigned indicator 
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User Multiple Access 

 

 
 

The User Multiple Access report will identify any users that have more than one way to 

access an object.  

 

Fields: 

 User ID 

 Full Name 

 Object ID 

 Object Name 

 Available FC 

 Security Class 

 Role 

 Rule 
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User Role 

 

 
 

The User Role report includes the current role assignments for each user. The query returns 

1 row for each user-role assignment. 

 

Fields: 

 User ID 

 Full Name 

 Role ID 

 Role Description 
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User Role Group 

 

 
 

The User Role Group report includes the current role and group assignments for each user. 

The query returns 1 row per user. 

 

Fields: 

 User ID 

 Full Name 

 Groups assigned 

 Roles assigned 
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User Role Security Class 

 

 
 

The User Role Security Class report displays the Roles and Security Classes assigned to 

each user. 

 

Fields: 

 User ID 

 Full Name 

 Role ID 

 Role Description 

 Security Class ID 

 Security Class Description 
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User Role Security Class Form 

 

 
 

The User Role Security Class Form report is a complete list of the forms assigned to a user 

and their associated rule. 

 

Fields: 

 User ID 

 Full Name 

 Role ID 

 Role Description 

 Security Class ID 

 Security Class Description 

 Form 

 Form Description 

 Available FC 

 Rule 
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User Role Matrix 

 

 
 

The User Role Matrix displays a grid of the Roles assigned to each user. Clicking on any X 

allows you to drill to User or Role assignments 

 

Fields: 

 User ID 

 Full Name 

 Role ID 
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Role Reports 

Role Security Class 

 

 
 

The Role Security Classes report displays the Security Classes assigned to each Role. 

 

Fields: 

 Role ID 

 Role Description 

 Security Class ID 

 Security Class Description 
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Role Security Class All Objects 

 

 
 

The Role Security Classes All Objects report displays the current security assignments and 

rules for each object. 

 

Objects included: 

 

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP 

 

Fields: 

 Role ID 

 Role Description 

 Security Class ID 

 Security Class Description 

 Type 

 Object 

 Object Description 

 Rule 
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Role Security Class Element Group 

 

 
 

The Role Security Classes Element Group report displays the current security assignments 

and rules for each Element Group. 

 

Fields: 

 Role ID 

 Role Description 

 Security Class ID 

 Security Class Description 

 Element Group 

 Rule 
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Role Security Class Form 

 

 
 

The Role Security Classes Form report displays the current security assignments and rule for 

each form. 

 

Fields: 

 Role ID 

 Role Description 

 Security Class ID 

 Security Class Description 

 Form ID 

 Form Description 

 Available FC 

 Rule 
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Role Security Class Counts 

 

 
 

The Role Security Classes Counts report displays the number of Security Classes currently 

assigned to a Role. 

 

Fields: 

 Role ID 

 Role Description 

 Count 
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Role Security Class Matrix  

 
 

The Role Security Class Matrix displays a grid of the Security Classes assigned to each Role. 

Clicking on any X allows you to drill to Role or Security Class assignments 

 

Fields: 

 Role 

 Security Class Assignments 
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Role User Counts 

 

 
 

The Role User Counts report displays the number of Users currently assigned to a Role. 

 

Fields: 

 Role ID 

 Role Description 

 Count 
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Security Class Reports 

Forms Per Security Class 

 

 
 

The Forms per Security Classes provides a quick view of the number of forms assigned to 

each Security Class. 

 

Fields: 

 Security Class ID 

 Security Class Description 

 Count 
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Security Class All Objects 

 

 
 

The Security Classes All Objects report displays the current security assignments and rules 

for each object. 

 

Objects included: 

 

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP 

 

Fields: 

 Security Class ID 

 Security Class Description 

 Type 

 Object 

 Object Description 

 Rule 
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Security Class Element Group 

 

 
 

The Security Classes Element Group report displays the current security assignments and 

rules for each Element Group. 

 

Fields: 

 Security Class ID 

 Security Class Description 

 Element Group 

 Rule 
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Security Class Form 

 

 
 

The Security Classes Form report displays the current security assignments and rule for 

each form. 

 

Fields: 

 Security Class ID 

 Security Class Description 

 Form ID 

 Form Description 

 Available FC 

 Rule 

 

  



Security Dashboard Sample Report Guide 

 

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 31 
 

Security Class Object Matrix  

 
 

The Security Class Object Matrix displays a grid of the Objects (Tokens, Tables, Programs, 

etc.) assigned to each Security Class. Clicking on a letter (A,I,O,C) allows you to drill to 

Security Class rule assignments 

 

Fields: 

 Security Class 

 Object  

 Object Type 

 Object Description 

 Available Function Code 

 Rile Assigned 

 

Note: The 4 letters indicate the following access to an object 

A=All Access 

I=Inquiry Only 

C=Conditional Logic 

O=a custom Function Code combination  



Security Dashboard Sample Report Guide 

 

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 32 
 

Security Class Repeated Forms 

 

 
 

The Security Classes Repeated Forms report displays a count for the number of Security 

Classes a form is assigned to. 

 

Fields: 

 Form ID 

 Form Description 

 Occurrences 
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Security Class Repeated Tables 

 

 
 

The Security Classes Repeated Tables report displays a count for the number of Security 

Classes a table is assigned to. 

 

Fields: 

 Table ID 

 Table Description 

 Occurrences 
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Security Class Table 

 

 
 

The Security Classes Table report displays the current security assignments and rule for 

each table. 

 

Fields: 

 Security Class ID 

 Security Class Description 

 Table ID 

 Table Description 

 Rule 
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Tables Per Security Class 

 

 
 

The Tables per Security Classes provides a quick view of the number of tables assigned to 

each Security Class. 

 

Fields: 

 Security Class ID 

 Security Class Description 

 Count 
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Unlinked Objects 

Roles without Security Classes 

 

 
 

The Roles without Security Classes identifies any Roler that does not have a Security Class 

assigned in Lawson Security  

 

Fields: 

 Role ID 

 Role Description 
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Unassigned Objects 

 

 
 

The Unassigned Objects report displays a list of the objects that have not been assigned to 

a Security Class. 

 

Objects included: 

 

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP 

 

Fields: 

 Type 

 Object 

 Object Description 

 System Code 
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Unassigned Roles 

 

 
 

The Unassigned Roles report displays a list of Roles that have been created but not assigned 

to a User. 

 

Fields: 

 Role ID 

 Role Description 
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Unassigned Security Classes 

 

 
 

The Unassigned Security Class report displays a list of Security Class that have been 

creatded but not assigned to a Role. 

 

Objects included: 

 

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP 

 

Fields: 

 Security Class 

 Security Class Description 

 Object ID 

 Type 

 Rule 
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Users without Roles 

 

 
 

The User without Roles identifies any user that does not have a role assigned in Lawson 

Security  

 

Fields: 

 User ID 

 Full Name 
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HR Audit 

Active User with No Employee Record 

 

 
 

The User Active No Employee displays a list of users that have an active Lawson login but 

are not employees of the organization.  This is determined by employee that do not have an 

SSOP identity in Lawson Security.. 

 

Fields: 

 User ID 

 Full Name 

 Product Line 

 Check LS 

 

Note: Lawson HR/Payroll is required for this report. 
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Active User with Termination Date 

 

 
 

The Active User with Termination Date displays any user that has termination date in the 

EMPLOYEE table in Lawson yet still has a valid Lawson login.  

 

Fields: 

 User ID 

 Full Name 

 Company 

 Employee ID 

 Termination Date 

 Employee Status 

 

Note: Lawson HR/Payroll is required for this report. 
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SOD Object Violations 

 

 
 

The SOD Object Violations report displays the object in the security model that are cause 

the most SOD User violations.  

 

Fields: 

 Object Type 

 Object 

 Object Description 

 Security Class 

 Security Class Description 

 Rule 

 Number of Occurances 

 

Note: Requires the Kinsey SOD Reporting application 
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User Group Matrix with Employee Data 

 

 
 

The User Group Matrix with Employee Data displays a grid of the Groups assigned to each 

user with additional information from the Lawson EMPLOYEE table. Clicking on any X allows 

you to drill to User or Group assignments 

 

Fields: 

 User ID 

 Full Name 

 Compnay 

 Employee ID 

 Employee Status 

 Process Level 

 Department 

 Batch Report Dept 

 Addins allowed 

 Group ID 

 

This report requires the Lawson HR application.  
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User Role Matrix with Employee Data 

 

 
 

The User Role Matrix with Employee Data displays a grid of the Roles assigned to each user 

with additional information from the Lawson EMPLOYEE table. Clicking on any X allows you 

to drill to User or Role assignments 

 

Fields: 

 User ID 

 Full Name 

 Company 

 Employee ID 

 Employee Status 

 Process Level 

 Department 

 Batch Report Dept 

 Addins allowed 

 Role ID 

 

This report requires the Lawson HR application. 
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User Access by System Code 

 

 
 

The User Access by System code is a report generally used in a Lawson audit of your 

system. This report shows the number of users that can access forms associated with a 

specific application. During an audit Lawson may validate you user count based on the 

number of user that can access a specific system code. 

 

Fields: 

 System Code 

 Description 

 User’s attached  
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Statistics 

Metadata Form Keys 

 

 
 

The Metadata Form Keys report displays the forms found in Lawson and their associated 

keys. 

 

Fields: 

 Product Line 

 Form 

 Form Description 

 Key 1 

 Key 2 

 Key 3 

 Key 4 

 Key 5 
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Metadata Forms 

 

 
 

The Metadata Forms report displays the forms found in Lawson and their available Function 

Codes. 

 

Fields: 

 Product Line 

 System Code 

 System Code Description 

 Form 

 Form Description 

 Available Function Codes 

 

  



Security Dashboard Sample Report Guide 

 

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 49 
 

Metadata Forms FC Descriptions 

 

 
 

The Metadata Forms FC Descriptions report displays the Function Code found on each Form 

header Lawson. 

 

Fields: 

 Form 

 Form Description 

 Available Function Codes 

 Function Code Descriptions 
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Metadata Forms Fields 

 

 
 

The Metadata Forms Fields report displays the Field names found on each form in Lawson. 

 

Fields: 

 Product Line 

 Form 

 Form Description 

 Short Name 

 Long Name 

 Field Description 

 Key Field 

 Hidden 
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Metadata Tables 

 

 
 

The Metadata Tables report displays the Tables found in Lawson. 

 

Fields: 

 Product Line 

 System Code 

 System Code Description 

 Table ID 

 Table Description 
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Metadata Table Fields 

 

 
 

The Metadata Table Fields report displays field names for each tables Lawson. 

 

Fields: 

 Product Line 

 System Code 

 System Code Description 

 Table ID 

 Table Description 

 Field ID 

 Field Description 
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Tables Associated with Form 

 

 
 

The Tables Associated with Forms report will display either every table used on a specific 

form or every form tied to a specific table. 

 

Fields: 

 System Code 

 Form ID 

 Form Description 

 Table ID 

 Table Description 
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Security Analyzer  

 
 

The Security Analyzer provides another option for viewing security.  The MS Excel or PDF 

report will display user access privileges based on least restrictive access. Users will be 

displayed in columns for easy side by side comparisons. 

 

The report will include results for the following object types 

 

CAT, DTL, ELG, ELG Conditions, ELM, FLD,FLD Conditions, HDN, PDL, PGM,RMO,RPT, TAB, 

TBL Conditions, TFL, TKN, TKN Conditions, TYP 

  



Security Dashboard Sample Report Guide 

 

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 55 
 

Segregation of Duties  

Home Page 

 

 
 

Each SOD category will display a pie chart indicating the number of policies being violated 

based on the policy rating assigned.  
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User / Policy Violation Report 

 

 
 

The User Policy report displays a list of the policies a user is currently violating based on 

their security settings. 

 

Sorted by User/Policy  
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Policy / User Violation Report 

 

 
 

The Policy User report displays a list of the users currently violating a policy based on their 

security settings. 

 

Sorted by Policy/User  
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Role Group / Policy Violation Report 

 

 
 

The Role Group / Policy report combines all users with the same Role assignments in to a 

single group. By doing this you focus on the violation that impact the most users. 

 

Sorted by User Role Group / Policy 
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Policy Violation Matrix 

 

 
 

The Policy Violation Matrix provides a high level overview of the policy being violated by 

each user. 
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Role Violation Report 

 

 
 

The Role Violation report provides the option to test a single Role or any combination of 

Roles to check for SOD violations. 

 

 

 

 


