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Security Reporting

Home Page

I Kinsey LS Reporting x|+

€« C 0 @ Notsecure | 192.168.100.136:

n”"" E‘“"‘

kinsey [ o e

- 0 X

Qe 0|9 ¢
-lal2]c

Data Last Updated: 12/17/18 15:57

e 15 User Reports

e 7 Role Reports

e 9 Security Class Reports

¢ 5 Unlinked Object Reports

¢ 5 HR Audit Reports (requires Lawson HR)
e 11 System Reports

e 8 Listener Report (requires Activity Monitor)
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User Reports

Active Lawson Users

I [ Kinsey LS Reparting X f I Actve Lowson Users %
C (| @ esbussiv
Jc finsey o

|(|nsey' Active Lawson Users

LSF_PROD | Profile: APS

Drag a column and drop it here to group by that column

User *f | First Name:
adavis Angie
awhite Al
bthomas Bill
chrise Charlie
fnelson Frank
hroberts. Helen
hrogers Hal
isolatedsoduser Isolated
lawson Lawson
lsadm Lawson
lsuser Lawson
mnitka Mike
pfadmin PFADMIN
schristian Sammy
smiller Sarsh
wsuez Willism

8 - a4 x
awl@ ;

Other boskmarks

pdalol-JHlal?]c

Show Search Criteria

16 records

Y |Last Name ¥
Davis
White
Thomas
Brise
Nelson
Roberts
Rogers
s0D
Lawson
Admin
User
Nitka
PFADMIN
Christian
Miller
Suez

Copyright (c) 2018

Active Users are defined for this report as user that are assigned both a Role and Group in
Lawson security.

Fields:

e UserID
e User First Name
e User Last Name
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Disabled User Attributes

K s nerieg R I user - Atwoutes x e - a x
C () [ esbussrv:9090/KK L 9Reporti fiters him7SE F_PRODAPROFILE-APS&ID=15 e %D

K KinseyPortal Otner bookamars

lansey - ... SY-To] []al?]

Server: LSF_PROD | Profile: APS Show Search Criteri

ou Clear Filters sho

668 records
Drag a column and drop it here to group by that column

User | Full Name ¥ Anribute ¥ | Artribute Value Y =
adavis Davis, Angie access ¥

adavis Davis, Angie checkls YES

adavis Davis, Angie o adavis

adavis Davis, Angie distinguishedname CN=adavis,OU=resources,O=lwsnrmdata, CN=hwsn,D...

adavis Davis, Angie firstname Angle

adavis Davis, Angie instancetype 4

sdavis Davis, Angie lastname Davis

adavis Davis, Angie name adavis

adavis Davis, Angie objectcategory CN=lwsnrmbootRMTopStruct, CN=Schema, CN=Confi.

adavis Davis, Angie objectclass 10, i

adavis Davis, Angie role ACAccountant, AllAccessRole, APInquery, APSetuplng.

adavis Davis, Angie usnchanged 2971189

asdavis Davis, Angie usncreated 2966533

adavis Davis, Angie whenchanged 20171115162539.02

adavis Davis, Angle whencreated 20161101143905.02

awhite White, Al sccess ¥

awhite White, Al addins ALLOW

awhite White, Al checkls YES

awhite White, Al @ awhite

awhite White, Al defuaksep 0

awhite White, Al distinguishedname CN=awhite,OUsresources,Oslwsnrmdata, CN=hwsn,D,

awhite White, Al firstname Al

awhite White, Al instancetype F

awhite White, Al lastname White

awhite White, Al name awhite

awhite White, Al objectcategory CN=lwsnrmbootRMTopStruct, CN=Schema,CN=Confi...

awhite White, Al objectclass Twsnrm top,2 bl

Disabled Users are created when the “Is Disabled” field in Lawson Security is set to Yes. The
report will display the values set for each user when they were disabled.

Fields:
e UserID
e Full Name
e Attribute
e Attribute Value
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Disabled User Identities

[k Kinsey LS Reporting % /[ User - Idertities ® (-]
‘ C 0 | © esbussiv ¥ portingPortal/filters him?SERVERID=LSF_PRODE&PROFILE=APSE a x|l o

b finsey Poral

Qther boskmarks

lansey e

Server: LSF_PROD | Profile: APS

and Gro oups Clear Filters sho

53 records
Drag a column and drop it here to group by that column

User | Full Name: ¥ Identiy | Atributes ¥ =
adavis Davis, Angie LIVE_EMPLOVEE COMPANY:1::EMPLOYEE 105

adavis Davis, Angie LSF901 SI0:5-1-5-21-2146550756-45166748-3657595318-1017

awhite White, Al LSFo01 SID:5-1-5-21-2146550756-45166748-3697595318-1041

awhite White, Al Ssop USER:LS3SERVER\AL

bthomas Thomas, Bill LSF901 SID:5-1-5-21-2146550756-45166748-3637595318-1020

bthomas Thomas, Bill S50P USER:bthomas

fnelson Nelson, Frank LIVE_CUSTOMER CUSTOMER:102::CUST_GROUP:MAST

fnelson Nelson, Frank LIVE_EMPLOYEE COMPANY:1::EMPLOYEE:105

fnelson Nelson, Frank LIVE_REQUESTER REQUESTER:RQL

fnelson Nelson, Frank LIVE_VENDOR VENDOR:112:VENDOR_GROUP:1

frelson Nelson, Frank LSFO01 SID:5-1-5-21-2146550756-45166748-3697595318-1017

fnelson Nelson, Frank ssop USER:fnelson

hroberts. Roberts, Helen LIVE_CUSTOMER CUSTOMER:102::CUST_GROUP:MAST

hroberts Roberts, Helen LIVE_EMPLOYEE COMPANY:1::EMPLOYEE:100

hroberts Roberts, Helen LIVE_REQUESTER REQUESTER:RQL

hroberts Roberts, Helen LIVE_VENDOR VENDOR:112:VENDOR_GROUP:1

hroberts Roberts, Helen LSFo01 SID:5-1-5-21-2146550756-45166748-3697595318-1018

hroberts. Roberts, Helen SS0P USER:hroberts

hrogers Rogers, Hal LIVE_CUSTOMER CUSTOMER:102::CUST_GROUP:MAST

hrogers Rogers, Hal LIVE_EMPLOYEE COMPANY:1::EMPLOYEE:100

hrogers Rogers, Hal LIVE_REQUESTER REQUESTER:R1

hrogers Rogers, Hal LIVE_VENDOR VENDOR:112::VENDOR_GROUP:1

hrogers Rogers, Hal LSF901 SID:5-1-5-21-2146550756-45166748-3637595318-1019

hrogers Rogers, Hal S50P USER:hrogers

isolatedsoduser 50D, Isolated LSFo01 SID:5-1-5-21-2146550756-45166748-3697595318-1020

lawson Lawson, Lawson LIVE_CUSTOMER CUSTOMER:102::CUST_GROUP:MAST

lawson Lawson, Lawson LIVE_EMPLOVEE COMPANY:1:EMPLOYEE:100 bl

Copyright (c) 2018

Disabled Users are created when the “Is Disabled” field in Lawson Security is set to Yes. The
report will display the values set for each user when they were disabled.

Fields:
e UserID
e Full Name
e Identity
o Identity Value
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User All Objects

I Kinsey LS Reparting X/ g User - & Objects x
C 0| © esbussrv
T finsey For

I(lnsey' User - All Objects

Server: LSF_PROD | Profile: APS

Expand Groups col Filters Show

Drag a column and drop it here to group by that column
User | Full Name Y Role Y

adavis Davis, Angie ACAccountant

bthomas Thomas, Bill ACAccountant
chrise Brise, Charlie ACAccountant
frelson Nelson, Frank ACAccountant
lawson Lawson, Lawson ACAccountant
mnitka Nitka, Mike ACACcountant
schristian Christlan, Sammy ACAccountant
wsuez Suez, William ACAccountant
adavis Davis, Angie ACAccountant
bthomas Thomas, Bill ACAzcountant
chrise Brise, Charlie ACAccountant
fnelson Nelson, Frank ACAccountant
lawson Lawsan, Lawson ACACcountant
mnitka Nitka, Mike ACAzcountant
schristian Christian, Sammy ACAccountant
wsuez Suez, William ACAccountant
adavis Davis, Angie ACAccountant
bthomas Thomas, Bill ACAccountant
chrise Brise, Charlie ACAccountant
Tnelson Nelson, Frank ACAccountant
lawson Lawson, Lawsan ACAccountant
mnitka Nitka, Mike ACAccountant
schristian Christian, Sammy ACAccountant
wsuez Suez, William ACAccountant
adavis Davis, Angie ACAccountant
bthomas Thomas, Bill ACAccountant
«

Role Description
AChce Deseription th,

ACAcc Description th...
ACAcc Description th.
ACAce Description th...
ACAcc Description th.
ACAcc Description th..
ACAcc Description th.
ACAcc Description th...
ACAcc Description th.
ACAcc Description th..

ACAcc Description th.

ACAce Description th...
ACAce Description th.

ACAce Description th...
ACAce Description th..
ACAce Description th...

ACAce Deseription th

ACAcc Description th..
ACAcc Description th.
ACAce Description th...

ACAce Description th

ACAcc Description th...
ACAcc Description th..
ACAcc Description th..

ACAce Deseription th

ACAcc Description th...

Y Security Class
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysls
ACAnalysls
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysls
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysls

¥ | Security Class Deseript | Type

Activity Managemen.

Activity Managemen...
Activity Managemen.

Activity Managemen...

Activity Managemen.

Activity Managemen..

Activity Managemen,

Activity Managemen...
Activity Managemen.
Activity Managemen...

Activity Managemen.

Activity Managemen...
Activity Managemen.

Activity Managemen...
Activity Managemen...
Activity Managemen...

Activity Managemen.

Activity Managemen..
Activity Managemen.

Activity Managemen...

Activity Managemen.

Activity Managemen...
Activity Managemen..
Activity Managemen...

Activity Managemen,

Activity Managemen...

Copyright (c) 2018

¥ Object
ACDO.1
AC00.L
ACD0.1
ACO01
AC001
ACD0.1
ACDO.L
AC00.1

ACD0.15_SAGP-ACTL...

ACD0.15_SAGP-ACTL.
ACD0.15_SAGP-ACTL

ACD0.15_SAGP-ACT...
AC00.15_SAGP-ACTL...

ACDO.15_SAGP-ACTL.

AC0.15_SAGP-ACTI...
AC00.15_SAGP-ACTI...
ACDO.15_SAGP-BEGI...
AC00.15_SAGP-BEGI...
AC00.15_SAGP-BEGI...
AC00.15_SAGP-BEGI...
ACD0.15_SAGP-BEG...
ACD0.15_SAGP-BEGI...
ACD0.15_SAGP-BEGI...
AC00.15_SAGP-BEG...

Q¢ @

Qther boskmarks

* | Form Description
Activity Group
Activity Group
Activity Group
Activity Group
Activity Group
Activity Group
Activity Group
Activity Group

ACDO.15_SAGP-CALE...
AC00.15_SAGP-CALE...

Y Available Fo
ACDLNP
ACDINP
ACDLNP

ACDINP
ACDINP

28,296 records

Y Rule -
LN

‘ALL_ACCESS'
'ALL_ACCESS'
"ALL_ACCESS'
"ALL_ACCESS'
“ALL_ACCESS'
"ALL_ACCESS'
‘ALL_ACCESS'
‘ALL_ACCESS'
'ALL_ACCESS'
‘ALL_ACCESS'
"ALL_ACCESS'
'ALL_ACCESS'
"ALL_ACCESS'
"ALL_ACCESS'
‘ALL_ACCESS'
"ALL_ACCESS'
‘ALL_ACCESS'

‘ALL_ACCESS' w
»

The User All Objects reports will display the current security assignments and rules for each

object.

Objects included:

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP

Fields:
e UserID
Full Name
Role ID
Role Description
Security Class ID

Type

Object

Object Description
Available FC

Rule

Security Class Description

Kinsey & Kinsey, Inc. Confidential 2008-2017
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User Attribute Matrix

[k Kinsey LS Reporting % i [ Matrix - User dttributes % { Jh User - identibes. x (-]
‘ C 1 |© esbussn

b finsey Poral

Q¢ @

Qther boskmarks

I(lnsey Matrix - User Attributes

Server: LSF_PROD | Profile: APS

and Groups oups Clear Filters sho

34 records
Drag a column and drop it here to group by that column

User ¥ | Last Name ' First Name: ¥ | Access ¥ Addins ¥ | Allowjobqueus ¥ Checkls Y (cn ¥ Companycontrol Y Credentislamrlist Y| Defualsep =
adavis Davis Angie ¥ YES adavis

awhite White Al ¥ ALLOW YES awhite 0

arm BPM PASSWORD

bthomas Thomas aill vES bthomas

chrise Brise Charlie Y YES chrise

enwisen enwisen PASSWORD

fnelson Nelson Frank ¥ DENY ¥ YES felson ]

hroberts Roberts Helen ¥ ALLOW ¥ YES hroberts

hrogers Rogers Hal ¥ ALLOW ¥ YES hrogers

I0s 108 PASSWORD

10SAdmin 10SAdmin PASSWORD

isolatedsoduser S0 Isolated N DENY ¥ YES isolatedsoduser

lawson Lawson Lawson ¥ ALLOW ¥ES lawson - 0

LIVE_CUSTOMER UVE_CUSTOMER FILL_IT

LIVE_EMPLOYEE LIVE_EMPLOYEE FILL_IT

LIVE_FINANCE LIVE_FINANCE FILLIT

LIVE_REQUESTER LIVE_REQUESTER FILLIT

LIVE_VENDOR LIVE_VENDOR FILL_IT

Isadm Admin Lawsan Isadm

LSAdmin LSAdmin PASSWORD

Isfag1 157901 PASSWORD

1sf201_system System Isfa01 15f901_system

Isuser User Lawsan N DENY ¥ NO lsuser

mnitka Nitka Mike ¥ ALLOW ¥ YES miitka

pfadmin PRADMIN PEADMIN pladmin

RSS RSS PASSWORD -
«

This User Attribute Matrix displays user attribute settings in a grid format
Fields:

User ID

Last Name

First Name

Column for each Attribute

e o o o O

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 9
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JiC Kinsey LS Reparting % [ User- ttroutes x o+
C t ® Notsecure | 192.168.100.136:5090/KK_LSSReportingPortal/filters htm?SERV
|(|nsey' User - Attribotes
Server: Production - LSISERVER | Profile: APS
nd Collapse Group Clear Filters Show/Hide Columns
Drag @ column and drop it here to group by that column
User. ¥ | Full Name ¥ Attribute
adavis Davis, Angie access
adavis Davis, Angie checkls
adavis Davis, Angle cn
adavis Davis, Angle distinguishedname
adavis Davis, Angie firstname
adavis Davis, Angie instancetype
adavis Davis, Angie lastname
‘adavis Davis, Angie name
adavis Davis, Angie objectcategory
adavis Davis, Angie objectclass
adavis Davis, Angle role
adavis Davis, Angie usnchanged
adavis Davis, Angie usncreated
adavis Davis, Angle whenchanged
adavis Davis, Angie whencreated
awhite White, Al access
awhite White, Al addins
awhite White, Al checkls
awhie White, Al o
awhite White, Al defvalsep
awhite White, Al distinguishedname
awhite White, Al firstname
awhite White, Al instancetype
auhite White, Al lastname
awhite White, Al name
awhite White, Al objectcategory
2 White, Al objectclsss
i ik Al ———

<

668 records

Attribute Value Y =
¥

YES

adavis

(CN=adavis,0U=resources,O=lwsnrmdata, CN=lwsn,DC=Is3server

Angle

4

Davis

adavis
(CN=lwsnrmboctRMTopStruct,CN=5chema,CN=Configuration,CN={E441DESF-13E8-4DA7-A423-D4D3D33C3FC2)
hwsnrmb TopStruct,top, jPeopl

ACAccountant, AllAccessRole APInquery. APSetupinguiry, BatchRole, EntryClerk,ESSPortalRole, FinancialRole
2987089

2966533

20181210181650.02

20161101143905.02

¥

ALLOW

YES

awhite

0

(CN=awhite,OU=resources,O=lwsnrmdata,CN=hwsn, DC=ls3server

Al

a

White

awhite

= N=Schema,CN=C ,CN={E441DESF-13E8-4DAT-A423-D4D3D33C3FC2)
hwsnrmbootRMTopStruct,top, i LRed iPeopl

A bt el
Copyright (c) 2019

This User Attributes displays user attribute settings in a row format

Fields:

User ID

Attribute
Attribute

e o o 0o o O

Last Name
First Name

Value

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 10
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User Group

i Kinsey LS Reparting X /[ User - Group % { [ User - Attributes x -] - 8 X
C 0 | © esbussiv ¥ portingPortal/filters him?SERVERID=LSF_PRODE&PROFILE=APSE a % 0
B Yansey Portal

lansey oo

Server: LSF_PROD | Profile: APS

and Gro

oups | | Clearfihers | | sho amns 17 records
Drag a column and drop it here to group by that column
User | Full Name | Group Y
bthomas Thomas, Bill HR Generalist 90
bthomas Thomas, Bill Financials 50
bthomas Thomas, Bill All Lawson Prod 90
fnelson Nelson, Frank GL
frelson Nelson, Frank FED
frelson Nelson, Frank Financials 90
hrogers Rogers, Hal EFsAdmin
hrogers Rogers, Hal All Lawson Prod 30
lawson Lawson, Lawson CRM
Iawson Lawson, Lawson Esbus TranReporting AuditorRole
lawson Lawson, Lawson EFSAdmin
lawscn Lawson, Lawson All Lawson Prod 50
schristian Christian, Sammy HR Generalist 90
schristian Christian, Sammy Healthcare CFO 90
schristien Christian, Sammy Esbus TranReporting AuditerRole
schristian Christian, Sammy CRM
schristian Christian, Sammy Accounting Mgr 50

The User Group report will display the groups assigned to each user.

Fields:
e UserID
e Full Name
e Group
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User Identities

B¢ Kinsey LS Regarting % g User- ldentites x +
C ¢ @ Notsecure | 192.168.100.136:30%0/KK_L S9ReportingPortal/f

|(|nsey' User Idertities
Server: Production - LSISERVER | Pro

Expand Grouy Collapse Groug Clear Fiters | | Show/Hide Columns
Drag @ column and drop it here to group by that column

User | Full Name Y Identity

adavis Davis, Angie LIVE_EMPLOYEE
adavis Davis, Angie LSF901

awhie White, Al LSF901

awhite White, Al ss0P

bthomas Thomas, Bill LSF901

bthomas Thomas, Bill ssop

felson Nelson, Frank LIVE_CUSTOMER
fnelsan Nelson, Frank LIVE_EMPLOVEE
fnelson Nelson, Frank UIVE_REQUESTER
fnelson Nelson, Frank LIVE_VENDOR
fnelson Nelson, Frank LSF901

fnelson Nelson, Frank S0P

hroberts Roberts, Helen LIVE_CUSTOMER
hroberts Roberts, Helen LIVE_EMPLOYEE
hroberts Roberts, Helen LIVE_REQUESTER
hroberts Roberts, Helen LIVE_VENDOR
hroberts Roberts, Helen LSF901

hroberts Roberts, Helen S50

hrogers Rogers, Hal LIVE_CUSTOMER
hrogers Rogers, Hal LIVE_EMPLOYEE
hrogers Rogers, Hal LIVE_REQUESTER
hrogers Rogers, Hal LIVE_VENDOR
hrogers Rogers, Hal LSF901

hrogers Rogers, Hal ssop
isolatedsoduser S0D, Isolated LSFO01

lawson Lawsan, Lawson LIVE_CUSTOMER
\{a‘mnr Lawson, Lawson LIVE_EMPLOYEE

iters. itm?SERVERID=LSF_PROD&

| Identity Value
COMPANY:1::EMPLOYEE: 105
S5ID:5-1-5-21-2146550756-45166748-3697585318-1017
SID:5-1-5-21-2146550756-45166748-3697585318-1041
USER:LS3SERVERVAL
SID:5-1-5-21-2146550756-45166748-3697595318-1020
USER:bthomas
CUSTOMER:102::CUST_GROUP:MAST
COMPANY:1:EMPLOYEE: 105
REQUESTER:RQ1
VENDOR:112: VENDOR_GROUP:1
SID:5-1-5-21-2146550756-45166748-3697595318-1017
USER:fnelson
CUSTOMER:102::CUST_GROUP:MAST
(COMPANY:1::EMPLOYEE: 100
REQUESTER:RQ1
VENDOR:112:VENDOR_GROUP:1
$ID:5-1-5-21-2146550756-45166748-3697595318-1018
USER:hroberts.
CUSTOMER:102::CUST_GROUP:MAST
(COMPANY:1::EMPLOYEE: 100
REQUESTER:RQ1
VENDOR:112:VENDOR_GROUP:1
SID:5-1-5-21-2146550756-45166748-3697595318-1019
USER:hrogers
$I0:5-1-5-21-2146550756-45166748-3697595318-1020
CUSTOMER:102::CUST_GROUP:MAST
COMPANY:1::EMPLOYEE: 100

Copyright (c) 2019

54 records

¥ -

This User Identities displays user identity settings in a row format

Fields:
User ID
Last Name
First Name
Identity

Identity Value

e o o 0o o O

Kinsey & Kinsey, Inc. Confid
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Security Dashboard Sample Report Guide

User Identity Matrix

| [k Kinsey LS Reporting

coo

b finsey Poral

Y e Matin - Userldntites x|

esbussrv:

|(|nsey Matrix - User Identites

_PROD

Expand G

User

adavis

arM

bthomas

chrise

enwisen

fnelson

hroberts

hrogers

105

10SAdmin
isolatedsoduser
lawson
LIVE_CUSTOMER
LIVE_EMPLOYEE
LIVE_FINANCE
LIVE_REQUESTER
LIVE_VENDOR
Isadm

LSAdmin

Pro

and drop it here to group by that column

¥ Last Name ' First Name ¥
Davis Angie
white Al
Thomas Bl
Brise Charlie
Nelson Frank
Roberts Helen
Rogers Hal
SO0 Isolated
Lawson Lawson
Admin Lawson

Enwisen

Live_eustorner

= Live_employee

quester

Live_re

Live_vendor

= = Lsf01

=

Ssop

-] - a X
a % @ :

Qther boskmarks

sooEnnEa

Show Search Criteria

34 records

The User Identity Matrix displays a grid of the user identities that have been assigned.

Fields:

User ID

Last Name

First Name

Identity assigned indicator

Kinsey & Kinsey, Inc. Confidential 2008-2017
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Security Dashboard Sample Report Guide

User Multiple Access

) Koy LS Reporting | i)/ [ User hctve - no Employ X |
C 1| @ esbussrv
B Yansey Portal

-] - a X
a % @ :

Qther boskmarks

KINS@Y' s co e s pd =l |H]Al?

0D | Prof Show Search Criteria
Expand G

Filters

Drag and drop it here to group by that column

User | Full Name =¥ Product Line ¥ Checkls Y
awhite White, Al LIVE ¥ES
Isuser User, Lawson NO
bthomas Thomas, Bill YES
testadd testadd, mike

1sfa01_system System, 1sf901

wsuez Suez, William YES
isolatedsoduser 50D, Isolated LIVE ¥ES
pfadmin PFADMIN, PFADMIN

schristian Christian, Sammy UvE YES
chrise Brise, Charlie ¥ES
lsadm Admin, Lawson

50
1sfa01

LSAdmin

BPM

LIVE_VENDOR

Ssop

LIVE_FINANCE

RSS

LIVE_CUSTOMER
SMARTRECONCIL..
105Admin

105
enwisen
LIVE_REQUESTER
LIVE_EMPLOYEE

The User Multiple Access report will identify any users that have more than one way to
access an object.

Fields:

e UserID
Full Name
Object ID
Object Name
Available FC
Security Class
Role
Rule

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 14



User Role

[k Kinsey LS Reporting % /[ User- Role

b finsey Poral

‘ C 0| © esbussrv

kinsey ..

Server: LSF_PROD | Profile: APS

and Gro oups

Clear Filters sho

Drag a column and drop it here to group by that column

Security Dashboard Sample Report Guide

User | Full Name Y Role Y Role Description Y
adavis Davis, Angie ACAccountant ACAce Description that is long
adavis Davis, Angie AllAccessRole AllaccessRole
adavis Davis, Angie APInquery
adavis Davis, Angie APSetupinquiry APSetupinquiry
adavis Davis, Angie BatchRole BatchRole
adavis Davis, Angie ESSPortalRole ESSPortalRole
adavis Davis, Angle FinancialRole
awhite White, Al AllAccessRole AllaccessRole
awhite White, Al BatchRole BatchRole
awhite White, Al EntryClerk
awhite White, Al ONLYACDataEntry ONLY ACDataEntry Class
awhite White, Al Por dminRol
bthomas Thomas, Bill ACAccountant ACAcc Description that is long
bthomas Thomas, ACAssetClerk
bthomas Thomas, Bill ACAssetManager
bthomas Thomas, Bill ACExpert
bthomas Thomas, Bill BRBiller
bthomas Thomas, Bill BRContractAdministrator
bthomas Thomas, Bill BRReportingAdministrator
bthomas Thomas, Bill EntryClerk
bthomas Thomas, Bill GLACCT4B GLACCT4B
bthomas Thomas, Bill GLASSDIR GLASSDIR
bthomas Thomas, Bill GLReportWritter
bthomas Thomas, Bill rPRTransEntry TPRTransEntry
bthomas Thomas, Bill rSystemAdminHR rSystemAdminHR
bthomas Thomas, Bill VAP1099ProcessPRVIP vAP10%9ProcessPRVIP
bthemas Themas, Bill VGHCSyst inFinFil VGHCSy dminEinel

The User Role report includes the current role assignments for each user.

Copyright (c) 2018

1 row for each user-role assignment.

Fields:

e UserID

e Full Name

e Role ID

e Role Description

Q¢ @

Qther boskmarks

129 records

The query returns

Kinsey & Kinsey, Inc. Confidential 2008-2017
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Security Dashboard Sample Report Guide

User Role Group

[k Kinsey LS Reporting % i [ User - Role - Group. ® (-] - a9 x
C 0 |© esbussn K_L S9ReportingPortalfilters. him?SERVERID=LSF a %o

B Yansey Portal Other bookmarks
|(|nsey s Role - Group

Server: LSF_PROD | Profile: APS

Expand Groups collapse Groups show 16 records

Drag a column and drop it here to group by that column

User | Full Name Y Groups. Y |Roles Y | Portal Role

adavis Davis, Angie ACAccountant,AllAccessRole, APInquery, APSetupinquiry, BatchRole ESSPortalRole, FinancialRole

awhite White, Al AllAccessRole, BatchRole, EntryClerk, ONLYACDataEntry, PortalBookmarkAdminRole default.xm|

bthomas Thomas, Bill All Lawson Prod 90,Fi..  AC  ACAssetClerk,AC ger ACExpert, i ghdmi..  ess.aml

chrise Brise, Charlie ACAccountant,All y ] Fi

frelson Nelson, Frank FED,Financials 90,GL ACAccountant, ACAssetClerk, ACExpert, APInguery, HRDirector, PortalBookmarkAdminRole defaultxml

hroberts. Roberts, Helen ACExpert 4 i BA tor, DESKTOPFiles, Fi ialRols efsaml

hrogers Rogers, Hal All Lawson Prod 90,E...  BatchRole,FinSup,Portal kmar i - Proo  rSubAdminRole efsaml

isolatedsoduser SOD, Isolated CUD1InheritedHR11 default.xml

lawson Lawson, Lawson All Lawson Prod 90,C.. ACAccountant, ACDataEntry, AllAccessRole, BatchRole, EFSAdmin, EntryClerk,FinSup, FormPersonalizationRole,...  efs.xml

lsadm Admin, Lawson SuperAdminRole

lsuser User, Lawson ACDataEntry, BatchRole, PortalBookmarkAdminRole default xml

mnitka Nitka, Mike A ,BatchRole,| d 2l efsxml

pfadmin PFADMIN, PFADMIN PracessFlowRole

schristian Christian, Sammy Accounting Mgr 90,C..  ACAccountant,ACAssetClerk,AC ACBRIobScheduler, ACDataEntry, ACExpert, Al APIn...  efsaml

smiller Miller, Sarah ACDataEntry, AllAccessRole, APInguery.ApplicantRole, BatchRole, BestPracticeRole, FinancialRole, FormPersona...  defaultxml

wsuez Suez, William ACAccountant,APInquery, BatchRole, EntryClerk,PortalBookmarkAdminRole

4 »

Copyright (c) 2018

The User Role Group report includes the current role and group assignments for each user.
The query returns 1 row per user.

Fields:
e UserID
e Full Name
e Groups assigned
¢ Roles assigned

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 16




Security Dashboard Sample Report Guide

User Role Security Class

[iC Kinsey LS Reporting % ) g User - Role - Security C X
C O | © esbussva090/kx portingPortal/f

K Kinsey Porta

kinsey . v sy o

SF_PROD | Profile: APS

ear Filters Show/MHide Columns

Drag a column and drop it here to group by that column

User Y | Full Name ~ Role Y| Role Description

adavis Davis, Angie ACAccountant ACAcc Description that is long
adavis Davis, Angie ACAccountant ACAcc Description that is long
adavis Davis, Angie ACAccountant ACAcc Description that is long
adavis Davis, Angie A ACAcc that is long.
adavis Davis, Angie ACAccountant ACAcc Description that is long
adavis Davis, Angie ACAccountant ACAcc Description that is long
adavis Davis, Angle ACAccountant ACAcc Description that Is long
adavis Davis, Angle ACAccountant ACAcc Description that Is long
adavis Davis, Angie ACAccountant ACAcc Description that is long
adavis Davis, Angie ACAccountant ACAcc Description that is long
adavis Davis, Angie AllAccessRole AllccessRole

adavis Davis, Angie AllaccessRole AllAccessRole

adavis Davis, Angie AllAccessRole AllAccessRole

adavis Davis, Angie AllAccessRole AllAccessRole

adavis Davis, Angie AllAccessRole AllAccessRole

adavis Davis, Angie AllAccessRole AllAccessRole

adavis Davis, Angie AllAccessRole AllAccessRole

adavis Davis, Angie AllAccessRole AllAccessRole

adavis Davis, Angie APinquery

adavis Davis, Angie APInquery

adavis Davis, Angie APSetupinguiry APSetupinquiry

adavis Davis, Angie BatchRole BatchRole

adavis Davis, Angle ESSPortalRole ESSPortalRole

adavis Davis, Angie FinancialRole

adavis Davis, Angie FinancialRole

adavis Davis, Angle FinancialRole

awhite White, Al AllAccessRole AllAccessRole

529 records
¥ Security Class | Security Class Description Y -
ACAnalysis Activity Management Analysist
ACBudgets Activity Management Budget Processing
ACBurdens Activity Management Burdens
ACDatantry Activity Management Data Entry
ACDatamart Activity Management Datamart Setup
ACRates AC BR Billing Rates And Tables
ACSetup Activity Management Setup
AMAnalysis Asset Management Analysis
8 Asset Processing
DataAreaAccess
ACBudgets Activity Management Budget Processing
ACCapital Activity Capitalization 1
ACTransaction Activity Management Transaction Entry, Posting
AllAccess AllAccess
AlIGENACcess All Access Security Class For GEN
AlIRMAccess All Resource Management Access
8atch Batch user access to GEN
PRUpdatePrograms PR Update Programs
APAnalysis Accounts Payable Analysis
DataAreaAccess
DataAreaAccess
Financial Self Service
SmokeTest Class
Activity Management Budget Processing v

The User Role Security Class report displays the Roles and Security Classes assigned to

each user.

Fields:
e UserID
Full Name
Role ID
Role Description
Security Class ID
Security Class Description

Kinsey & Kinsey, Inc. Confidential 2008-2017
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Security Dashboard Sample Report Guide

User Role Security Class Form

b finsey Poral

User

adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis
adavis

adavis

J Kinsey LS Reporting
C 1t | O esbuss

Expand Groups

Y |Full Name
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie
Davis, Angie

Davis, Angie

Collapse Groups

%) I User - Role - Security €

Y

x

Clear Filters

Drag a column and drop it here to group by that column

Role
ACAccountant
ACAccountant
ACAccountant
FinancialRole
FinancialRole
ACAccountant
FinancialRole
ACAccountant
FinancialRole
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant
ACAccountant

ACAccountant

I(lnsev’ User - Role - Security Class - Form

Server: LSF_PROD | Profile: APS

Show/Hide Columns

Y Role Description

Y

ACAcc Description th...

ACAcc Description th...

ACAcc Description th...

ACAcc Description th...

ACAcc Description th...

ACAcc Description th...
ACAcc Description th...

ACAcc Description th...

ACAcc Description th

ACAcc Description th...

ACAcc Description th...
ACAcc Description th...

ACAcc Description th.

ACAcc Description th...
ACAcc Description th...
ACAcc Description th...

ACAcc Description th...

Security Class Y | Security Class Descript¥ | Form

ACBudgets
ACAnalysis
ACAnalysis
FSS

FSS

ACAnalysis
FSS

ACAnalysis
FsS

ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis
ACAnalysis

Activity Managemen...
Activity Managemen...

Activity Managemen...

Financial Self Service

Financial Self Service

Activity Managemen...

Financial Self Service

Activity Managemen...

Financial Self Service

Activity Managemen...
Activity Managemen...
Activity Managemen...
Activity Managemen...
Activity Managemen...
Activity Managemen...
Activity Managemen...
Activity Managemen.._
Activity Managemen...
Activity Managemen...
Activity Managemen...

Activity Managemen...

Copvright [c] 2018

AC35.1
AC00.1
ACDO.2
SE90.1
SE10.1
ACDZ.1
RW80.1
ACD3.1
GLa5.1
ACD3.2
ACD3.3
ACO3.4
ACD3.5
ACD3.6
AC03.7
ACD3.8
ACD3.9
ACD4.1
ACD5.1
ACD6.1
ACD6.2

Y

d

Form Description Y| Available Fc

Activity Total Names
Activity Group
Calendar

Analysis by Activity

Web User Favorites E...

Status

Drill Around

Resource

Journal Control

AC Person Assignment
HR Employee Assign...
Vendor Assignment
Asset Assignment
Equipment Assignme
Role Assignment
Roles

Resource Account

GL Code

Account Categories
Override Account Ca...
Override Mass Add/...

ACDLNP
ACDILNP
ACDJNP
X
ACDINP
+-AC
Y
ACDILNP
+-B,CFl
+-ACILNP
+-ACILNP
+-ACLNP
+-ACLNP
+-ACLNP
+-A,CDLNP
+-ACl

cl

+-A,Cl
NOFC
+-CLNP
A

Q¢ @

Qther boskmarks

BECOE

15,426 records

¥ | Rule Y| ~

"ALL_ACCESS'

‘ILNP*

"ALL_ACCESS

"ALL_ACCESS

"ALL_ACCESS

‘Gl

ALL_ACCESS'

"

"ALL_ACCESS

"ALL_ACCESS'

The User Role Security Class Form report is a complete list of the forms assigned to a user
and their associated rule.

Fields:

User ID

Full Name

Role ID

Role Description
Security Class ID
Security Class Description

Form

Form Description

Available FC

Rule

Kinsey & Kinsey, Inc. Confidential 2008-2017
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Security Dashboard Sample Report Guide

User Role Matrix

I Kinsey L Repartng % [ User- Role Matrx x4+ P x‘

C 0 @ Notsecure | 192.168.100.136:

. XK LSOR _ § RODBPROALE=APSE a# o @
kinsey - v pl=|w| - |H]al?]c]

oductian - LSSERVER | Profile: APS
llapse Group Clear Fiters. | | Show/Hide Columns 34 rocords
Drag @ column and drop it here to group by that column
LA ) 4 Y Y ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ Yy M ¥ Y ¥ ¥y ¥ ¥ Yy ¥ ¥ Y ¥ ¥ ¥y =
8 g
L & g |« |2 £
User | Last Name ¥ First Name Y 8 2 = H E 5 IE & . =
P F g L2 PR BRE b e FLll| R
S EEE F s (B3 Ele e ¥ E 2y f BN ER R R 3
E &8 % £ 5 8B 2§13z 38 B 528 S 1§ 2 £ E =12 2 |8 B |2
LONL OO S O O I O S O i
adavis Davis Angie x XX X X XX X
awhite White a X X X
BPM
bthomas Thomas Bill X X X X X X X X
chrise Brise Charlie X X XX X
enwisen
frelson Nelson Frank X X X X X
hroberts Roberts Helen X X X X X X X X
hrogers Rogers Hl X X
105
105Admin
isolatedsoduser soD Isolated X
lawson Lawson Lawson X X X X X XX
UVE_CUSTOMER
LIVE_EMPLOYEE
LIVE_FINANCE
UVE_REQUESTER
LIVE_VENDOR
Isadm admin Lawson
LSAdmin -
< »
Copyright (c} 2019

The User Role Matrix displays a grid of the Roles assigned to each user. Clicking on any X
allows you to drill to User or Role assignments

Fields:
e UserID
e Full Name
e RoleID

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 19



Role Reports

Role Security Class

Security Dashboard Sample Report Guide

[ Kinsey LS Reparting X ) I Fale - Security Class x e - a *
C £ | D esbussv9090/KK_LS9RepontingPortal fiters.htm?SERVERID=LSF _PF ROFILE= 4 ax o
Jc tinsey o Other beaimaris
kinsey e s pdelol [Hlal?]c
Server: LSF_PROD | Profile: APS Show Search Criteria
Expand Groups | Collapse Groups | | Clear Filters | | Show/Kide Columns 206 records
Drag a column and drop it here to group by that column
Role ¥ | Role Description =Y | Security Class Y| Security Class Description i -
kAdmi..  Por inRole 1AllPrograms 1AllPrograms
ONLYACDataEntry ONLY ACDataEntry Class ACDatakntry Activity Management Data Entry
CUDInheritedHR11 €01 Inherited from HR11 test LEVELS
CU01InheritedHR11 CU01 Inherited from HR11 test CU200ACD Only ACD on CU200
AllAccessRole AllaccessRole AllRMAccess All Resource Management Access
Allaczessiole AllAccessRole Batch Batch user access to GEN
AllaccessRale AllAccessRole ACBudgets Activity Management Budget Pracessing
Allaccesshole AllaccessRole ACCapitalizatior Activity C 1
AllaccessRale AllaccessRole PRUpdatePrograms PR Update Programs
AllaccessRale AllAccessRole AllAccess AllAcoess
AllaccessRale AllAccessRole AllGENAccess All Access Security Class For GEN
AllaccessRole AllAccessRole ACTransaction Activity Management Transaction Entry, Posting
ACAccountant AChcc Description that is lang. DataArsaAccess
ACAccountant ACAcc Description that is long. AMAnalysis Asset Management Analysis
ACAccountant ACAce Description that is long ACSetup Activity Management Setup
ACAccountant AChcc Description that Is lang. ACRates AC BR Billing Rates And Tables
ACAzcountant ACAcc Description that is long ACAnalysis Activity Management Analysist
ACAccountant ACAcc Description that s long ACDataEntry Activity Management Data Entry
ACAccountant ACAcc Description that is long ACBurdens Activity Management Burdens.
ACAccountant ACAce Description that is long ACBudgets Activity Management Budget Processing
ACAccountant ACAcc Description that is long AMProcessing Asset Management Processing
ACAzcountant ACAcc Description that is long ACDatamart Activity Management Datamart Setup
2DaveNone 2DaveNone Inherited(V12 Inherited Child
1TestRole-withdash 1TestRole-withdash inheritedLVL2 Inherited Child
ManagerRole STEST SmokeTest Class
ManagerRole M3S Manager Self Service
ManagerRole £85 Employe Self Service -
Copyright (c) 2018

The Role Security Classes report displays the Security Classes assigned to each Role.

Fields:

e RoleID

e Role Description
e Security Class ID
[ )

Security Class Description

Kinsey & Kinsey, Inc. Confidential 2008-2017

Page 20




Security Dashboard Sample Report Guide

Role Security Class All Objects

[k Kinsey LS Reporting % /[ Role - Security Class - & %
‘ C 1 |© esbussn

b finsey Poral

I(lnsey Role - Security Class - All Objects

Server: LSF_PROD | Prafile: APS

and Gro oups Clear Filters sho

Drag a column and drop it here to group by that column

Rale ¥ Role Description Y Security Class
ACAccountant ACAce Description th..  ACAnalysis
ACAccountant ACAcc Description th...  ACAnalysis
ACAccountant ACAcc Description th..  ACAnalysis
ACAccountant ACAcc Description th_.  ACAnalysis
ACAccountant ACAcc Description th..  ACAnalysis
ACAccountant AChcc Description th...  ACAnalysis
ACAccountant ACAcc Description th...  ACAnalysis
ACAccountant ACAcc Desription th..  ACAnalysis
ACAccountant ACAcc Description th...  ACAnalysis
ACAccountant ACAce Description th..  ACAnalysis
ACAccountant ACAcc Description th_.  ACAnalysis
ACAccountant ACAcc Description th..  ACAnalysis
ACAccountant AChAcc Description th...  ACAnalysis
ACAccountant ACAcc Description th..  ACAnalysis
ACAccountant ACAcc Description th..  ACAnalysis
ACAccountant ACAcc Description th...  ACAnalysis
ACAccountant ACAce Description th..  ACAnalysis
ACAccountant ACAcc Description th...  ACAnalysis
ACAccountant ACAcc Description th..  ACAnalysis
ACAccountant ACAce Description th..  ACAnalysis
ACAccountant ACAcc Description th..  ACAnalysis
ACAccountant ACAcc Description th..  ACAnalysis
ACAccountant ACAcc Description th..  ACAnalysis
ACAccountant AChcc Description th...  ACAnalysis
ACAccountant ACAcc Description th...  ACAnalysis
ACAccountant ACAcc Description th...  ACAnalysis
ACAccountant ACAcc Description th...  ACAnalysis

' Security Class Descript'Y | Type

Activity Managemen...
Activity Managemen.
Activity Managemen...

Activity Managemen

Activity Managemen...
Activity Managemen.

Activity Managemen...
Activity Managemen...
Activity Managemen...

Activity Managemen

Activity Managemen...
Activity Managemen.

Activity Managemen...

Activity Managemen

Activity Managemen...
Activity Managemen...
Activity Managemen...
Activity Managemen.

Activity Managemen...

Activity Managemen

Activity Managemen..

Activity Managemen

Activity Managemen...
Activity Managemen...
Activity Managemen...

Activity Managemen.

Activity Managemen...

FLD
FLD
FLD
FLD
FLD
HDN
FLD
FLD
FLD

¥ Object | Form Description

ACDO.15_SAGP-CALE...
AC00.15_SAGP-CHG-..
AC00.15_SAGP-CUR...
AC00.15_SAGP-END-
AC00.15_SAGPINV-..
ACD0.15_$AGP-OBJ-ID
AC00.15_SAGP-OUT...
AC00.15_SAGP-QUT...

ACD0.1$_SAGP-SECU...
ACD0.15_SAGP-STRU...

ACD0.15_$BASIC-TAB
AC00.15_$CDH-DESC...
AC00.15_SCDH-NBR-...
AC00.15_SCUC-DESC...
AC00.15_SFISCALYE...
AC00.15_SPERFORM...
ACD0.15_SSRE-DESC...
AC00.2

ACO2.1

ACO2.1

ACD3.2

AC03.3

AC03.4

AC03.5

AC03.6

AC03.7
ACO3. B

Calendar

Status

Resource

AC Person Assignment
HR Employee Assignment
Vendor Assignment
Asset Assignment
Equipment Assignment
Role Assignment

Roles

Y Rule
"ALL_ACCESS'
"ALL_ACCESS'
"ALL_ACCESS'
"ALL_ACCESS'
‘ALL_ACCESS'
"ALL_ACCESS'
‘ALL_ACCESS'
‘ALL_ACCESS'
"ALL_ACCESS'
'ALL_ACCESS'
"ALL_ACCESS'
"ALL_ACCESS'
"ALL_ACCESS'
‘ALL_ACCESS'
‘ALL_ACCESS'
"ALL_ACCESS'
'ALL_ACCESS'

‘ALL_ACCESS'

Clast

Q¢ @

Qther boskmarks

12,773 records

The Role Security Classes All Objects report displays the current security assignments and

rules for each object.

Objects included:

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP

Fields:

e Role ID
Role Description
Security Class ID

Type

Object

Object Description
Rule

Security Class Description

Kinsey & Kinsey, Inc. Confidential 2008-2017
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Security Dashboard Sample Report Guide

Role Security Class Element Group

3 [ Role - Security Class - £+ x|
C 1| @ esbussrv
K KinseyPortl

|(|nsey role - Security Class - Element Group

ROD | Profi

| [k Kinsey LS Reporting

Expand Filters

Drag a column and drop it here to group by that column
Role

¥ Role Description Y Security Class ¥ Securlty Class Description Y
ACAccountant ACAce Description th..  ACAnalysis Activity Management Analysist
ACAssetClerk ACAnalysis Activity Management Analysist
ACDataEntry ACAnalysis Activity Management Analysist
APSuper APProcessing Accounts Payable Proccessing Screens
EmployeeRole ESS Employe Self Service
EntryClerk APProcessing Accounts Payable Proccessing Screens
FinSup ACAnalysis Activity Management Analysist
ManagerRole ESS.

Employe Self Service

The Role Security Classes Element Group
and rules for each Element Group.

Fields:

e Role ID
Role Description
Security Class ID
Security Class Description
Element Group
Rule

Kinsey & Kinsey, Inc. Confidential 2008-2017

8 -

a

x

a % @ :

Qther boskmarks

sooEnnEa

Show Search Criteria

8 records

Element Group ¥ | Rule Y
ELGS_SPROCLEVEL 'ALL_ACCESS'

ELGS_$PROCLEVEL 'ALL_ACCESS'

ELGS_SPROCLEVEL *ALL_ACCESS'

ELGS_SHREMP ILAM,D'

ELGS_SCOMP_EMPLOYEE
ELGS_SHREMP
ELGS_SPROCLEVEL
ELGS_SCOMP_EMPLOYEE

if(usergetCompany(J==lztrim(COMPANY)& &user getEmployeeldl)
TAMD

"ALL_ACCESS'

if{user.getCompany(j==lztrim( COMPANY)&&user.getEmployeeld()...

Copyright (c) 2018

report displays the current security assignments
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Role Security Class Form

[k Kinsey LS Reporting kJ-kRﬂIe—Seungllss—F ® (-]
C 1} | @ esbussrv:9090/KK_LS9ReportingPortal/fil 3 £= a x|l o

IC Kinsey Ports Gther boskmaris
|(|nsey' Role- Security Class - Form

Server: LSF_PROD | Profile: APS

Epand Groups || Collapse Groups | | Clear Filters Columns

Drag a column and drop it here to group by that column

Rale ¥ Role Description ¥ | Security Class ¥ |Security Class Descript¥ Form ¥ | Form Description | Avalable Fc ¥ Rule i =

ACAccountant ACAct Description that is long ACAnalysis Activity Managemen...  ACO2.1 Status K

ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC03.1 Resource T

ACAccountant ACAcc Description that is lang ACAnalysis Activity Managemen...  AC03.2 AC Person Assignment T

ACAccountant ACAcc Description that is long ACAnalysis Activity Managemen...  AC03.3 HR Employee Assignment "

ACAccountant ACAcc Description that is lang. ACAnalysis Activity Menagemen...  AC03.4 Vendor Assignment T

ACAccountant ACAcc Description that is lang. ACARalysis Activity Managemen...  AC03.5 Asset Assignment +rACINE T

ACAccountant AChcc Description that Is long. ACAnalysis Activity Managemen...  ACD3.6 Equipment Assignment +rACINE 0

ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  AC03.7 Role Assignment T

ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  AC03.8 Roles

ACAccountant ACAce Description that is long. ACAnalysis Activity Managemen...  AC03.9 Resource Account

ACAccountant ACAcc Description that is long ACAnalysis Activity Managemen_..  AC04.1 GL Code )

ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC0S.1 Account Categories T

ACAccountant AChcc Description that is lang. ACANalysis Activity Managemen...  AC06.1 Override Account Categories “ALL_ACCESS'

ACAccountant ACAcc Description that is long. ACanalysis Activity Managemen...  ACD6.2 Override Mass Add/Change b

ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  ACO7.1 Account Assignment CLNP var zz=new mkUsrDateDbj(user.getAttribute('UTZOFF..
ACAccountant ACAcc Description that Is lang. ACAnalysis Activity Managemen...  ACDS.1 Category Structure +mACLNEX T

ACAccountant AChcc Description that is long. ACAnalysis Activity Managemen...  AC0S.2 Define Category Structure ACDINP

ACAccountant ACAcc Description that s long. ACAnalysis Activity Managemen...  AC10.1 Activity ACDINP "ALL_ACCESS'

ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC10.2 Location Assignment ACDINP "ALL_ACCESS'

ACAccountant ACAce Description that is long. ACAnalysi Activity Managemen...  AC10.3 Activity Asset ACDINP 'ALL_ACCESS'

ACAccountant ACAcc Description that s lang. ACAnalysis Activity Managemen...  AC10.4 Location ACDING "ALL_ACCESS'

ACAccountant ACAcc Description that s lang. AChnalysis Activity Menagemen... ~ AC10.5 Mass Activity Move ADINP 'ALL_ACCESS'

ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  AC10.6 Activity Period of Performance +-ACLLNP "ALL_ACCESS'

ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC10.7 Period of Performance Template  +~ACDLNP "ALL_ACCESS'

ACAccountant AChcc Description that is long. ACAnalysis Activity Managemen...  AC111 Copy Activities +-ACDLNP "ALL_ACCESS'

ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  AC11.2 More. AC "ALL_ACCESS'

ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC13.1 , Activity Attributes +-ACINP LN e bl

Copyright (c} 2018

The Role Security Classes Form report displays the current security assignments and rule for
each form.

Fields:

e Role ID
Role Description
Security Class ID
Security Class Description
Form ID
Form Description

Available FC
Rule
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Role Security Class Counts

Show Search Criteria

) Koy S Reporting X/ [ Role - Security Clsa Co. x| )

C Y @ esbussr X portin i b E &P 8 a« @ :
T finsey For Gther boskmarks
kinsey - o sooEnnDeEa
Server: LSF_PROD | Profile: APS

Expand G Clear Filters show/Hide Columns

44 records
Drag and drop it here to group by that column

Role ¥ Role Description = | Count Y -
EntryClerk s

WHWarehouseClerk
VendorRole
ACAssetClelrk
ACAssetClerk
ACAssetManager
ACBRIohScheduler
ACDataEntry
ACExpert

SmartReconRole
APInguery
ApplicantRole
APSuper
‘SmartReconAdminRole
BRBiller
BRContractAdministra..
BRExpert
BRReportingAdminist...
BRRevenueAnalyst
RSSRequester
CustomerRole
EmployeeRole
RQRequester
FinancialRole

FinSup

GLAccountant

MU WM B BN B D RN W BN WS NN NS R BN

GLReportWritter

The Role Security Classes Counts report displays the number of Security Classes currently
assigned to a Role.

Fields:
e RoleID
e Role Description
e Count
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Role Security Class Matrix
T Kinsey LS Reporting % ke Fole- Securiy Cloms st % |+ ‘

C ¢ © Notsecure | 132.168.100.136: ) v RODE PSé ax o @ i
kansey . s s 8] al Tulal?]c
Server: Production - LSISERVER | Profile: APS - N

and Gro Collapse Groups ar Filtes Show/Hide Columns JE—

Drag & column and drop it here to group by that column
Y ¥ ¥ N [¥ Y Y ¥ ¥ ¥ ¥ |¥ Y Y ¥ [y ¥ |r Y oY Y ¥ [¥ ¥ ¥ Y Y ¥ ¥ ¥ ¥ [¥ Y Y ¥ ¥ ¥ ¥ 1 S

o 3 c P 1

et s BT sl L Blelsy W | BE il x| oE o | e (B
282N RN R R R R R R R R R AR R R Y
=3 8 8 8% oyo8|gF 0FoEgofyfogofs glsz:EozoEippoEAfoflEloic

1TestRole-withdash

2DaveNone

ACAccountant X X X X X X X X X

ACAssetClelrk X

ACAssetClerk X X X X X

ACAssetManager X

ACBRJobScheduler X

ACDataEntry X X

ACExpert X X X x X X X x X X X X X X X

AllaccessRole X X X x X X X

APDataEntry X

APinquery X

APManager X

ApplicantRole x

APSuper X X X X

ARSuper X

BRBiller X

BRContractAdministra... ¥

BRExpert X X

ERR?DorﬂnﬁAdmmis(“ X X X . -

The Role Security Class Matrix displays a grid of the Security Classes assigned to each Role.
Clicking on any X allows you to drill to Role or Security Class assignments

Fields:
e Role
e Security Class Assignments
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Role User Counts

[k Kinsey LS Reporting % /[ Fole - User Counts ® (-] - a9 x

C Y @ esbussr X portin i b ERVER F &P 3 8 a a« @ :

I tinsey Porta Other bodkmarks
kinsey . v o) =[u] [-[a2]c
Server: LSF_PROD | Profile: APS Show Search Criteria
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 60 records

Drag a column and drop it here to group by that column
Role ¥ Role Description Y User_count Y -
BRRevenueAnalyst 1

hrelerical
ACBRIobScheduler
ACDataEntry

ACExpert
GLReportWritter
APInquery
ApplicantRole
HRDirector

APSuper

RQRequester
HRGeneralist
POPurchasingManager
BRBiller
BRContractAdministra...
BRExpert
BRReportingAdminist...
ACAssetManager
GLAccountant
ACAssetClerk

MW RN W R RN R R N R W N R AR e N

FinSup

The Role User Counts report displays the number of Users currently assigned to a Role.

Fields:
e RoleID
e Role Description
e Count

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 26



Security Dashboard Sample Report Guide

Security Class Reports

Forms Per Security Class

[ Kinsey LS Reparting X [l Forms Per Security Class % ]
C (| @ esbussiv K_LSORer talffilters.htmSERVERID=LSF_PROD&PROFILE=APS&ID= awl o
Jc finsey o Ceher boskmaris

I(Insey- Forms Per Security Class 3 ﬂ . m n

Server: LSF_PROD | Profile: APS

h
Expand Groups Collapse Groups Clear Filters Show/Hide Columns 139 records
Drag a column and drop it here to group by that column
Security Class ' Security Class Description ¥ | Count Y .
ACAllocatelNQ AcAllocatelNQ 9
ACAllocations 15
ACAllocationsView 4
ACAllocing ACAllocing 9
ACAnalysis Activity Management Analysist 130
ACAnalysis 10 ACAnalysis Ing. Only 128
ACBalanceRpting Activity Management Balance Reports, Inquiries 51
ACBRAdvanced AC BR Advanced Processing 25
ACBudget 10 AC Budgets Ing Only 10
ACBudgets Activity Management Budget Processing 10
ACBurdens Activity Management Burdens 9
ACCapitalization Activity Capitalization 1 29
ACDataBasics Activity Management Databasics Processing 10
ACDataEntry Activity Management Data Entry a5
ACDatamart Activity Management Datamart Setup 1
ACLaw 2
ACLawRO 2
ACRates AC BR Billing Rates And Tables 2
ACResource AC Resources, Roles, Assignment Rates 25
ACSetup Activity Management Setup 22
ACTransaction Activity Management Transaction Entry, Posting 5 -
Copyright [c) 2018

The Forms per Security Classes provides a quick view of the number of forms assigned to
each Security Class.

Fields:
e Security Class ID
e Security Class Description
e Count
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Security Class All Objects

[k Kinsey LS Reporting X i [ Security Class - Al Obje: %
C 0t | ® esbussrv

b finsey Poral

I(lnsey Security Class - All Objects

) | Profile: APS

ou; Clear Filters Show/Hid

Drag a column and drop it here to group by that column

Security Class ' | Securlty Class Descript | Object | Form Description

HRFiles HR Files PWTITLE HR Report Wiriter Title

HRFiles HR Files PATHEIND Employee Repart Writer Paths
HRFiles HR Files HRIADIM Not Available

HRFiles HR Files PAEMPPOS Emplayee Multiple Pos, Jobs
HRFiles HR Files HRPOSFLDS Position User Fields

HRFiles HR Files HRPOSVAL Position User Field Values
HRFiles HR Files PWSELECT HR Writer Selection Criterla
HRFlles HR Files HRDEPBEN Dependent Benefits

HRFiles HR Files FAMSTSHIST Not Available

HRFiles HR Files EMPPRICKLST Not Available

HRFiles HR Files HRCTRYCODE Not Available

HRFiles HR Files PWCOMPUTE HR Writer Compute Statements
HRFiles HR Files PGSELECT Emp Group Selection Criteria
HRFiles HR Files PRRATEHIST Employee Rate History

HRFiles HR Files PRPROCGRP Payroll Process Group

HRFiles HR Files PRSAGHEAD Step & Grade Schedule Header
HRFiles HR Files HRHISTORY HR History.

HRFiles HR Files HRSECLEV Employee Security Level
HRFiles HR Files HRUSERFLDS HR User Fields

HRFiles HE Files PASCRTY Data Item Attribute Parameters
HRFiles HR Files PCODES Human Resource Code

HRFiles HR Files HRCORRESP Not Avsilable

HRFiles HR Files PCODESTYPE Not Available

HRFiles HR Files SYSRULES Not Available

HRFiles HR Files HRCONTNBR Not Available

HRFiles HR Files PWAUTHOR HR Report Writer Author
HRFiles HR Files HISTERR Not Available

| Type
TEL

Rule

ALL_ACCESS'

ALL_ACCESS'
ALL_ACCESS'
ALL_ACCESS'

“ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'
"ALL_ACCESS'
ALL_ACCESS'

“ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

"ALL_ACCESS'

ALL_ACCESS'

*ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

ALL_ACCESS'

e - a8 x
a0

Qther boskmarks

sooEnnEa

Show Search Criteria

13,937 records

The Security Classes All Objects report displays the current security assignments and rules

for each object.

Objects included:

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP

Fields:

e Security Class ID
Security Class Description
Type
Object
Object Description
Rule
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Security Class Element Group

Tk Kinsey LSheparing. % ) ¢ Sesurty Gl - Beme e - & x
C 0| ® esoussrr portn T ?SE . S
K Kinsey Porta

aw| @ i
I A —— sooEnnDER
Server: LSF_PROD | Pro

Show Search Criteria

nt %

Dirag a col

and drop it here to group by that column

Security Class ¥ Security Class Description *f | Element Group

Y Rule Y
£ss Employe Self Service ELGS_SCOMP_EMPLOYEE if{user getCompany()==lztrim{COMPANY)& &user. getEmployeeld(}==lztrim{EMPLOVEE) | | user.get...
APProcessing Accounts Payable Proccessing Screens ELGS_SHREMP LAMD
ACAnalysis Activity Management Analysist ELGS_SPROCLEVEL "ALL_ACCESS'

Copyrigh 018

The Security Classes Element Group report displays the current security assignments and
rules for each Element Group.

Fields:

e Security Class ID

e Security Class Description
e Element Group

e Rule
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Security Class Form

[k Kinsey LS Reporting kJ-kRﬂIe—Seungllss—F ® (-]
C ) | @ esbussrv:9090/KK_L59Rer talf 3 v ROFILE= a x|l o
IC Kinsey Porta Gther boskmaris
|(|nsey' Role- Security Class - Form
Server: LSF_PROD | Profile: APS
EandGroups | | CollapseGroups | | Clearfiters | | Show/Hide Columins
Drag a column and drop it here to group by that column
Rale ¥ Role Description ¥ | Security Class ¥ | Security Class Descript Form ¥ | Form Description | Avalable Fc ¥ Rule i =
ACAccountant ACAct Description that is long ACAnalysis Activity Managemen...  ACO2.1 Status
ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC03.1 Resource T
ACAccountant ACAcc Description that is lang ACAnalysis Activity Managemen...  AC03.2 AC Person Assignment T
ACAccountant ACAcc Description that is long, ACAnalysis Activity Managemen...  AC03.3 HR Employee Assignment "
ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC03.4 Vendor Assignment T
ACAccountant ACAcc Description that is lang. ACARalysis Activity Managemen...  AC03.5 Asset Assignment +rACINE T
ACAccountant AChcc Description that Is long. ACAnalysis Activity Managemen...  ACD3.6 Equipment Assignment +rACINE 0
ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  AC03.7 Role Assignment T
ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  AC03.8 Roles
ACAccountant ACAce Description that is long. ACAnalysis Activity Managemen...  AC03.9 Resource Account
ACAccountant ACAcc Description that is long ACAnalysis Activity Managemen_..  AC04.1 GL Code )
ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC0S.1 Account Categories T
ACAccountant AChcc Description that is lang. ACANalysis Activity Managemen...  AC06.1 Override Account Categories “ALL_ACCESS'
ACAccountant ACAcc Description that is long. ACanalysis Activity Managemen...  ACD6.2 Override Mass Add/Change b
ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  ACO7.1 Account Assignment CINP var zz=new mkUsrDateOb(user.getAtiribute{ UTZOFF..
ACAccountant ACAcc Description that Is lang. ACAnalysis Activity Managemen...  ACDS.1 Category Structure +mACLNEX T
ACAccountant AChcc Description that is long. ACAnalysis Activity Managemen...  AC0S.2 Define Category Structure ACDINP
ACAccountant ACAcc Description that s long. ACAnalysis Activity Managemen...  AC10.1 Activity ACDLNP 'ALL_ACCESS'
ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC10.2 Location Assignment ACDLNP "ALL_ACCESS'
ACAccountant ACAce Description that is long. ACAnalysi Activity Managemen...  AC10.3 Activity Asset ACDINP 'ALL_ACCESS'
ACAccountant ACAcc Description that is long, ACAnalysis Activity Managemen...  AC10.4 Location ACDINP ‘ALL_ACCESS'
ACAccountant ACAcc Description that is long, ACAnalysis Activity Managemen...  AC10.5 Mass Activity Move ADINP ‘ALL_ACCESS'
ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  AC10.6 Activity Period of Performance +-ACLLNP "ALL_ACCESS'
ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC10.7 Period of Performance Template  +~ACDLNP "ALL_ACCESS'
ACAccountant AChcc Description that is long. ACAnalysis Activity Managemen...  AC111 Copy Activities +-ACDLNP "ALL_ACCESS'
ACAccountant ACAcc Description that is long. ACAnalysis Activity Managemen...  AC11.2 More. AC "ALL_ACCESS'
ACAccountant ACAcc Description that is lang. ACAnalysis Activity Managemen...  AC13.1 , Activity Attributes + ACINP LN B b
Copyright (c) 2018

The Security Classes Form report displays the current security assignments and rule for
each form.

Fields:

e Security Class ID
Security Class Description
Form ID
Form Description
Available FC
Rule
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Security Class Object Matrix
[ b Ky U5 Reparting x| I R Secwiy Comsbarx | X |

@ (T @ Wotsecure | 192.168.100.136: tal/filt n a « Q0 { I
kinsey . s o sooEnnan
Server: Production - LS3SERVER | Profile: APS g Ses Criteri

47 records

Drag a column and drop it here to group by that column
Yy vy v ¥r r v v ¥ [y r r v fr r v r r v ¥ ¥ [y r fr ¥ r r v r r f ¥ ¥ [y r r ¥ ¥ ¥ pha

Amanalysis
Amprocessing
Amsetup
nalysis
Apc
Apmailcheck
Apmaintenace
Applss
Approcessirg
Apsenp
Batch
Bnfies
Brreports
Bnsetup
Bookmark
Brhillprocess

Accapitalization
Apa

1allprogram
Acallocations
Acanalysils
Achalancerpting
Acbradvanced
Acbrjobscheduler
Acoudgetio
Acbucgets
Acburdens
Actatabasics
Acdataentry
Acdatamart
Acrates
Acresource
Acsetup
Actransaction
Actransrpting
Mlaccess
Algenaccess
Alrmaccess

Acanalysis

1TestRole-withdash

2DaveNone

ACAccountant

ACAssetClelrk X

=

ACAssetClerk X XX X oox
ACAssetManager X

ACBRIcbScheduler X

ACDataEntry XX

ACExpert X X oKX XX %X %X X oox X XK X X

Allaccesshole x X X X X X X
APDataEntry X
APInquery X

APManager X

ApplicantRole x

APSuper XX XX
ARSuper X

BRBiller X
BRContractAdministra... >
BRExpert X X >
2RR?uoranAdmmis( 5 x X

The Security Class Object Matrix displays a grid of the Objects (Tokens, Tables, Programs,
etc.) assigned to each Security Class. Clicking on a letter (A,I1,0,C) allows you to drill to
Security Class rule assignments

Fields:

e Security Class
Object
Object Type
Object Description
Available Function Code
Rile Assigned

Note: The 4 letters indicate the following access to an object
A=All Access

I=Inquiry Only

C=Conditional Logic

O=a custom Function Code combination
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Security Class Repeated Forms

) Koy S Reporting. | ) g Securty Class - Repeste: % | )
C O |® esbussn X portir filters htm?SE e 8 Qe
B Kinsey Porta Qther bookmarks

(11— sooEpnnER

0D | Profik Show Search Criteria

Expand Groups

2,630 records

Drag a column and drop it here to group by that column

Form ' Form Description = Occurrences Y -
AC00.1 Activity Group 7
AC00.2 Calendar 7
AC00.3 Activity Group Purge Status 3
ACOLL Mass Activity Copy 2
AC01.2 Additional Parameters 2
ACOL3 Inquire Filter 2
AC0L4 Automatic Activity 2
ACOLS Automatic Level 2
AC02.1 Status 4
AC03.1 Resource 5
AC03.2 AC Person Assignment 5
AC03.3 HR Employee Assignment 5
ACO3.4 Vendor Assignment 5
ACO3.5 Asset Assignment 5
AC03.6 Equipment Assignment 5
AC03.7 Role Assignment 5
AC03.8 Roles 5
AC03.9 Resource Account 5
ACO4.1 GL Code 4
ACO5.1 Account Categories 4
AC06.1 Override Account Categories 5
ACD6.2 Override Mass Add/Change 5
ACOT.1 Account Assignment 4
ACO8.1 Category Structure 4
AC8.2 Define Category Structure 4
AC10.1 Activity 5
AC10.2 Location Assignment 6 b

Copyright (c) 2018

The Security Classes Repeated Forms report displays a count for the number of Security
Classes a form is assigned to.

Fields:
e Form ID
e Form Description
e Occurrences
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Security Class Repeated Tables

[k Kinsey LS Reporting % i [l Securty Class - Repeste: %

‘ C 0| © esbussrv

Q%@ :
b finsey Poral

Qther boskmarks

I(lnsey Security Class - Repeated Tables ‘) E ! m n

Server: LSF_PROD | Profile

Show rch Criteri;

Grou Clear Filters show/Hide Columns

Drag a column and drop it here to group by that column

Table Y |Table Description Y Occurrences Y -
ACACCTCAT Activity Account Categories 3
ACACCTCATX Account Category Detail 2
ACACTGRP Activity Group 4
ACACTIVITY Activity 5
ACBUDDTL Activity Budget 3
ACCAL Activity Calendar 2
ACCALX Actlvity Calendar Detail 2
ACCATGRP Account Category Group 2
ACCONSOL Activity Consolidation 2
ACCONSOLX 2
ACCRSCHED Activity Accrual Schedule 3
ACLEVEL 2
ACMASTER Activity Master 2
ACMASTERX 2
ACMYFAVS 2
ACTRUIMIT Accrual Transaction Limit 3
ACTSTRUC Account Structure 2
AMASSET Asset 6
AMASTBOOK Asset Book 2
AMASTITEM Asset Item 2
AMTRANS Asset Transaction 2
APCOMPANY Accounts Payable Company 5
APCVENMAST Vendor Conversion 2
APDISTHDR Distribution Code Header 2
APINVOICE Accounts Payable Invoice ]
APPAYMENT Invoice Payment 3
APPIOBHIST Applicant Job History 5

Copyright (c} 2018

The Security Classes Repeated Tables report displays a count for the number of Security
Classes a table is assigned to.

Fields:
e Table ID
e Table Description
e Occurrences
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[k Kinsey LS Reporting % /[ Security Class - Table % (-] - a9 x
C 0t | ® esbussrv K_LS9ReportingPortalffit 3 4 a x| o

IC Kinsey Ports Gther boskmaris
I(lnsey Security Class - Table

Server: LSF_PROD | Profile: APS

Expand Groups | | Collapse Groups Show 2,008 records

Drag a column and drop it here to group by that column

Security Class ~ ¥ | Security Class Description ' Table ¥ Tabledesc ¥ | Rule Y =

ACAnalysis Activity Management Analysist GLMASTER General Ledger Account Master by

ACAnalysis Activity Management Analysist CUCODES Currency Codes LAM

ACAnalysis Activity Management Analysist APINVOICE Accounts Payable Invoice T

ACAnalysis Activity Management Analysist AMASSET Asset by

ACAnalysis 10 ACAnalysis Ing, Only CUCODES Currency Codes i

ACAnalysis 10 ACAnalysis Ing. Only GLMASTER General Ledger Actount Master i

ACAnalysis 10 ACAnalysis Ing. Only APINVOICE Accounts Payable Invoice i

ACAnalysis 10 ACAnalysis Ing. Only AMASSET Asset "

ACDatakntry Activity Management Data Entry  APINVOICE Accounts Payable Invoice i

ACDataEntry Activity Management Data Entry  GLMASTER General Ledger Account Master i

ACDataEntry Activity Management Data Entry AMASSET Asset "

ACSetup Activity Management Setup ACHISTORY ‘ALL_ACCESS'

ACSetup Activity Managsment Setup ACACTGPREL Activity Group Relation “ALL_ACCESS'

ACSetup Activity Mznagement Setup ACACCTCATX Account Category Detal "ALL_ACCESS'

ACSetup Activity Management Setup ACACCTCAT Activity Account Categories ‘ALL_ACCESS'

ACSetup Activity Managsment Setup ACACTIVITY Activity ‘ALL_ACCESS'

ACSetup Activity Management Setup ACACTREL Activity Relation ‘ALL_ACCESS'

ACSetup Activity Management Setup ACADDASSGN Activity Address Assignment ‘ALL_ACCESS'

ACSetup Activity Management Setup ACADDRESS Activity Address "ALL_ACCESS'

ACSetup Activity Management Setup ACASSIGN Activity Resource Assignment 'ALL_ACCESS'

ACSetup Activity Mznagement Setup ACDBASSIGN ‘ALL_ACCESS'

ACSetup Activity Management Setup ACAUDIT Activity Audit "ALL_ACCESS'

ACSetup Activity Management Setup ACBUDDTL Activity Budget ‘ALL_ACCESS'

ACSetup Activity Managsment Setup ACCUAMTX "ALL_ACCESS'

ACSetup Activity Management Setup ACCONSOLX ‘ALL_ACCESS'

ACSetup Activity Management Setup ACNVACTV ‘ALL_ACCESS'

ACSetup Activity Management Setup ACNVPROF "ALL_ACCESS' bl

Copyright (c) 2018

The Security Classes Table report displays the current security assignments and rule for
each table.

Fields:

e Security Class ID
Security Class Description
Table ID
Table Description
Rule
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[k Kinsey LS Reporting X /[l Tables Per Security Class %
‘ C 1 |© esbussn

b finsey Poral

|(II'ISEV Tables Per Security Class

Server: LSF_PROD | Prafile: APS

and Gro oups Clear Filters sho

Drag a column and drop it here to group by that column

Security Class Y| Security Class Description
ACAnalysis Activity Management Analysist
ACAnalysis 10 ACAnalysis Ing. Only
ACDataEntry Activity Management Data Entry
ACSetup Activity Management Setup
AlIGENAccess All Access Security Class For GEN
AMAnalysis Asset Management Analysis
APAnalysis Accounts Payable Analysis
APPLSS Applicant Self Service
APPLSSING Test Addition Inquire
APProcessing Accounts Payable Proccessing Screens
Batch Batch user access to GEN
BNFiles BN Flles

Bookmark Bookmark Administration
Controller Controller

css Customer Self Service

ESS Employe Self Service

FsS Financial Self Service
GLRUWRTR GL Report Writer

HRFiles HR Files

ICFiles IC Files

InheritedLv1.2 Inherited Child

InheritedMSTR

MIKE Test

MikesTESTAdd Test Addition to see in Wireshark
MikesTESTAddING Test Addition Inquire
MSAddQueryDist MS Addin Query Only - Distribution Suite
MSAddQueryHR MS Addin Query Only - HR Suite

Security Dashboard Sample Report Guide

Y Count Y

449

Q¢ @

Qther boskmarks

40 records

The Tables per Security Classes provides a quick view of the number of tables assigned to

each Security Class.

Fields:
e Security Class ID

e Security Class Description

¢ Count
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Unlinked Objects

Roles without Security Classes

I Kirsey LS Reparting x| [ Foles Without Secusiny Clases x|

I(Insey Roles Without Security Classes
o

S3SE

er: Productio R | Profile: APS

pand Groups o Clear Filters Show/Hide Columns

Drag & column and drop it here to group by that column

C {t O Notsecure | 192.168.100.136:3030/KK_LS9ReportingPortal/filtershtm?SERVERID=LSF_PRODEPROF!

rACProjectAccountantFiles
rACProjectAccountanthgr

rAPCheckProcessingFiles
rAPProcessor
rAPPracessorFiles

rAPVendorMaint;

A Dbk s

Rale Y Role Description
DEVING DEVING

DEVINGFiles DEVINGFiles
EFSAdmin EFSAdmin
EssPortalRole ESSPortalRole
FormPersonalizationRole FormPerscnalizationRole
GLACCTAA GLACCT4A

GLACCT4B GLACCT48
GLACCTSCA GLACCTSCE
GLACCTSCBFiles GLACCTSCBFiles
GLASSDIR GLASSDIR
HRTT16095/Files HR7T160951Files
LawsonQueryToolsRole LawsonQueryToolsRole
MsSPortalRole MsSPortalRole
PO20Role PO20Role

PROCBUYRZ PROCBUYR2
PracessFlowRole ProcessFlowRole
rACProjectAccountant rACProjectAccountant

rACProjectAccountantFiles
rACProjectAccountantMgr

rACProjectAccountantMgrFiles rACProjectAccountantMgrFiles
rACProjectManagerFac rACProjectManagerFac
rACProjectManagerFacFiles rACProjectManagerFacFiles
rAPCheckProcessing rAPCheckPracessing

rAPCheckProcessingFiles
rAPPTOCESSOr
rAPProcessarfiles

rAPVendorMaintenance

Copyright (c) 2019

164 records

The Roles without Security Classes identifies any Roler that does not have a Security Class
assigned in Lawson Security

Fields:
e Role ID

e Role Description
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Unassigned Objects

|C Koy SReporting X ¢ Unossigned Objects x|
C {1 | O esbussrv
B Yonsey Portal

kinsey

_PROD | Pro

it here to group by that column

Type | Object

TBL ACPMHSTHDR
TBL ACPMHSTTAX
TBL ACPOOLDTL
TBL ACPOOLHDR
TBL ACPOPTMP
TBL ACPOPTMPX
TBL ACPRDPERF
TBL ACPRMSTN
TBL ACPRMSTNX
TBL ACPROAD]
TBL ACPRODACCT
TBL ACPRODDTL
TBL ACPRODHDR
TBL ACPRODINV
TBL ACPRODLST
TBL ACPRODLSTX
TBL ACPRODTAX
TBL ACPRODUSER
TBL ACPROFORMA
TBL ACPURGE

TBL ACREASONCD
TBL ACRESHIST
TBL ACRESOURCE
TBL ACRESRT

TBL ACRESRTX
TBL ACRETAIN

¥ | Form Description

Not Available
Not Available

Pool Acct Unit/Activity Detail
Allocation Pool Header

Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available
Not Available

Activity Resour

Not Available
Not Available
Not Available
Mot o .

Security Dashboard Sample Report Guide

¥ | system Code
BR
BR
AC
AC
AC
AC
AC
BR
BR
BR
BR
BR
BR
BR
BR
BR
BR
BR
BR
AC
BR
AC
AC
AC
AC
BR

-] - a X
a % @ :

Qther boskmarks

sooEnnEa

Show Search Criteria

2,194 records

The Unassigned Objects report displays a list of the objects that have not been assigned to

a Security Class.

Objects included:

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP

Fields:
o Type
Object

e Object Description

System Code

Kinsey & Kinsey, Inc. Confidential 2008-2017
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Unassigned Roles

I Kinsey L Repartng % [ Unassigned Fo

C (¢ @ Notsecure | 192.168.100.136:

. I(Insey Unassigned Roles

LS3SERVER | Profile: APS

ver: Production

Clear Filters

Security Dashboard Sample Report Guide

- x

3090/KK_LS9ReportingPortalffilters. tm?SERVERID=LSF_PRODBIPROFILE = APS&I

Drag @ column and drop it here to group by that column

Rale

GLACCTSCBFiles
HRTT16095IFiles
MsSPortalRole

PO20Role

PROCBUYR2
rACProjectAccountant
rACProjectAccountanthgr
rACProjectManagerfac
rAPCheckProcessing
rAPCheckProcessingFiles
rAPProcessor
rAPProcessorFiles
rAPvendorMaintenance
rAPVendorMaintenancefiles
rARBRInvoicing
rARBRInvoicingFiles
rCBCashProcessing
rCBCashProcessingFiles
REQUISTNEFiles
rFBFiscalBudget
rFBFiscalBudgetFiles
rGHCSysteminquire
rGLAccountant
rGLAccountantFacilities
rGLAccountantFacilitiesFiles
rGLAccountantFiles
rGLAccountantGHP

¥ Role Description
GLACCTSCBFiles
HRTT160951Files
MSSPortalRole
PO20Role
PROCBUYR2
rACProjectAccountant
FACProjectAccountantMgr
rACProjectManagerfac
rAPCheckProcessing
rAPCheckProcessingFiles
rAPProcessor
rAPProcessorfiles
rAPVendorMaintenance
rAPVendorMaintenanceFiles
rARBRInvoicing
ARBRInvoicingFiles
rCBCashProcessing
rCBCashProcessingFiles
REQUISTNEFiles
rFBFiscalBudget
rF8FiscalBudgetFiles
FGHCSysteminguire
rGLACcountant
rGLAccountantFacilities
rGLAccountantFacilitiesFiles
rGLAccountantFiles
rGLAccountantGHP

Copyright (c) 2018

The Unassigned Roles report displays a list of Roles that have

to a User.

Fields:

Role ID

Kinsey & Kinsey, In

Role Description

c. Confidential 2008-2017

139 records

been created but not assigned
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Unassigned Security Classes

) Koy S Reporting | ) [ Unossigned Secuny Cle- % | )
C Y | @ esbussne

b finsey Poral

- 8 X
a0

Qther boskmarks

[T —— 8y (o] [u]al2]c

) | Profile: APS

Show Search Criteria

ou; Clear Filters now/Hid 5,981 records

Drag a column and drop it here to group by that column

Security Class ¥ Security Class Description ¥ | Object ¥ Type ¥ Rule Y -
APSetup Accounts Payable Setup Screens APS10 KN "ALL_ACCESS
APSetup Accounts Payable Setup Screens. APO2.3 TN "ALL_ACCESS'
APSetup Accounts Payable Setup Sereens AP0S.1 T*N o

APSetup Accounts Payable Setup Sereens. AP210 T*N "ALL_ACCESS'
APSetup Accounts Payable Setup Sereens AP150 KN 'NO_ACCESS'
APSetup Accounts Payable Setup Sereens P03 KN ‘ALL_ACCESS'
APSetup Accounts Payable Setup Screens AP220 TKN 'ALL_ACCESS
APSetup Accounts Payable Setup Screens AP155 TKN "ALL_ACCESS'
APSetup Accounts Payable Setup Screens APOO.6 TKN 'ALL_ACCESS
APSetup Accounts Payable Setup Screens APDS.T TKN 'ALL_ACCESS"
APSetup Accounts Payable Setup Sereens AP12.1 T*N "ALL_ACCESS
APSetup Accounts Payable Setup Sereens AP20 PGM ‘ALL_ACCESS'
APSetup Accounts Payable Setup Sereens AP201 KN ‘ALL_ACCESS
APSetup Accounts Payable Setup Sereens AP202 T*N "ALL_ACCESS'
1EEInquiry nzEEInquiry £E05.1 TKN "ALL_INQUIRES'
1EEInquiry zzEEinquiry EE0S.2 TKN "ALL_INQUIRES'
2iEEInguiry 2zEEInquiry EE05.3 TKN "ALL_INQUIRES'
2EEInquiry 2zEEInquiry EE11.1 TKN 'ALL_INQUIRES'
ZzEEInquiry ZEEInquiry EE135 T*N ‘ALL_INQUIRES"
aaEEInquiry TEEInquiry EE175 TKN “ALL_INQUIRES'
22EEInquiry ZEEInquiry EE20.1 KN "ALL_INQUIRES'
22EEInquiry ZEEInquiry EE20.2 T*N ‘ALL_INQUIRES'
nEEInquiry 2zEEInquiry EE203 KN "ALL_INQUIRES'
nEEInquiry 2zEEInquiry EE20.4 TKN ‘ALL_INQUIRES'
22EEInquiry 2zEEInquiry EE20.5 TKN 'ALL_INQUIRES'
BEEInquiry 22EEInquiry EE206 TKN 'ALL_INQUIRES'

22EEInquiry zEEInquiry EE20.7 TKN ‘ALL_INQUIRES' hd
ht

Cop (c) 2018

The Unassigned Security Class report displays a list of Security Class that have been
creatded but not assigned to a Role.

Objects included:

CAT, DTL, ELG, ELM, FLD, HDN, PDL, PGM, RMO, RPT, TAB, TBL, TFL, TKN, TYP

Fields:
e Security Class
Security Class Description
Object ID
Type
Rule
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Users without Roles

|G Koy SReparting X/ ¢ Users wthoutFokes x| e - a8 x

C O |® esbussn X portir filters htm?SE e £ID=19" Qe

B Kinsey Porta Qther bookmarks

(T —— oY =[a] [u]al2]c]
Server: LSF_PROD | Pro

Show Search Criteria
Clear Filters show/Hide Columns

Expand G

18 records
Drag and drop it here to group by that column
User (| Full Name
testadd testadd, mike
STEST Test, Sam
550P

50 .
SMARTRECONCIL..
RSS .
Isfa01_system System, Isfo01
Isf901
LsAdmin
LIVE_VENDOR
LIVE_REQUESTER
LIVE_FINANCE
LIVE_EMPLOYEE
UVE_CUSTOMER

10SAdmin

105

enwisen

8PM

The User without Roles identifies any user that does not have a role assigned in Lawson
Security

Fields:
e UserID
e Full Name

Kinsey & Kinsey, Inc. Confidential 2008-2017 Page 40
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HR Audit

Active User with No Employee Record

[ 0 Ry S hepertiog ) b s Actve - r gl %
C 0 [@ esbusen
K tinsey Poral

Q] 1=V T —

LSF_PROD | Profile: APS

Drag a column and drop it here to group by that column

User | Full Name =Y Product Line Y Checkls Y
awhite White, Al UVE Y¥ES
leuiser User, Lawson NO
bthomas Thomas, Bill ¥ES
testadd testadd, mike

1sfa01_system System, 1sf901

wsuez Suez, William YES
isolatedsoduser 0D, lsolated LIVE ¥ES
pfadmin PFADMIN, PFADMIN

schristian Christian, Sammy UvE YES
chrise Brise, Charlie ¥ES
lsadm Admin, Lawson

ss0

Isfa01

LsAdmin

BPM

LIVE_VENDOR

S0P

LIVE_FINANCE

Ass

LIVE_CUSTOMER
SMARTRECONCIL..
105Admin

05

enwisen
UIVE_REQUESTER
LIVE_EMPLOYEE

8 - a8 x
aw 0 ;

Other boskmarks

pdalol-JHlal?]c

Show Search Criteria

26 records

The User Active No Employee displays a list of users that have an active Lawson login but
are not employees of the organization. This is determined by employee that do not have an

SSOP identity in Lawson Security..

Fields:
e UserID
e Full Name
e Product Line
e Check LS

Note: Lawson HR/Payroll is required for this report.

Kinsey & Kinsey, Inc. Confidential 2008-2017
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Active User with Termination Date

) Koy S Reporting. )/ [ User ctve - but Termin. |

Show Search Criteria

=]
C Y @ esbussr a« @ :
BC Kinsey Forta Other boakmarks
(1) 13-V — sgoEcona

4 record
Drag a column and drop it here to group by that column

User | Full Name Y Company ¥ |Employee Y Termination Date Y |Employee Status Y
hroberts, Roberts, Helen 1 100 1/21/2015 v
hrogers Rogers, Hal 1 100 1/21/2015 v
lawson Lawsan, Lawson 1 100 1/21/2015 v
smiller Miller, Sarah 1 100 1/21/2015 ™
+ 018

The Active User with Termination Date displays any user that has termination date in the
EMPLOYEE table in Lawson yet still has a valid Lawson login.

Fields:
e UserID
e Full Name
¢ Company
e Employee ID
e Termination Date
e Employee Status

Note: Lawson HR/Payroll is required for this report.
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SOD Object Violations

T Kirsey

arting

= k

C 0 @ Notsecure | 192.168.100.136:%

I(lnsey SOD Object Violations

ver: Proc

uction

LS3SERVER | Profile: APS

Group Clear Filters Show/Hide ¢

Drag @ column and drop it here to group by that column

Type Y

Object

AP20.1

AP20.2

AM15.3
AMI5.4
AM20.1
AM20.2
AM20.3
AM20.4
AC160

AM115
AM145
AM20.5
AC160

AP20.3

AP20.4

AP206
AM115
AM20.1
AM20.1
AM20.2
AM20.2
AM20.3
AM20.3
AM20.4
AM20.4
AM20.5
AM20.5

¥ | Description
Basic Invoice
Taxed Invoice
Single Activity Interface
Combine Activity Interface
Quick Addition
Additions and Adjustments
Items.
Books
Asset Management Interface
Mass Additions
Meass Disposals
Journal Entries
Asset Management Interface
Detail Invoice
Invoice Line Detail
Prepayment
Mass Additions
Quick Addition
Quick Addition
Additions and Adjustments
Additions and Adjustments
Items.
Items
Books
Books
Journal Entries
Journal Entries

Voo Areet Musick Addtian

alations x

Y Security Class
APProcessing
APProcessing
ACCapitalization
ACCapitalization
ACCapitalization
ACCapitalization
ACCapitalization
ACCapitalization
ACCapitalization
ACCapitalization
ACCapitalization
ACCapitalization
ACDataEntry
APProcessing
APProcessing
APProcessing
AMProcessing
AMAnalysis
AMProcessing
AMAnalysis
AMProcessing
AMAnalysis
AMProcessing
AMAnalysis
AMProcessing
AMAnalysis

AMProcessing

 [Security Class Description

Accounts Payable Proccessing Screens
Accounts Payable Proccessing Screens

Activity Capitalization 1
Activity Capitalization 1
Activity Capitalization 1
Activity Capitalization 1
Activity Capitalization 1
Activity Capitalization 1
Activity Capitalization 1
Activity Capitalization 1
Activity Capitalization 1
Activiy Capitalization 1
Activity Management Data Entry

Accounts Payable Proceessing Screens
Accounts Payable Proccessing Screens

Accounts Payable Proccessing Screens

Asset Management Processing
Asset Mznagement Analysis
Asset Management Processing
Asset Management Analysis
Asset Management Processing
Asset Management Analysis
Asset Management Processing
Asset Management Analysis
Asset Management Processing

Asset Management Analysis

Asset Management Processing

¥ Rule
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS
ALL_ACCESS

- 8 x ‘

aw o @
pd =l [Hlal2]
Show Search Criteria

¥ Occurances
122
a7
41
41

133 records

Y| ~

The SOD Object Violations report displays the object in the security model that are cause
the most SOD User violations.

Field

S.

Object Type
Object

Object Description
Security Class

Security Class Description

Rule
Number of Occurances

Note: Requires the Kinsey SOD Reporting application

Kinsey & Kinsey, Inc. Confidential 2008-2017

Page 43



Security Dashboard Sample Report Guide

User Group Matrix with Employee Data

I Kinsey LS Repo X [ User - Role Maira

C (O @ Notsecure | 192.168.100.136:
|(|nsey' User - Role Matrx
Server: Production - LS3SERVER | Profile: APS

Clear

Drag @ column and drop it here to group by that column

User | Last Name Y First Name
adavis Davis Angie
awhite White Al
BPM

bthomas Thomas aill
chrise Brise Charlie
enwisen

felson Nelson Frank
hroberts Roberts Helen
hrogers Rogers Hal
105

10SAdmin

isolatedsoduser S0D Isolated
lawson Lawson Lawson
LIVE_CUSTOMER

LIVE_EMPLOVEE

LIVE_FINANCE

LIVE_REQUESTER

LIVE_VENDOR

Isadm Admin Lawson
LSAdmin

4

> Acaccountant

Acassetclerk

Aassetmanager

Adbrjobscheduler

Acdataentry

Acexpert

> > Allaccessrole

= Apinauery

Applicantrole

= Apsetupinguiry

Apsuper

Arsuper

= < Batchrole

Bestpracticerdle

Brbiller

=<

Breontractadministra..

Brepert

<

Brreportingadministr...

Brrevenueanalyst

CuBlinheritedhrll

Desktop

Desktopfiles

- 8 x

a 7 O [ I
pd+lol - |Hlaje]c
s arch Criteri

Show Search Criteria

Deving

Devingfiles

Efsadmin

Employeersle

= = Enwyderk

=

= Essportalrole

> Finandalrole

<
<

Formpersonalizatior...

Finsup

The User Group Matrix with Employee Data displays a grid of the Groups assigned to each
user with additional information from the Lawson EMPLOYEE table. Clicking on any X allows

you to drill to User or Group assignments

Fields:

e UserID
Full Name
Compnay
Employee ID

Process Level
Department

Group ID

Employee Status

Batch Report Dept
Addins allowed

This report requires the Lawson HR application.

Kinsey & Kinsey, Inc. Confidential 2008-2017
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User Role Matrix with Employee Data

C 0 @ Notsecure

% | e User - Role Matra with Emplaye. % |

192.168.100.136

. I(Insey User - Role Matrix with Employee Data

oduction - LS35!

ERVER | Profile: APS

Clear

Drag @ column and drop it here to group by that column

User

hroberts
hrogers
lawson
STEST
adavis
smiller

frelson

' Last Name

Roberts Helen 1
Rogers Hal 1
Lawson Lawson 1
Test Sam 1
Davis Angie 1
Miller Sarah 1
Nelson Frank 1

100
100
100
150
105
100

1322

Y |FirstNeme Y Company Y |Employee Y Employee Status Y’ | Process Level

CORP
CORP
CORP
20

CORP
CORP
CORP

' Department | Batch Rpt Dept Y’ Addins

1000
1000
1000
2000
1000
1000

ALLOW
ALLOW
ALLOW
DENY
DENY
ALLOW
DENY

Acacoountant

Adcassetclerk

Acdataentry

% Acepert

Allaccessrole

- 8 x

a 7 O [ I
pd+lol - |Hlaje]c
s arch Criteri

Show Search Criteria

Aginguery

Applicantrole

= Apsewpinguiry

= * x| Batchrole

* Bestpracticercle

=<

= Brreportngadministr..

Y Y Y

> Desktopfiles
Efsadmin
= Entryclerc

The User Role Matrix with Employee Data displays a grid of the Roles assigned to each user
with additional information from the Lawson EMPLOYEE table. Clicking on any X allows you

to drill to User or Role assignments

Fields:

User ID

Full Name
Company
Employee ID
Employee Status
Process Level
Department

Batch Report Dept
Addins allowed
Role ID

This report requires the Lawson HR application.

Kinsey & Kinsey, Inc. Confidential 2008-2017
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User Access by System Code

B Kiney LS Reporting % [ User- Fole Matramith Empleye. % | o 8 x ‘
C O Notsecure | 192168.100136.9090/KK L58Reparting Rves P anx o @ :
I(lnsey User - Role Matrix with Employee Data ﬁ ﬂ ﬂ n m u n
Server: Production - LSISERVER | Profile: APS Sha earch Criteria
Clear Fiitars Show/Hide Columns 7 records

Drag @ column and drop it here to group by that column
Y

<
<
<
-
<
<
=<
-
-<
<
<
<
-

2
User | Last Name Y FirstNsme Y Company Y [Employee Y Employee Status ' | Process Level ' Department ' Batch Rpt DeptY Addins Y - = s [
= > 2 2 é E EA ]
g 3 & 5 = B 3 g
£ F P s B3R5 s(EhoE sk
B2 2 |2t g 2 |§ |F|E 2 g 5 2
§ & # 8 52 5 38 B (8 |[¢9 & % 23 |B
g & 2 g 2 2 £ 2 |5 8 5 & 5 5
hroberts Roberts Helen 1 100 ™ CORP 1000 ALLOW X X X X X X X
hrogers Rogers Hal 1 100 ™ CORP 1000 ALLOW X
lawson Lawson Lawson 1 100 ™ CORP 1000 ALLOW X X X X
STEST Test Sam 1 150 T 20 2000 DENY
‘adavis Davis Angie 1 105 T CORP 1000 DENY X X X X X X
smiller Miller Sarah 1 100 ™ CORP 1000 ALLOW X X X X X X X
frelson Nelson Frank 1 105 FT CORP 1000 DENY X X X X X

The User Access by System code is a report generally used in a Lawson audit of your
system. This report shows the number of users that can access forms associated with a
specific application. During an audit Lawson may validate you user count based on the
number of user that can access a specific system code.

Fields:
e System Code
e Description
e User’s attached
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Statistics

Metadata Form Keys

(-] - o x
lkc Kinsey LS Reparting * c Meudata - Form Keys  x
C ) | ® esbussrv:B090/KK LS9 SE| OD&PROFIL Rl + |
J Kinsey Portal Other bokmarks
kinsey oo e sQaannER
Server: LSF_PROD | Profile: APS
Expand Groups | | Collapse Groups | | Clear Filter Show/Hide Column 4,404 records
Drag a column and drop it here to group by that column
Product Line ¥ Form ¥ FormDescription Y Keyl Y Key2 Y Keyd ¥ Keyd ¥ |Keys A =
GEN CMHLP JOB-NAME (No Label)  USER-NAME (No Lab...
GEN UNPM.1 hdrUserName (No La...
LIVE AC00.1 Activity Group AGP-ACTIVITY-GRP (...
LIVE ACD02 Calendar CDD-CALENDAR-NA..  CDD-FISCAL-YEAR (¥Ye...
LIVE ACD03 Activity Group Purge ... AGP-ACTIVITY-GRP (...
LIVE ACOLL Mass Activity Copy CYV-RUN-GROUP (Ru...
LIVE ACOLA Automatic Activity CYR-RULE-NAME (Ru...
LIVE ACOLS Automatic Level CLR-RULE-NAME (Rul...
LIvE ACO3.4 Resource RSC-RESOURCE-COD...  RSC-RESOURCE-TYPE..
LIVE AC03.2 AC Person Assignment  AAN-ACTIVITY-GRP (.. AAN-ACTIVITY (Activi...
LIVE AC03.7 Role Assignment ALE-RESOURCE-COD...  ALE-RESOURCE-TYPE...
LIVE ACO6.1 Override Account Ca...  “AGP-ACTIVITY-GRP (..  AXX-ACTIVITY (Postin...
LIVE ACO7.1 Account Assignment  AGA-ACCT-CATEGOR..  AGA-ACTIVITY-GRP (..  AGA-ACTIVITY (Activi...
LIVE ACD8.1 Category Structure SRS-STRUCTURE (Cat..  CATEGORY-TYPE (Cat...
LIVE AC08.2 Define Category Stru...  SRE-STRUCTURE (Cat...
LVE AC08.3 Account Category De..  SRX-STRUCTURE (Cat...  SRX-SUM-ACCT-CAT (...
LIVE AC10.1 Activity ACV-ACTIVITY (Activi..
LIVE AC102 Location Assignment  *AGP-ACTIVITY-GRP (.. AAS-ACTIVITY (Activi.. AAS-ADDRESS-CODE ...
LIVE AC10.3 Activity Asset MCD-ACTIVITY (Actlv.. MCD-ACCT-CATEGOR..
LIVE AC10.4 Location ADD-ADDRESS-CODE...
LIVE AC105 Mass Activity Move *AUD-ACTIVITY [No...  AUD-MOVE-FR-ACTV...
LIVE AC106 Activity Period of Per...  PFM-ACTIVITY-GRP (...
LIVE AC10.7 Period of Performan...  TMP-TEMPLATE (POP...
LIVE AC105 Assignment Copy JOB-NAME {lob Name)  USER-NAME [User N..
e aring Strirnies Ranraaniza INRNAME [k Namal | ISER-NAME [l lsar N

The Metadata Form Keys report displays the forms found in Lawson and their associated
keys.

Fiel

n

Product Line
Form

Form Description
Key 1

Key 2

Key 3

Key 4

Key 5

e o o o o o o o O
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Metadata Forms

[k Kinsey LS Reporting % i lc Metadata - Forms x
C (3 | ® esbussrv:H090/KK_LS9R tal filte SE D&PROFIL

K Kinsey Portal

I(Insev Metadata - Forms

Server: LSF_PROD | Profile: APS

Expand Groups Collapse Groups Clear Filters Show/Hide Calumns

Drag a column and drop it here to group by that column
Product Line Y System Code ¥ System Code DescriptiY’ Program
LIVE AC Activity Management  AC472
LIVE AC Activity Management  AC473
LIVE AC Activity Management  AC480
LIVE AC Activity Management  AC490
LIVE AC Activity Management  AC493
LIVE AC Activity Management  AC494
LIVE AC Activity Management  ACS0
LIVE AC Activity Management  ACS0
LIVE AC Activity Management  AC500
LIVE AC Activity Management  AC502
LIVE AC Activity Management  ACS1
LIVE AC Activity Management  AC510
LIVE AC Activity Management  ACS2
LIVE AC Activity Management  AC520
LIVE AC Activity Management  AC527
LIVE AC Activity Management  ACS4
LIVE AC Activity Management  AC540
LIVE AC Activity Management  ACSS
LIVE AC Activity Management  ACSS
LIVE AC Activity Management  AC558
LIVE AC Activity Management  ACS6
LIVE AC Activity Management  AC560
LIVE AC Activity Management  ACS8
LIVE AC Activity Management  ACS8

¥ Form

AC472
AC4T3
AC480
AC450
ArC493
AC4G4
ACS0.1
AC50.2
AC500
AC502
ACS11
AC510
AC52.1
AC520
AC527
AC54.1
AC540
ACS5.1
AC55.2
ACS58
ACS6.1
AC560
AC58.1
AC58.2

*f" Form Description

Bill of Activities

Profit and Loss State..
Activity Balances
Activity Reconciliation

Y

Output Measure Ana...

Activity Accounting ...

Activity Interface Adj...

Performance Date In...

Actlvity Interface

Performance Date In...

Attribute Interface A...
Attribute Interface

Resource Interface A...

Resource Interface

AC to GL Budget Inte...

Transaction Interface...

Transaction Interface
Transaction Writer
Copy

Structure Interface
Setup Interface Adju...
Setup Interface
Summary Account C...

Detail Account Categ...

Avallable Fc
ACDLLMN.PRSV
ACDLLMNPRSV
ACDLLMNPRSV
ACDLLMNPRSV
ACDLLMNPRSV
ACDILLMNPRSV
ACDLNP
+-ACDINP
ACDLLMNPRSV
ACDLLMN,PRSV
+-ACDINP
ACDLLMNPRSV
ACDG,INP
ACDLLMNPRSV
ACDLLMNPRSV
ACDILNP
ACDLLMNPRSV

+-ACDINPX

cl
ACDLLMN.PRSV
ACDLNP
ACDLLMNEBRSV
+-ACDINP

@+« 0

Other boskmarks

pd (el JHlAl?]c

Show Search Criteria

6,979 records.

The Metadata Forms report displays the forms found in Lawson and their available Function

Codes.

Fiel

e o o o 0o o O

S

Product Line

System Code

System Code Description
Form

Form Description
Available Function Codes

Kinsey & Kinsey, Inc. Confidential 2008-2017

Page 48




Security Dashboard Sample Report Guide

Metadata Forms FC Descriptions

[k Kinsey LS Reporting % i [lc Metadata - Farms-FC De X%
C (3 | ® esbussrv:H090/KK_LS9R
K Kinsey Portal

I(Insev Metadata - Forms-FC Desc

Server: LSF_PROD | Profile: APS

Expand Groups Collapse Groups Clear Filters Show/Hide Columns

Drag a column and drop it here to group by that column

Form Y Form Description Y Avallable Fc
AC00.1 Activity Group ACDINP
AC00.2 Calendar ACDLNP
AC00.3 Activity Group Purge Status CLNP
ACD0.4 Archive Control +:C)

ACOL1 Mass Activity Copy +-ALDELMNPR,..
ACOL4 Automatic Activity ACDI
ACOLS Automatic Level ACD
ACOLE More 4

AC02.1 Status 4R
AC03.1 Resource ACDILNP
AC03.2 AC Person Assignment +-ACLNP
AC03.3 HR Employee Assignment +-ACINP
ACO34 Vendor Assignment ~ACLNP
ACO3.5 Asset Assignment +rACLNP
AC03.6 Equipment Assignment +ACINP
AC03.7 Role Assignment. +-ACDLNP
AC03.8 Roles +mAC)
AC02.9 Resource Account (4]

ACO41 GL Code +- AL
ACOS.1 Account Categories +mAL)
AC05.2 Account Category Group +-ACDINP
ACOS.3 Account Category Mass Addition (4]

AC06.1 Qverride Account Categories +CINP
ACDS.2 Override Mass Add/Change AC)

arn71 Breunt Asclanment s-aciNp

Qv 0
Other bockmarks

8y =[o] Julalz]c

Fe Description

Add,Change, Delete, Inquire Next, Previous
Add,Change, Delete, Inquire Next, Previous

Change, Inquire,Next,Previous
PageDown,Pagelip,Change Inquire
PageDown,PageUp,Add, Change,Delete Freeze Inquire Auto Name, Next, Previous, Release, Unrelease, Auto Level,Unfreeze
Add,Change, Delete, Inquire

Add,Change, Delets, Inquire

Change

PageDown,PageUp, Add, Change Inquire
Add,Change, Delete, Inquire, Next, Previous

PageDown, Pagellp,Add, Change Inquire,Next Previous
PageDown, PageUp,Add, Change,Inquire, Next, Previous
PageDown,PageUp,Add, Change,Inguire, Next,Previous
PageDown, Pagelip, Add, Change Inquire,Next Previous
PageDown,PageUp,Add, Change Inquire,Next, Previous
PageDown,PageUp,Add, Change,Delete, Inquire,Next,Previous
PageDown,PageUp,Add, Change,Inquire

Change,Inquire

PageDown,Pagelip, Add, Change Inquire
PageDown,Pagelip, Add, Change Inquire
PageDown,Pagelp, Add, Change,Delets Inquire, Next Previous
Change, Inquire
PageDown,PageUp,Change Inquire, Next Previous
Add,Change, Inquire

PageNnum Pagelin Add Cha
Copyrigh

ire Next Previnie
18

6,096 records.

The Metadata Forms FC Descriptions report displays the Function Code found on

header Lawson.
Fields:
Form
Form Description
Available Function Codes
Function Code Descriptions

e o o o O
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Metadata Forms Fields

e - o x
[k Kinsey LS Reporting % / [lc Metadata - Forms-Fields X%
C Y | O esbussrvia090/KK LSSF tal/filte: SE D&PROFILS @+« 0
K Kinsey Portal Other bogkmarks
I(Insev Metadata - Forms-Fields 3 EE- muﬂ
Server: LSF_PROD | Profile: APS Show Search Criteria
Expand Groups Collapse Groups ClearFlers Showide Cotumns 554,398 records
Drag a column and drop it here to group by that column
Product Line Y Form ¥ FormDescripion Y Short Name ' Long Name ¥ Field Description  + " | Key Field Y | Hidden ¥ -
LIVE 61302 Define Zone _f7 GLZ-ZONE Zone 1 0
LIVE ML40.1 Ledger Journal Entry _fd6 MLC-FISCAL-YEAR Year,Period,System 1 0
LIVE 6L40.3 Speed Entry _f6 GLC-FISCAL-YEAR Year, Period, System 1 0
LIVE ML44.1 Ledger Report Curre... 25 MLC-FISCAL-YEAR Year, Period, System 1 0
LIVE ML40.3 Ledger Speed Entry 7 MLC-FISCAL-YEAR Year, Period, System 1 0
LIVE 6L40.1 Journal Entry _fa4 GLC-FISCAL-YEAR Year, Period, 5YS 1 0
LIVE GL4d.1 Report Currency Entry _f23 GLC-FISCAL-YEAR Year, Period, Sys 1 0
LIVE AC21.4 Activity Budget Chan... _f19 CHO-YEAR Year, Period 1 [
LIvE GL41.1 Journal Analysis _f17 GLC-FISCAL-YEAR Year, Period 1 0
LIVE GL42.1 Journal Entry Log _fa FISCALYEAR Year, Period 1 0
LIVE GL40.8 Journal Entry _f36 GLC-FISCAL-YEAR Vear, Period 1 0
LIVE GL45.1 Journal Control _f5 GLC-FISCAL-YEAR Year, Period 1 0
LIVE GlL45.2 Additional Information  _f5 GLC-FISCAL-YEAR Year, Period 1 o
LIVE 5114.2 Allocation Journal Co.. _f8 SLC-FISCALYEAR Year, Period 1 0
LIVE ML42.1 Ledger Journal Entry .. _f6 FISCALYEAR Year, Period 1 0
LIVE ML41.1 Ledger Joumnal Analy.. _f19 MLC-FISCAL-YEAR Year, Period 1 ]
LVE GL76.2 Manual Commitmen... _f8 GCL-FISCAL-YEAR Year, Period 1 0
LIVE ML40.8 Ledger Journal Entry  _f38 MLC-FISCAL-YEAR Year, Period 1 0
LIVE ML40.6 Ledger Journal Copy ~ _f10 MLC-FISCAL-YEAR Year, Period 1 ]
LIVE GL40.6 Journal Copy _f8 GLC-FISCAL-YEAR Vear, Period 1 [
LIVE ML40.2 Define Ledger Journal ~_f22 MLC-FISCAL-YEAR Vear, Period 1 0
LIVE ML45.1 Ledger Journal Control _f7 MLC-FISCAL-YEAR Year, Pericd 1 0
LIVE ML45.2 Additional Information  _f7 MLC-FISCAL-YEAR Year, Period 1 0
LIVE GL40.2 Define lournal _fa0 GLC-FISCAL-YEAR Year, Period 1 ]
HvE w141 Allacation Inurnal 8n fa QICFISCAI VFAR ¥ear Berind 1 n -
Copyright (c) 2018

The Metadata Forms Fields report displays the Field names found on each form in Lawson.

Fields:

e Product Line
Form
Form Description
Short Name
Long Name
Field Description
Key Field
Hidden
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Metadata Tables

[k Kinsey LS Reporting % /' k¢ Metadata - Tables x
C (3 | ® esbussrv:H090/KK_LS9R tal/filters htm?SE D&PROFIL

J Kinsey Portal

I(Insev Metadata - Tables

Server: LSF_PROD | Profile: APS

Expand Groups Collapse Groups Clear Filters Show/Hide Calumns

Drag a column and drop it here to group by that column
Product Line Y System Code ¥ System Code Descripti'Y’ Table
LIVE AC Activity Management  ACACCTCAT
LIVE AC Activity Management  ACACCTCATX
LIVE AC Activity Management  ACACRESRT
LIVE AC Activity Management  ACACRESRTX
LIVE AC Activity Management  ACACTCOPY
LIVE AC Activity Management  ACACTGPREL
LIVE AC Activity Management  ACACTGRP
LIVE AC Activity Management  ACACTIVITY
LIvE AC Activity Management  ACACTMXVAL
LIVE AC Activity Management  ACACTMXVDT
LIVE AC Activity Management  ACACTREL
LIVE AC Activity Management  ACACTSEG
LIVE AC Activity Management  ACADDASSGN
LIVE AC Activity Management  ACADDRESS
LIVE AC Activity Management  ACALLOC
LIVE AC Activity Management  ACALLOCGP
LIVE AC Activity Management  ACALLOCGPX
LIVE AC Activity Management  ACALLOCX
LIVE AC Activity Management  ACALPRDAMT
LIVE AC Activity Management  ACAMCODE
LIVE AC Activity Management  ACASNROLE
LIVE AC Activity Management  ACASSIGN
LIVE AC Activity Management  ACAUDIT
LIVE AC Activity Management  ACBRDNADJ
e ar Acthity Management  ATRRNNANTR

<

Table Description
Activity Account Categorles

Account Category Detail

Activity Group Relation
Activity Group

Activity

Activity List Attribute Values

Activity Relation

Activity Address Assignment
Activity Address

Activity Allocation

Activity Allecation Group
Activity Allocation Grp Detal
Activity Allocation Detail

Activity Asset Code

Activity Resource Assignment
Activity Audit

Qv 0
Other bockmarks

8y =[o] Julalz]c

1,995 records

The Metadata Tables report displays the Tables found in Lawson.

Fields:
e Product Line
System Code

Table ID
Table Description

System Code Description
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Metadata Table Fields

[k Kinsey LS Reporting % /[l Metadata - Tables-Fields X
C (3 | ® esbussrv:H090/KK_LS9R tal/filters htm?SE D&PRO

R Kinsey Portal

I(Insev Metadata - Tables-Fields

Server: LSF_PROD | Profile: APS

Expand Groups Collapse Groups Clear Filters Show/Hide Columns

Drag a column and drop it here to group by that column
Product Line Y System Code ¥ System Code Descripti'Y’ Table
LIVE AC Activity Management ACAMCODE
LIVE AC Activity Management ACACCTCAT
LIVE AC Activity Management  ACACCTCAT
LIVE AC Activity Management ACACCTCAT
LIVE AC Activity Management ACACCTCAT
LIVE AC Activity Management ACACCTCATX
LIVE AC Activity Management ACACCTCATX
LIVE AC Activity Management ACACCTCATX
LIVE AC Activity Management  ACACCTCATX
LIVE AC Activity Management ACACCTCATX
LIVE AC Activity Management ACACCTCATX
LIVE AC Activity Management  ACACCTCATX
LIVE AC Activity Management  ACACCTCATX
LIVE AC Activity Management ACACCTCATX
LIVE AC Activity Management ACACRESRT
LIVE AC Activity Management ACACRESRT
LVE AC Activity Management ACACRESRT
LIVE AC Activity Management ACACRESRT
LIVE AC Activity Management ACACRESRT
LIVE AC Activity Management ACACRESRT
LIVE AC Activity Management ACACRESRTX
LIVE AC Activity Management  ACACRESRTX
LIVE AC Activity Management  ACACRESRTX
LIVE AC Activity Management ACACRESRTX
e ar Acthitu Management  ATACRFSATY

¥ Table Description
Activity Asset Code

Activity Account Cat...
Activity Account Cat...

Activity Account Cat..
Activity Account Cat..

Account Category De...
Account Category De..
Account Category De...
Account Category De...
Account Category De...
Account Category De.

Account Category De...
Account Category De..
Account Category De...

Copyrig)

Y | Field
INSRV-DATE
ACCT-CATEGORY
DESCRIPTION
ES-ACCT-CAT-FL
TIME-EXP-FLAG
ACCT-CATEGORY
ACTIVE-STATUS
ACTIVITY
ACTIVITY-GRP
BILLABLE-FLAG
CAPITAL-FLAG
MARK-UP-PCT
REVENUE-FLAG
SUM-ACCT-CAT
ACTIVITY
ACTIVITY-GRP
COMPANY
EMPLOYEE-ASSET
RESOURCE-CODE
RESOURCE-TYPE
ACTIVE-FLAG
ACTIVITY
ACTIVITY-GRP
BILL-RATE

rOMRANY
2018

@+« 0

Other boskmarks

8y =[o] Julalz]c

9,192 records.

Y |Field Desc ¥ -
In-service Date
Account Category
Account Category Description
Error Suspense Acct Category
Time Expense Flag
Account Category
Active Status
Activity
Activity Group
Billable Flag
Capitalization Flag
Mark-up Percent
Revenue Flag
Summary Account Category
Activity
Activity Group
Company
Employee Asset
Resource Code
Resource Type
Active Flag
Activity
Activity Group
Bill Rate

Camnan

The Metadata Table Fields report displays field names for each tables Lawson.

Fields:
e Product Line
System Code
System Code Description
Table ID
Table Description
Field ID
Field Description
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Tables Associated with Form

[k Kinsey LS Reporting % /g Tables associsted x
C 0 | @ esbussrvI090/KK LS3Rep tal/fitter: L

K Kinsey Portal

I(lnsev Tables associated to Forms (v10)

Server: LSF_PROD | Profile: APS

Expand Group: Collapse Groups Clear Filter Show/Hide Calumns

Drag a column and drop it here to group by that column
System Code ¥ Form ¥ FormDescription Y Table
AC AC00.1 Activity Group ACACTGRP
AC AC00.1 Activity Group ACACTGRPAU
AC AC00.1 Activity Group ACACTIVITY
AC AC00.1 Activity Group ACADDLCNTR
AC AC00.1 Activity Group ACBRDNDTL
AC AC00.1 Activity Group ACBUDDTL
AC AC00.1 Activity Group ACBUDHDR
AC AC00.1 Activity Group ACCAL
AC AC00.1 Activity Group ACCALX
AC AC00.1 Activity Group ACCOMMIT
AC AC00.1 Activity Group ACGLACCT
AC AC00.1 Activity Group ACGLCODE
AC AC00.1 Activity Group ACGRPMXVAL
AC AC00.1 Activity Group ACHISTORY
AC AC00.1 Activity Group ACOVERRIDE
AC AC00.1 Activity Group ACPRDPERF
AC AC00.1 Activity Group ACRESHIST
AC AC00.1 Activity Group ACTRANS
AC AC00.1 Activity Group CUTABLE
AC AC00.1 Activity Group MXLISTHDR
AC AC00.1 Activity Group MXLISTMBR
AC AC00.1 Activity Group MXOBJCAT
AC AC00.1 Activity Group STRUCTURE
AC AC00.1 Activity Group SYSTEMCODE
ar armn 2 Calendar arcai

*f | Table Description
Activity Group

Activity

Activity Budget
Activity Budget Header
Activity Calendar
Activity Calendar Detall
Activity Commitments
Activity GL Accounts.
Activity GL Codes

Activity Transaction
Currency Table
Antribure List Header
Artribute List
Attribute Object

System Code

Betivih
Copyright

alendar

] - o x

Qx| 0

Other boskmarks

pd (el JHlAl?]c

Show Search Criteria

records

The Tables Associated with Forms report will display either every table used on a specific

form or every form tied to a specific table.

Fields:
System Code
Form ID
Form Description
Table ID

Table Description

e o o o o O
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Security Analyzer

a9 @& 1158882381 i - Microsolt Excel - o x
Wome | imen  Pagelmout  Fomues  Dals  Reiew c@awm
DA R - E O v 8ag Good G ] F= 3 [ 2w 4
" Froatra| B 70| 8- A |0 8w ok | + - 0 44| i o, (TR« i — Rl PE - 3e
Fort 5 oo s canng
Al - £ | Report: Financial Users - Thu Apr 12 12:18:27 COT 2018 -
Gl 4 A B c E F 4 H 1 1 K &
1 [Report: Financisl Users - Thu Apr 12 12:18:27 CDT 2018 |
Production - LS3SERVER - Profila: APS AChccountant ~ ACACcourRY
TKN - Token [Forms) ACAssetClerk ACDataEntry
ACassetManager Allaccessfiole
ACExpert BatchRole
BRBiller EFsadmin
BRCONtractAdministrator ACExpert EntryClerk
BRASportingAdministrator APSetupinguiry “Finsup
* ACAccountant EntryClerk BRReportingAdministrator FormPersona
APInquery GLACCT4B * ACAccountant BatchRole HRDirector
APSetupinquiry GLASSDIR ACAssetClerk BestPracticeRole BatchRole HRGeneralist.
AllaccessRole GLReportwritter ACExpert DESKTOPFiles =Finsup LawsonQuery
BatchRale FPRTransENtry APInquery .
EssPortalRole rsystemAdmInHR HRDirector
2 * FinancialRole RORS t rsubAdminRole SuperAdmink
3
4 Code Object Object Description Role Security Class  Function Codes adavis bthomas. fnelson hroberts hrogers lawson
[# | 5 ac  acaoa Activity Group ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS ALL_ACCESS
17 ac ACDO.2 Calendar ALL_ACCESS ALL_ACCESS ALL_ACCESS 1 ALL_ACCESS ALL_ACCESS
[#] |29 ac  acoo3 Activity Group Purge Status ' AUL_ACCESS AUL_ACCESS ALL_ACCESS ] ]
[+ |34 ac acora Mass Activity Copy au_access au_access aLL_access
[+ |37 ac  acm2 Additional Parameters ALL_ACCESS ALL_ACCESS ALL_ACCESS
[+] |40 ac  acm3 Inquire Filter ALL_ACCESS ALL_ACCESS ALL_ACCESS
[+] |43 ac  acma Automatic Activity ALL_ACCESS ALL_ACCESS ALL_ACCESS
[+] |46 ac  acoms Automatic Level ALL_ACCESS ALL_ACCESS ALL_ACCESS - -
49 Ac ACD2.1 Status +00 +00 +00 - -Gl Gl
l#] |56 ac  acoia Resource 1 ALL_ACCESS ALL_ACCESS ALL_ACCESS 1 1
[+ 64 ac acmz ACPerson Assignment ' 4-AP 4-0P “-lP f f
[# 72 ac  acoas HR Employee Assigment ' auL_access Au_access ALL_access ' '
[+ |80 ac acma Vendor Assignment ' Au_Access Au_access ALL_ACCESS ' '
[#] |88 ac  acoss Asset Assignment 1 ALL_ACCESS ALL_ACCESS ALL_ACCESS 1 1
[+ 96 ac ac;s Equipment Assigament ' au_access au_access ALL_access ' f L
[ 4+ W AT DT E1G  FLG Condeins EM _FD FLD Condfiors _ WDN  FDL PGM _ MO WPT . TAB  TAL " TBL Condbions TR TN, T\ Condrens TV Fundld )
Resdy Count:4 | [FEICD @1 115% (= 1 o)

The Security Analyzer provides another option for viewing security. The MS Excel or PDF
report will display user access privileges based on least restrictive access. Users will be
displayed in columns for easy side by side comparisons.

The report will include results for the following object types

CAT, DTL, ELG, ELG Conditions, ELM, FLD,FLD Conditions, HDN, PDL, PGM,RMO,RPT, TAB,

TBL Conditions, TFL, TKN, TKN Conditions, TYP
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Segregation of Duties

Home Page

Transaction Auditing | Activity Monitor | LAUA Reporting

S0D Report

LS Reporting | Landmark | SoD Reporting | Analytics | Administration

SoD Remediation

Production LS Production LAUA Test/Development LS Test/Development LAUA
Production - LS SaD Violations by Policy Category
Asset Management

Cash Management Closing

inventory Order Entry

Payroll

4

B s B e

3Star Il st | B Il o violstion

Disabled

Payables

X X0 b

Receivables

I Kinsey Portal x e - 8 x

« C 1t | @ esbussnea0d a« @ ;

Jc tinsey Porst Other boslmades
lansey

Logoed in os: i [ [

based on the policy rating assigned.

Each SOD category will display a pie chart indicating the number of policies being violated
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User / Policy Violation Report

G Kinsey Segregationof O X

€ & C O [© esbussrv9090/500_Report/7SERVERE

K Kinsey Porta

I(Insey‘ n Segregation of Duties

~insey

(%) Security Violations for User: Bill Thomas (bthomas)
(¥) PAYABLES

Policy: 155 % 7% ¢ 7% 7%

Descriptio

igate Di: or Issues -
AP150 (TKN) or AP151 (TKN) or AP20.1 (TKN) or AP20.2 (TKN) or AP20.3 (TKN) or AP30.1 (TKN) or AP52.1 (TKN)

Type Object Security Class Description Rule Avail FC Prediction

TKN  AP20.1 APProcessing Basic Invoice GRANTED +,-ACDIKMNOPSTV  ALL_ACCESS
TKN  AP20.2 APProcessing Taxed Invoice GRANTED +,-A,C,DLKLMN,OPSTV ALL_ACCESS
TKN  AP20.3 APProcessing Detail Invoice GRANTED +,-ACDIKLMNOPTV  ALL_ACCESS
TKN AP30.1 APProcessing Invoice Maintenance GRANTED +,-,C,LN,P ALL_ACCESS
TKN AP52.1 APProcessing Invoice Interface GRANTED A,C,D,EINPR ALL_ACCESS

Policy: 156 ﬁ ﬁ ﬁ P dad

Review, Authorize or Sign Checks:

AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN)

Type Object Security Class Description Rule Avail FC
TKN AP160 APProcessing Payment Tape Creation GRANTED ACDLLMNPRSY ALL ACCESS

Prediction

Policy: 157 ﬁ ﬁ i} P d &

Investigate Discrepancies or Issues - Expenditure:

or AP20.3 (TKN) or AP30.1 (TKN) or AP52.2 (TKN)
<

Segregation of Duties Report (Payable policies)
Production - LS3SERVER - Profile: APS

nvestigate Discrepancies or Issues - Expenditure conflicts with Prepare Check. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation. (05-02)

Description: Review, Authorize or Sign Checks conflicts with Edit Vendor Master File. If one individual has responsibility for more than one of these functions, that individual could conceal errors or fraudulent activity. (03-06)

Description: Investigate Discrepancies or Issues - Expenditure conflicts with Edit Vendor Master File. If one individual has responsibility for more than one of these functions, that individual could conceal errors or fraudulent activity.. (05-06)

AP150 (TKN) or AP151 (TKN) or AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN) or AP20.1 (TKN) or AP20.2 (TKN) AP10.1 (TKN) or AP10.2 (TKN) or AP51.1 (TKN)

Qax @

Other bookmarks

Bl+|al?

LSISERVER v

Set as default| Production

Data as of: 2018-04-02 14:28:01.0
Display All Conditional Logic

User - Policy

Expand All

Prepare Check:
AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN)
Type Object Security Class Description Rule Avail FC Prediction

TKN AP160 APProcessing Payment Tape Creation GRANTED A,C,D,l,MNPRSV ALL_ACCESS

Edit Vendor Master File:
AP10.1 (TKN) or AP10.2 (TKN) or AP51.1 (TKN)

Type Object Security Class Description Rule Avail FC Prediction
TKN AP10.1 APProcessing Vendor GRANTED ACD, NP ALL ACCESS
TKN AP10.2 APProcessing Vendor Location GRANTED A,C,D,N,P ALL_ACCESS

Edit Vendor Master File:

Akince

e Flace

The User Policy report displays a list of the policies a user is currently violating based on

their security settings.

Sorted by User/Policy
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Policy / User Violation Report

G Kinsey Segregationof O X

€ C O espussvaos

K Kinsey Porta

Qe @
I(Insey‘ n Segregation of Duties

Other bookmarks

Bl+|al?

Set as default

Production - LS3SERV!

~Insey

(%) Category: PAYABLES

Policy: 152 ﬁﬁ ﬁ

Segregation of Duties Report (Payable policies)
Production - LS3SERVER - Profile: APS

Data as of: 2018-04-02 14:28:01.0
Policy - User

Display All Conditional Logic

Description: Review, Authorize or Sign Checks conflicts with Initiate Checks for Expenditures. Checks should be signed by someone who did not initiate or prepare the check, in order to minimize the potential for concealment of fraud. (03-01)
(%) Security Violations for User: Lawson Lawson (lawson)

Review, Authorize or Sign Checks:
AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN)

Type Object Security Class
TKN  AP160 APProcessing

Review, Authorize or Sign Checks:

Type Object Security Class
TKN  AP160  APProcessing

Policy: 153 {: Q ﬁ b

Description

Description Rule Avail FC Prediction
Payment Tape Creation GRANTED A,C,D,L,M,NPRSV ALL_ACCESS

(3) Security Violations for User: Sammy Christian (schristian)

AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN)

Rule Avail FC Prediction

Payment Tape Creation GRANTED ACDLLMNPRSY ALL_ACCESS

Initiate Checks for Expenditures:
AP150 (TKN)

Type Object Security Class Description Rule Avail FC Prediction
TKN  AP150 APAnalysis

Cash Requirements GRANTED ACD,LLMNPRSV ALL_ACCESS

Initiate Checks for Expenditures:
AP150 (TKN)

Type Object Security Class

Description Rule Avail FC
TKN  AP150 APAnalysis

Prediction

Cash Requirements GRANTED A,C,DLLMNPRSV ALL_ACCESS
Description: Investigate Discrepancies or Issues - Expenditure conflicts with Initiate Checks for Expenditure. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the
misappropriation. (05-01)

(») Security Violations for User: Lawson Lawson (lawson)

(%) Security Violations for User: Sammy Christian (schristian)

Poliey: 155 ¢ 5% % % %
e 3 3

or Issues -
(») Security Violations for User: Al White (awhite)

(%) Security Violations for User: Bill Thomas (bthomas)

conflicts with Prepare Check. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation. (05-02)

The Policy User report displays a list of the users currently violating a policy based on their
security settings.

Sorted by Policy/User
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Role Group / Policy Violation Report

G Kinsey Segregationof O X

€ C 0|0 esbussva

K Kinsey Porta

A
I(Insey. n Segregation of Duties

Production - LS3SERVER
2 Inse - Segregation of Duties Report (Payable policies) Data as of: 2018.04-02 14:28:01.0
LS y Production - LS3SERVER - Profile: APS Display All Conditional Logic
Policy - User
(3) Category: PAYABLES

1152 ﬁﬁﬁ

Description: Review, Authorize or Sign Checks conflicts with Initiate Checks for Expenditures. Checks should be signed by someone who did not initiate or prepare the check, in order to minimize the potential for concealment of fraud. (03-01)

(%) Security Violations for User: Lawson Lawson (lawson)

Review, Authorize or Sign Checks: Initiate Checks for Expenditures:
AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN) AP150 (TKN)

Type Object Security Class Description

Rule Avail FC Prediction
TKN  AP160 APProcessing

Type Object Security Class Description
Payment Tape Creation GRANTED A,C,D,

TKN  AP150  APAnalysis

Rule Avail FC
Cash Requirements GRANTED

Prediction
ALL_ACCESS

ACDILMNPRSV ALL_ACCESS
(¥) Security Violations for User: Sammy Christian (schristian)
Review, Authorize or Sign Checks:

Initiate Checks for Expenditures:
AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN)

AP150 (TKN)

Type Object SecurityClass Description Rule Avail FC Prediction Type Object Security Class Description Rule Avail FC Prediction
TKN  AP160 APProcessing Payment Tape Creation GRANTED ACD,JIMNPRSV ALL_ACCESS TKN  API1S0 APAnalysis  Cash Requirements GRANTED ACD,LLMNPRSV ALL ACCESS
Policy: 153 ¢y Y 7Y O

Description: Investigate Discrepancies or Issues - Expenditure conflicts with Initiate Checks for Expenditure. if one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the
misappropriation. (05-01)

(3) Security Violotions for User: Lawson Lawson (lawson)
(%) Security Violations for User: Sammy Christian (schristian)

Policy: 155 ¢% % ¢ 7 73

Description: Investigate Discrepancies or lssues - Expenditure conflicts with Prepare Check. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation. (05-02)
(%) Security Violations for User: Al White (awhite)

(») Security Violations for User: Bill Thomas (bthomas)

The Role Group / Policy report combines all users with the same Role assignments in to a
single group. By doing this you focus on the violation that impact the most users.

Sorted by User Role Group / Policy
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Policy Violation Matrix

#d9- @O &a 159, 1158808300, excel {1).dsx - Micrasaft Excel
E Home | insert  Pagelaout  Formulas  Data  Review  View c@Po@m
B e AN = e B B A Bag Good Neutral [Clcmion ] - | = B [ ;::jiw 5r o
" Frotrus | B 7 T B - A 6 [ o | 8- % o 54| ki o, (RN erorer .ok [N il el T e
crsnoma Fort e pros o Eomng

Al - J user/Rule 1d -
“ A B C D E F G H 1 J K L M N a P o} R s T u A w X ¥ Z AA AB AC AD AE AF AG AH Al Al AK AL AM AN *
| 1 [User/Ruleid ] o001 002 "003 "004 "005 "00s "007 "008 "000 "011 012 "013 014 "015 "016 "017 "018 "019 "024 "025 026 "027 "028 "029 "030 "031 "032 "033 "034 036 037 "041 "042 "043 "044 "045 "046 ‘047 "0as
2 adavis X X X X X X X X X X X X X
3 awhite X X X X X X X X X
4 bthomas X X X X X X X X X X X X X X X X X X X% X
5 fnelson XX X X X X X X X X XXX x
6 hroberts X X X
7 hrogers X X X X X X X X X X X X X X X X X X X X X
8 isolatedsoduser
9 lawson X X X X X X X X X X X X X X X X X X X X X X X X X X X
10 mnitka X X X X X X X X X X X X X
11 schristian X X X X X X X X X X X X X X X X X X X
12 smiller x X X X X X X X X x  x x X X X X X X X X X X X X
13
14
15
16
17
18
19
20
21
2
23
24
25
2
27 L
A3+ W[ Viobtons | User Rule Matrx SO0 fules FC Lagend €3 b : .
Resdy EFERE IS 1 o)

The Policy Violation Matrix provides a high level overview of the policy being violated by
each user.
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Role Violation Report

[k Kirsey Segregation of 0 X |k 500 Reporting - wdS -7 X% ) - a x
C 0 | @ esbussrvo ) Report/tmp 1586372 a % 0
IC Kinsey Ports Gther boskmaris
I( o Segregation of Duties Report Data as of: 2018-04-02 14:28:01.0
'nsey Production - LS3SERVER - Profile: APS Display All Conditional Logic
User - Policy
"Role Test" performed against Roles:
APSuper;
(%) security Violations for User: Role Test Expand All

() PAYABLES

Policy: 155 ¢ v 77 77 7%

Description: Investigate Discrepancies or Issues - Expenditure conflicts with Prepare Check. If one individual has responsibility for more than one of these functions, that individual could misappropriate assets and conceal the misappropriation. (05-02)

or Issues - di Prepare Check:

AP150 (TKN) or AP151 (TKN) or AP20.1 [TKN) or AP20.2 (TKN) or AP20.3 (TKN) or AP30.1 (TKN) or AP52.1 (TKN) AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN)

Type Object Security Class Description Rule Avall FC Prediction Type Object Security Class Description Rule Avail FC Prediction
TKN AP201 APProcessing Basic Invoice GRANTED +-ACDLEMNOPSTY  ALL_ACCESS TKN AP160 APProcessing Payment Tape Creation GRANTED A,CD,IJLMNPRSY ALL_ACCESS
TKN AP202 APProcessing Taxed Invoice GRANTED +-ACDLKLMNORSTY ALL ACCESS

TKN AP203 APProcessing Detail Invoice GRANTED +-ACDLELMNOPTY  ALL_ACCESS

TKN AP30.1 APProcessing Invoice Maintenance GRANTED +-CLNP ALL ACCESS

TKN  APS21 APProcessing Invoice Interface GRANTED ACDELNPR ALL_ACCESS

Policy: 156 ¢ o 5% 7

Description: Review, Authorize or Sign Checks conflicts with Edit Vendor Master File. If one individual has responsibility for more than one of these functions, that individual could conceal errors or fraudulent activity. (03-06)

Review, Authorize or Sign Checks: Edit Vendor Master File:

AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN) AP10.1 (TKN) or AP10.2 (TKN) or APS1.1 (TKN)

Type Object Security Class Deseription Rule Avail FC Prediction Type Object Security Class Description Rule Avall € Prediction
TKN APL60 APProcessing Payment Tape Creation GRANTED A.CD,LLMMPRSY ALL_ACCESS TKN AP10.1 APProcessing Vendor GRANTED ACD,NP ALL_ACCESS

TKN AP102 APProcessing Vendor Location GRANTED ACD,LNP ALL ACCESS

Poliey: 187 % ¢ 7 7
Deseription: DI or Issues - E canflicts with Edit Vendor Master File. If ene individual has responsibility for more than one of these functions, that individual could conceal errors or fraudulent activity.. (05-06)
Investigate Discrepancies or Issues - Expenditure: Edit Vendor Master File:

AP150 (TKN) or AP151 (TKN) or AP155 (TKN) or AP156 (TKN) or AP160 (TKN) or AP161 (TKN) o AP20.1 (TKN) or AP20.2 (TKN) AP10.1 [TKN) or AP10.2 (TKN) or APSL.1 (TKN)

or AP20.3 (TKN) or AP30.1 (TKN) or AP52.2 (TKN)

Type Object Security Class Description Rule Avail FC Prediction Type Object Security Class Description Rule Avail FC  Prediction
TKN  AP160  APProcessing Payment Tape Creation GRANTED  A,C,D1,L,M,N,BR SV ALL_ACCESS TKN  AP10.1  APProcessing Vendor GRANTED AC,D,,N,P ALL_ACCESS
TKN AP20.1 APProcessing Basic Invoice GRANTED  +,-ACDLKMNOPRSTY  ALL_ACCESS TKN AP10.2 APProcessing Vendor Location GRANTED ACDLNP  ALL ACCESS

The Role Violation report provides the option to test a single Role or any combination of
Roles to check for SOD violations.
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